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Foreword 
 

 
It is a great pleasure to welcome you to ADVANCE 2026: the 13th International Workshop on Advances in ICT 
Infrastructures and Services, held this year in Florianópolis, Brazil. ADVANCE continues to serve as a dynamic 
forum where researchers, practitioners, and engineers from academia and industry come together to share 
insights, exchange ideas, and discuss emerging trends and future directions in ICT infrastructures, networking, 
and distributed services. 
 
Since its first edition in 2012 in Canoa Quebrada (Brazil), organized with the support of IFCE Aracati, the 
ADVANCE workshop has grown into an international event hosted across multiple continents. The second 
edition was held in Morro de São Paulo (Brazil), followed by Miami (USA) in 2013, Recife (Brazil) in 2014, and 
Évry Val d’Essonne (France) in 2015. In 2017, the workshop took place in Santiago (Chile), supported by 
UEVE/Paris-Saclay and the Universidad de Chile. Subsequent editions were held in Cape Verde, Cancún 
(Mexico), and, during the global pandemic, online with the support of the University of Zaragoza (Spain) and 
University College Cork (Ireland). The workshop returned to an in-person format for its 10th edition in Brazil, 
supported by UFC and IFCE-Fortaleza. More recently, ADVANCE was hosted in Hanoi (Vietnam) in 2024 and in 
Sophia Antipolis (France) in 2025, supported by Université Côte d’Azur and UNIFACS University. Each edition 
has been made possible thanks to the strong commitment of local academic partners and the active 
engagement of the research community. 
 
The 2026 edition features six technical sessions, including 12 full papers and 8 short papers. The program also 
includes a keynote lecture by Prof. Jonice Oliveira (Federal University of Rio de Janeiro, Brazil), addressing 
crowd dynamics in large-scale events, urban challenges, and the role of social network analysis in promoting 
well-being among underserved populations. In addition, an invited talk by Prof. Mauro Antonio de Oliveira 
(Federal Institute of Education, Science and Technology of Ceará, Brazil) will explore Artificial Intelligence 
Datacenters: Opportunities and Threats, examining how the global race for AI infrastructure creates both 
significant development opportunities and new risks of technological dependency, particularly for countries in 
the Global South. 
 
We would like to thank all the authors who submitted their work, as well as the participants joining us in 
Florianópolis. Our sincere appreciation goes to our distinguished speakers and to the members of the Technical 
Program Committee for their careful evaluation and selection of the contributions. We are especially grateful 
to our colleagues at the Federal University of Santa Catarina (UFSC) for their dedication and support in 
organizing this edition. 
 
We hope that ADVANCE 2026 provides a stimulating, collaborative, and rewarding experience for all 
participants. 
 
 
Prof. Paulo Nazareno Maia Sampaio and Prof.Edson Tavares De Camargo 
ADVANCE 2026 TPC Co-chairs 
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Abstract
Device-to-device (D2D) communication allows devices to exchange
messages directly over a cellular network without always requiring
a base station as an intermediary. In 5G networks, D2D communi-
cation is particularly appealing for vehicular-to-everything (V2X)
communication because it can meet the ultra-low latency and high
reliability requirements of the URLLC (Ultra-Reliable Low Latency
Communications) service. However, meeting URLLC requirements
remains challenging even years after its definition and the deploy-
ment of 5G networks. This article investigates and evaluates D2D
communication in the context of the URLLC service using the
Simu5G simulator. The study presents the main 3GPP standard
definitions for D2D and URLLC communication and evaluates the
D2D and URLLC features implemented in the simulator.

CCS Concepts
• Networks → Network simulations.

Keywords
Sidelink, URLLC, PC5, 5G, device-to-device.

1 Introduction
Vehicle-to-Everything (V2X) communications enable a vehicle to
interact with other vehicles and nearby elements, such as road in-
frastructure, signage, pedestrians, and cyclists, with the primary
goal of making driving and travel safer, smarter, and more comfort-
able [12].

Device-to-device (D2D) communication refers to direct com-
munication between two user equipment (UE) without routing
through the base station (BS) or network core. D2D is a key feature
of cellular networks, particularly 5G networks, also known as 5G
New Radio (5G NR), as it allows communication between vehicles
(Vehicle-to-Vehicle, or V2V) bypassing cellular infrastructure to
provide faster and more reliable transmission of critical informa-
tion. This direct connection is often called Sidelink (SL) and uses
the interface known as PC5. The PC5 interface is designed to enable
SL communications in scenarios both within and outside the UE
coverage area using Proximity Services (ProSe) [8]. Much of the
progress in SL has been due to the role of 3GPP in the context of
5G NR networks.

Among the features thatmake 5GNRnetworks attractive for V2X
is their Ultra-Reliable and Low-Latency Communication (URLLC)
service, which supports critical applications such as autonomous
and connected vehicles, industrial automation, remote control, and

virtual reality. The goal of URLLC is to reduce latency to less
than one millisecond and achieve reliability greater than 99.99%.
Although D2D and URLLC are different concepts, they can be
combined to create more robust and efficient communication sys-
tems [23]. Because D2D communication does not involve the core
network, there are fewer communication hops, resulting in lower
latency and a reduced probability of packet loss.

However, meeting the demanding latency and reliability require-
ments for URLLC in D2D remains a challenge [16, 23, 20]. Magh-
soudnia et al. [16] argue that it is unclear whether and how URLLC
can be achieved, requiring a holistic, system-level perspective to
address all inherent bottlenecks. Yan and Jerome [23] state that
research on URLLC and Sidelink is still limited, especially for ap-
plications requiring minimal latency and very high reliability. By
adjusting parameters such as numerology, modulation and coding
scheme (MCS), and MAC layer scheduling, the authors claim to
have achieved a configuration capable of meeting stringent URLLC
requirements, demonstrating the potential of V2X Sidelink commu-
nication in the 5.9 GHz band. However, they note that challenges
persist in achieving URLLC under certain conditions, such as busy
channels, where system performance may be compromised. There-
fore, developing solutions to increase reliability and reduce latency
is essential to maintain high performance in demanding communi-
cation environments.

In this context, simulation tools that accurately model the new
mechanisms and technologies in 5G NR are essential for research-
ing and evaluating proposals and improvements that address the
communication requirements of emerging services [15]. Some sim-
ulators, such as LENA-5G [14], focus on implementing lower-layer
protocols, while Simu5G [17] is a system-level simulator notable for
its autonomous 5G architecture, independence from LTE networks,
and integration with vehicle simulators like Veins1. However, simu-
lators often do not readily provide the necessary implementations
to meet standards. Additionally, the available documentation is not
always clear or detailed, which hinders new implementations and
delays progress in related research and the development of new
solutions.

This article investigates and evaluates Sidelink communication
and the URLLC service using a scenario implemented with the
Simu5G simulator, a leading tool for 5G network simulation. Simu5G
is developed as a library for the OMNeT++ simulation framework.
The simulator models the data plane of the Radio Access Network
(RAN) and the network core. Its features include a 3GPP-compliant

1https://veins.car2x.org/
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network protocol stack, physical layer transmission with realistic
channel models, and support for 5G NR Release 16. The results
show the end-to-end latency in a Sidelink communication scenario,
highlighting the simulator’s capabilities for D2D and URLLC com-
munication.

The remainder of this article is organized as follows. Section 2
provides an overview of Sidelink, URLLC, and related work. Section
3 describes the evaluation scenario. Section 4 presents the results,
and Section 5 offers the conclusion.

2 Sidelink, URLLC and Related Work
Sidelink refers to the standardized technology that enables direct
communication between UEs without data passing through the
network [2]. URLLC is one of the main services of 5G NR, primar-
ily intended for critical applications [1]. Table 1 summarizes the
evolution of URLLC and Sidelink in the 3GPP releases [12, 23]. Re-
lease 15 introduced 5G NR and established the fundamentals of
URLLC, such as numerology and the ability to schedule packets
with durations shorter than a full slot (mini-slots). Release 16 marks
the introduction of Sidelink in 5G NR, which was previously de-
fined only for 4G LTE [4]. Release 17 expands and refines URLLC
for space networks and low-cost devices. For Sidelink, Release 17
consolidates the Proximity Service (ProSe), a set of functionalities
that allow a UE, for example, to discover other devices enabled
for direct communication in its vicinity. Release 18 incorporates
machine learning into the URLLC service and enables Sidelink for
unlicensed bands. The following subsections describe the main
features of Sidelink and URLLC.

Figure 1: Sidelink Communication Architecture.

2.1 Sidelink V2X
Sidelink communications occur via the PC5 interface, while Vehicle-
to-Network (V2N) communication, both uplink and downlink, uses
the Uu interface, as shown in Figure 1. There are two communi-
cation modes: mode 1 and mode 2 [2]. These modes define the
selection of subchannels via the PC5 interface and correspond to
modes 3 and 4 of LTE V2X. However, Sidelink in LTE supports only
broadcast communications, while 5G NR V2X supports broadcast,
groupcast, and unicast sidelink communications.

Table 1: Evolution of URLLC and Sidelink.

Re-
lease Main Objective URLLC V2X Sidelink (SL)

R15
(2018)
TR21.915

The Foundation
of 5G. Enhanced
Mobile Broad-
band (eMBB)
and NSA and
V2X architecture
phase 2.

Basis for URLLC: Introduc-
tion of flexible 5G NR radio
frames (shorter slots, wider sub-
carrier spacing - SCS) that form
the basis for low latency.

Focus remains on LTE-V2X (in
Sidelink) for Basic Safety Messages,
Sidelink in the ITS (Intelligent Trans-
portation Systems) band, Broadcast
only; uplink/downlink/sidelink

Enhanced URLLC (eURLLC) The Birth of the 5G NR V2X SL

- Multi-Antenna and Multi-
Point Design: Increases relia-
bility (spatial diversity).

- Introdução do NR V2X SL (PC5):
For the first time, Sidelink uses the
5G NR waveform.

5G Phase 2: Indus-
trial 5G

- Transmit/Receive (Tx/Rx)
Duplication: Enables fast re-
transmission for extreme la-
tency and reliability.

- Support for New Applications:
Platoon, Advanced Driving, and Ex-
tended Sensors.R16

(2020)
TR21.916 - Time Sensitive Networking

(TSN): Integration with indus-
trial networks for deterministic
latency.

- Advanced Transmission Modes:
Supports Broadcast, Groupcast, and
Unicast communication.

R17
(2022)
TR21.917

URLLC for RedCap and NTN NR V2X SL Expansion

- NR-Light 5G (Reduced Ca-
pability): It optimizes 5G for
low-cost industrial IoT devices
that still require lightweight
URLLC (e.g., surveillance cam-
eras).

- Improved Reliability and Coex-
istence: Enhanced resource sched-
uling and re-selection mechanisms
(Mode 2).

5G Expansion
and Refinement

- Non-Terrestrial Networks
(NTN): Extends URLLC for
satellite communications.

- Positioning: Refinement of sig-
nals for precise location services (al-
though SL Positioning is further im-
proved in R18).

- UE relay: UE acts as a relay

- Proximity Service (Prose): En-
abling features such as direct dis-
covery, group calls, and efficient off-
network communication.

IA/ML for URLLC Optimized and Convergent V2X
Sidelink

5G-Advanced (AI
e Convergência)

- Application of Machine
Learning (ML): Using AI to
optimize resource management,
predict channel failures, and
schedule to ensure reliability
and latency.

- Integrated Communication and
Sensing: Sidelink is now used not
only to communicate data, but also to
sense and map the environment (e.g.,
vehicles “see” each other via radio
signal).R18

(2024)
TR21.918

- Duplex Improvements: Op-
timization for latency-critical
TDD applications.

- Sidelink in Unlicensed Bands
(NR-U): Extends V2X to unlicensed
spectrum.

Mode 1 is similar to LTE V2X Mode 3. The base station, called
gNB in 5G NR or eNB in 4G LTE, assigns and manages Sidelink
radio resources for V2V communications in Mode 1 using the Uu
interface. Therefore, UEs must be within the network coverage
area to operate in Mode 1. Sidelink radio resources can be allocated
by licensed carriers dedicated to Sidelink communications or by
licensed carriers that share resources between Sidelink and Uu
communications. Mode 1 uses dynamic scheduling, as in LTE V2X
Mode 3, but replaces the semi-persistent scheduling in LTE V2X
Mode 3 with a configured grant schedule [1] (presented in subsec-
tion 2.2). In Mode 2, UEs can autonomously select their Sidelink
resources (one or more subchannels) from a resource pool. In this
case, UEs can operate without network coverage. The resource
pool can be preconfigured or configured by the gNB or eNB when
the UE is within network coverage. Mode 2 can use a dynamic or
semi-persistent scheduling scheme [12]. Based on modes 1 and 2,
the following scenarios are possible:

(1) Two UEs are within the same gNB coverage area. In this
case, the gNB manages the communication resources;

(2) Two UEs are in the coverage areas of different gNBs. Net-
work coordination between the gNBs and the core network
is usually necessary;
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(3) Two UEs are communicating outside the coverage area. The
UEs use preconfigured or self-managed resources;

(4) One UE is within the coverage area and the other is not. In
this case, the UE inside the coverage area can act as a relay
for the UE outside the coverage area.

Proximity-Based Services (ProSe) define the architectural ser-
vices and functions that enable UEs to discover and communicate
directly when they are near each other [5]. ProSe covers control
plane aspects, including direct discovery – the procedures for a UE
to find other nearby ProSe-enabled UEs; direct communication – the
procedures for establishing and maintaining direct communication
links; and security, authorization, and resource management – how
the network controls access to the service and allocates resources.
In the context of ProSe, mechanisms also exist to allow operators
to charge for the Sidelink service.

Typical V2X applications involve message exchanges, such as
those defined by the Intelligent Transport Systems (ITS) set of stan-
dards by the ETSI: Cooperative Awareness Messages (CAMs) and
Decentralized Environmental Notification Messages (DENMs) [23].
CAMs provide continuous updates on a vehicle’s position andmove-
ment, enhancing situational awareness for nearby vehicles. DENMs
are triggered by potential hazards or accidents, alerting other dri-
vers to changes in road conditions or emergencies. Together, these
applications enable ongoing information exchange, helping vehicles
maintain safety and navigate roads efficiently.

In general, applications align with the capabilities of standard
5G-NR communication, where requirements such as CAM trans-
mission with delays typically under 100 ms and 90–99% reliability
for packets of about 300 bytes at a rate of 10 Hz can be met. How-
ever, advanced applications present greater challenges, requiring
latencies below 10 ms and reliability rates between 99.99% and
99.999%. These requirements are difficult to achieve with standard
5G-NR configurations because they are used in complex vehicular
operations that demand enhanced control, which justifies the use
of the URLLC service.

2.2 URLLC
URLLC is a continuously evolving 5G network service developed
through various mechanisms and optimizations incorporated into
the 3GPP specifications [1, 2, 3]. It does not involve activating a
single interface, but rather configuring and integrating specialized
features across the entire radio access network (RAN) and network
core. For example, in the network core, network slicing allows mul-
tiple logical networks to operate on a shared physical infrastructure,
creating logically separate “slices”.

The main RANmechanisms and configurations designed to meet
URLLC requirements include numerology, mini-slots, and config-
ured grants (grant-free or configured grants). According to Yan and
Harri [23], most studies on URLLC consider only the Uu interface,
where communication is mediated by the gNB. The authors also
state that adjusting various 5G-NR RAN parameters, particularly in
the MAC layer and physical layer resource block configurations, is
crucial for meeting the requirements defined for the URLLC service.
The following section describes the main URLLC features present
in the RAN, with a focus on the sidelink.

Numerology. Similar to the 4G LTE standard, 5G NR also uses
OFDM (Orthogonal Frequency Division Multiplexing) modulation
at the physical layer. OFDM is a modulation technique in which
the bandwidth is divided into frequency subcarriers that carry
the modulated data [13]. However, unlike 4G, which uses a fixed
subcarrier spacing (SCS) corresponding to a numerology value
of 0, 5G allows the subcarrier spacing to be selected from seven
numerologies (𝜇). Numerologies 0 to 2 are available for low and
medium frequencies (below 6 GHz), known as Frequency Range 1
(FR1), while numerologies 2 to 6 are available for millimeter waves
(24.25 to 52.6 GHz), known as Frequency Range 2 (FR2). The SCS
can be calculated using the formula 15 kHz ×2𝜇 .

Regardless of numerology, 14 OFDM symbols are grouped into
a time-domain slot with a duration of 1/2𝜇 ms. As a result, higher
numerologies are essential for low-latency communication in 5G.
Table 2 summarizes the impact of numerology for 𝜇 values from
0 to 4, highlighting the Transmission Time Interval (TTI), symbol
duration (DS), and the number of slots in a subframe (SS). By default,
the slot duration is 1 ms. Higher numerologies significantly reduce
transmission time and therefore directly impact latency.

Table 2: Numerology Table 5G NR.

𝜇 SCS TTI DS SS Use Case
0 15 kHz 1 ms 66,7𝜇s 1 Compatibilidade com LTE
1 30 kHz 0.5 ms 33,3𝜇s 2 Enhanced Mobile Broadband
2 60 kHz 0.25 ms 16,7𝜇s 4 Low-latency services (FR1 e FR2)
3 120 kHz 0.125ms 8,3𝜇s 8 URLLC em mmWave (FR2)
4 240 kHz 0.0625 ms 4,2𝜇s 16 Synchronization in mmWave (FR2)

Mini-Slots. In 5G NR Sidelink, the minimum resource sched-
uling unit in the time domain is the full slot, typically consisting
of 14 OFDM symbols with a normal cyclic prefix. A mini-slot is a
transmission unit that uses fewer OFDM symbols, usually 2, 4, or 7.
This allows the scheduler to transmit earlier, without waiting for
the full slot duration. Numerology reduces latency by shortening
the slot transmission time through increased subcarrier spacing,
while the mini-slot allows the scheduler to initiate transmission
before the full slot, further reducing latency. With numerology
0, the transmission time is 1 ms; with numerology 2, it drops to
0.25 ms. Without mini-slot scheduling, a 0.25 ms wait is required.
With mini-slots, transmission can be accelerated based on the num-
ber of symbols used. For example, using only 2 symbols instead
of 14 significantly reduces packet delivery time. Maghsoudnia et
al. [16] argue that mini-slots suffer from higher network coordi-
nation complexity due to more granular scheduling, potentially
limiting scalability. Due to increasing control signaling overhead,
which grows with the number of UEs, mini-slots can reduce the
system’s overall efficiency.

Although NR version 15 allows the transmission of only a por-
tion of a slot in both downlink and uplink (Uu interface), Sidelink
does not support mini-slot operation for data transmission (PC5
interface) [12]. This applies in situations without gNB intermedia-
tion, such as Sidelink mode 2. Using full slots simplifies resource
scheduling and sensing mechanisms, which is essential for Mode 2,
where vehicles decide which resources to use.
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Configured Grant. At the MAC layer, the 5G NR standard
uses dynamic scheduling. With dynamic scheduling, the gNB in-
forms UEs of the radio resources for each downlink packet before
transmission. For uplink, the UE requests resources from the gNB,
which responds with a grant and information about the allocated
resources. This process introduces a non-negligible transmission
delay, which is greater for uplink due to the larger number of mes-
sages exchanged between the UE and gNB. In contrast, Configured
Grant pre-allocates radio resources periodically to UEs, eliminating
the need to request scheduling and wait for a grant for each trans-
mission. This removes the signaling overhead and delays associated
with dynamic scheduling, enabling immediate transmissions [15,
12].

As described earlier, in mode 2, UEs can autonomously select
their Sidelink resources from a resource pool. The resource pool can
also be preconfigured by the gNB when the UE is within network
coverage. When there is no base station to organize traffic, the
devices manage this themselves through a process called Sensing
and Selection [2].

A note about QoS. The mechanisms described above help
achieve the QoS vision outlined in technical specifications 23.501 [6]
and 23.287 [6] The first defines the QoS model for NR 5G networks
using the Uu interface and introduces a series of 5G QoS Identifiers,
called 5QIs. Among these, 5QIs 82 and 83 are specialized identi-
fiers designed to support URLLC. Although originally defined for
industrial automation, they are critical for advanced V2X (Vehicle-
to-Everything) services such as platooning and cooperative driving.
The second standard defines the QoS model for Sidelink based on
the first, with the additional parameter of Range, and introduces
a set of identifiers called PQIs (PC5 5QIs). The Range parameter
allows the vehicle to decide, for example, that an emergency brak-
ing message is only "critical" for cars within a 200-meter radius,
saving radio resources. Among PQI values, PQI 90 and 91 are for
delay-critical applications.

The next subsection presents related work on Sidelink in com-
bination with URLLC mechanisms such as numerology, mini-slot,
and configured grant, aiming to reduce latency.

2.3 Related Work
The impact of numerology on URLLC and V2X is discussed in sev-
eral works [10, 9, 19, 7, 13, 18]. Segura et al. [19] analyze the effect
of numerology on delay at the radio link level in an industrial con-
text using the LENA-5G simulator. Their results show that higher
numerology does not always lead to lower delay; this depends on
packet size and channel conditions. Campolo et al. [9] investigate
the impact of numerology on autonomous access mode (LTE mode
4), where vehicles allocate transmission resources autonomously.
Using the LTEV2Vsim2 simulator, they confirm that higher nu-
merologies increase the packet reception rate and reduce update
delay. Zoraze et al. [7] examine the role of numerology in mode 2
(5G NR) using the LENA-5G simulator for both sensing-based and
non-sensing-based resource selection. Similarly, Todisco et al. eval-
uate the impact of flexible subcarrier spacing and the configuration
of modulation and coding schemes under different vehicle densities

2https://github.com/alessandrobazzi/LTEV2Vsim

and data traffic patterns in Mode 2 using the open-source simulator
WiLabV2Xsim.

Also in the V2X context, Valgas et al. [10] present a performance
evaluation for different numerologies and device speeds, concluding
that greater subcarrier spacing provides better protection against
the Doppler effect. Khabaz et al. [13] state that selecting the appro-
priate numerology for each V2X scenario is particularly important
and, using the Simu5G and Vienna 5G3 simulators, demonstrate
that the optimal numerology depends on propagation channel con-
ditions and vehicle speed due to Intercarrier Interference (ICI) and
Inter-Symbol Interference (ISI). Sayed et al. state that a mixed nu-
merology system is essential for 6G networks. However, this ap-
proach faces challenges due to Inter-Numerology Interference (INI).
To address this, the authors propose a user-based numerology and
waveform approach that utilizes various OFDM-based waveforms
and their parameters to mitigate intra-radioactive noise interfer-
ence. By assigning a specific waveform and numerology to each
user, the proposal reduces INI.

Weerackody et al. [22] investigate Sidelink Mode 2 in unlicensed
bands, considering the 3GPP initiatives in Release 18. The authors
provide the first analytical framework to quantify Sidelink perfor-
mance in unlicensed bands under saturation conditions, and their
results show that throughput loss is mainly due to packet collisions.
Elleuch et al. [11] developed and implemented the repeater function
as an extension of the Simu5G library in the OMNeT++ simulator
for a mission-critical service. The implementation is not publicly
available and supports only UEs within the gNB coverage area, i.e.,
mode 1.

Maghsoudnia et al. [16] investigate whether and how URLLC
requirements have been met nearly a decade after their initial con-
ception. Although not focused on Sidelink, this work raises impor-
tant questions. The authors find it unclear in which architecture
and network configuration such latencies can be achieved. They
analyze the factors contributing to increased latency and catego-
rize the origins of latency into three groups: protocol, processing,
and radio. Through this analysis and a demonstration in a real
experimental environment, the authors conclude that URLLC is
theoretically possible, but only under very specific circumstances
and with stringent hardware and software requirements. They also
state that more research is needed before 5G systems can reliably
enable URLLC.

Yan and Harri [24] evaluate the feasibility of meeting critical
URLLC requirements for V2X Sidelink 5G NR communication in
the 5.9 GHz band. Among their contributions, they assess the im-
pact of numerology 3 on FR1 and introduce an admission control
mechanism that limits the number of V2X UEs to ensure URLLC re-
quirements are met. In another work [24], the same authors present
a framework that integrates network slices tailored for platoon
communication. Separate slices are allocated for V2X communica-
tion and vehicle platooning to minimize interference and ensure
independent operation. The slice for vehicle platooning specifically
supports URLLC for critical intra-platoon messages. Furthermore,
ProSe is used to advertise platoon services and manage platoon
entry and exit functions.

3https://www.tuwien.at/etit/tc/en/vienna-simulators/vienna-5g-simulators/
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3 Evaluation methodology
A key issue in advancing research and development of 5G NR
solutions is the use of simulators. Simulation platforms such as
Vienna5G, WiLabV2Xsim, LENA 5G, and Simu5G are widely used
to simulate features and innovation proposals in the context of
5G NR. While simulators provide an excellent starting point for
simulating both Sidelink and URLLC, none currently support all the
features and functionalities designed for both Sidelink and URLLC.

An important question is which features of Sidelink and URLLC
are actually supported together by the main simulators. To begin
addressing this question, this evaluation focuses on the Simu5G
simulator. Simu5G implements the 5G RAN data plane according to
Release 16 and enables simulation of various 4G and 5G scenarios.
The protocol layers are 3GPP compliant, and physical transmission
is modeled using realistic channel models. Resource scheduling in
the uplink, downlink, and sidelink directions is supported, along
with carrier aggregation and multiple numerologies, as specified by
the 3GPP standard. Its D2D implementation is adapted for NR 5G
from SimuLTE. Figure 2 shows the data flow, where datagrams from
the IP layer are split into one of two branches at the Packet Data
Convergence Protocol (PDCP) layer and processed accordingly at
lower layers.

Figure 2: Data flow from the sender UE perspective [21].

The simulation evaluates the native features of both D2D and
URLLC communication available in the latest stable version of the
simulator. For this purpose, a D2D communication scenario pro-
vided in Simu5G will be used. Native support means the simulator
offers these resources without requiring extensions. Figure 3 shows
the simulation scenario. There is a transmitter (ueD2DTx) and a
receiver (ueD2DRx) within the gNB coverage area. Although the
gNB is connected to the network core, communication between the
UEs occurs through the gNB and does not pass through the network
core. In the MAC layer, a Hybrid ARQ (H-ARQ) scheme allows a
configurable number of retransmissions and provides reliability.
For Sidelink, native support for both mode 1 and mode 2, as well
as support for ProSe, will be verified. In the context of URLLC, the
simulation will check whether the simulator supports numerology,
mini-slots, and configured concessions in D2D communication.

To determine whether the simulator supports the aforemen-
tioned features, both the code and the documentation available for
Simu5G on its website and discussion forum will be reviewed. Pub-
lished, peer-reviewed articles on the subject will also be considered.

Figure 3: D2D simulation scenario.

To analyze the effectiveness of the URLLC features present in the
simulator, end-to-end latency will be evaluated. First, latency will
be measured in a standard communication scenario. Then, with
each addition of available URLLC features, new latency measure-
ments will be taken. This article does not analyze the reliability
features of URLLC, leaving that for future work.

4 Results
The results were obtained using version 1.4.1 of Simu5G 4. Accord-
ing to the documentation, Simu5G supports network-controlled
D2D communication (mode 1) as a legacy of the D2D implementa-
tion in SimuLTE [17, 21]. Key information about Simu5G’s support
for D2D communication in 5G NR is available in Nardini et al [17].
In the network-controlled D2D model, data is sent via Sidelink,
while the base station controls resource allocation and manages
conflicts and interference.

Mode 2 support is not available in the simulator version, and
there is no mention of Mode 2 in its documentation. In Mode
1, the simulator supports both point-to-point (P2P) and point-to-
multipoint (P2MP) Sidelink communications. In P2P communica-
tion, the UE sends a message to a single receiver, which confirms
receipt. In P2MP communication, the UE sends messages to neigh-
boring UEs in a multicast group. The implementation scenario
available in Simu5G supports only P2P communication.

Messages sent via Sidelink traverse all layers of the 5G NR pro-
tocol stack, similar to uplink and downlink messages. Communica-
tion involves UE IPs, and there is no discovery service. As Figure
2 shows, the PDCP layer assigns a Logical Connection Identifier
(LCID) to the incoming data flow according to a 5-tuple defined by
source/destination IP address/port, and flow direction. This creates
different LCIDs for flows having different transmission directions,
allowing lower layers to distinguish UL and D2D flows. In the sim-
ulation, the communication flow is statically defined. For resource
allocation, Simu5G models dynamic scheduling of D2D transmis-
sions. Whenever a UE has data to send using D2D, it sends a request
to the gNB, which schedules Sidelink resources and issues a Sidelink
grant to the UE.

Simu5G provides several D2D simulation scenarios that allow
users configure an increasing number of devices and choose either

4https://github.com/Unipisa/Simu5G
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Figure 4: Latency for UDP Infra and UDP D2D modes.

UDP or TCP as the protocol. These scenarios simulate communica-
tion between two UEs within the gNB coverage area. There are two
communication modes: Infrastructure Mode and D2D Mode. In In-
frastructure Mode, the two UEs communicate using the traditional
infrastructure approach – a two-hop path through the gNodeB – so
all communication between the UEs is managed by the gNB. In D2D
Mode, communication between the two UEs occurs via Sidelink,
with the gNB providing only control information to the UEs. The
simulator enables switching between Infrastructure Mode and D2D
Mode based on a policy that selects the mode with the best channel
quality.

Figure 4 shows the communication latency between two UEs
in Infra and D2D modes using the UDP protocol for a 1000-byte
message. D2Dmode achieves communication in 11.97ms, compared
to 21.60 ms using the communication infrastructure, a reduction of
approximately 50%. This pattern remains consistent as the number
of UEs increases.

Next, simulations were conducted to evaluate the simulator’s
ability to support different numerologies in UDP Infra and D2D
modes. As described in [17], Simu5G implements numerologies
using the carrierAggregation (CA) module, which stores all infor-
mation related to the Carrier Component (CC). In Simu5G, different
numerologies (𝜇) can be associated with each CC. Each component-
Carrier module has its own 𝜇 parameter, which can be configured
via NED/INI. Figure 5 shows the latency results for 𝜇 = 1, 2, 3, 4
in the UDP Infra scenario. Initially, the UDP Infra mode showed a
latency of 21.6 ms, but the latency is halved with each increase in
𝜇, following the pattern 1/2𝜇 . Although the simulation ran success-
fully for Infra Mode, when simulating D2D mode, the simulator
launches an error, as described in the issue opened on the simula-
tor’s GitHub page: https://github.com/Unipisa/Simu5G/issues/287.

Based on the results obtained and information from the simu-
lator’s website and discussion forums, it appears that Simu5G has
only partial support for Sidelink, as it does not natively implement
Sidelink mode 2, for example. Regarding numerology, the simulator
supports it as stated in its documentation and demonstrated in
the simulations. In the Infra Mode experiments, applying different
numerologies was effective, but it was not possible to observe the
effect of numerology on Sidelink communication. Mini-slots and

Figure 5: D2D UDP with different numerologies.

configured grants, although essential for implementing the URLLC
service, have not yet been incorporated into the latest version of
the simulator. Despite supporting numerologies, one of the mecha-
nisms for URLLC, Simu5G’s resource scheduling is dynamic and
there is still no support for configured leases. As described earlier,
only one full slot is transmitted via Sidelink, however Simu5G’s
support for Mini-Slots on the Uu interface is supported as indicated
at https://github.com/Unipisa/Simu5G/issues/88. There is also no
support for the Proximity Service.

5 Conclusion
This article investigates and evaluates Sidelink communication in
5G networks, focusing on the URLLC service. It describes the evo-
lution of Sidelink and URLLC since the 3GPP releases. The Simu5G
simulator, a leading tool for 5G network simulation, was used for
the evaluation. In Sidelink, mode 2 enables communication with
UEs outside gNB coverage. For URLLC, features such as numerolo-
gies, mini-slots, and configured grant can affect latency, although
the mini-slot is not intended for direct communication between
two UEs.

The evolution of Sidelink and URLLC in releases 16, 17, and 18 is
not reflected in major simulators such as Simu5G. Simu5G supports
only Sidelink mode 1 and different numerologies. Future work
includes exploringQoS, once the PC5 interface has QoS support [12],
investigating mechanisms to guarantee reliability in URLLC service,
and expanding the evaluation by comparing additional simulators.
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Abstract
Modern software frameworks for cyber–physical systems rely on
component-oriented architectures, yet existing frameworks often
couple these principles to specific operating systems and middle-
ware technologies, limiting design flexibility and interoperability.
This paper presents Abstraction-Based And Component-Oriented
Systems (ABACOS), an abstraction-based framework that decouples
component execution from communication mechanisms through a
small set of orthogonal software abstractions. Components interact
only through Input and Output Ports, allowing different middle-
ware backends to be bound at deployment time without modifying
functional behavior. A C++ implementation of ABACOS was evalu-
ated using Data Distribution Service (DDS) and Scalable Service-
Oriented Middleware over IP (SOME/IP) transports, with end-to-
end latency measurements collected across multiple payload sizes.
The results show that the overhead introduced by ABACOS remains
small, with median values of only a few microseconds and is largely
independent of payload size, indicating that interoperability can
be achieved without materially altering the timing characteristics
of the underlying middleware. These findings support the use of
ABACOS as a foundation for low-overhead, middleware-agnostic
CPS software architectures.

Keywords
Middleware Technologies, Component-Based SoftwareDesign, Low-
Overhead Communication

1 Introduction
The introduction of autonomous Cyber-Physical Systems (CPSs)
— notably Autonomous Vehicles (AVs), Unmanned Aerial Vehi-
cles (UAVs), and Autonomous Robots (ARs) — has fundamentally
altered the software-engineering landscape for CPSs. These sys-
tems require tightly integrated, heterogeneous architectures in
which subsystems must cooperate under strict timing, safety, and
computational-performance constraints. As a result, modern CPSs
software design exhibits unprecedented complexity [14, 20], mo-
tivating the development of software frameworks to support the
software-engineering process for such systems, particularly those
capable of enabling interoperability across diverse middleware plat-
forms while preserving low execution overhead.

Several software frameworks for CPSs have gained prominence
in recent years. Frameworks such as ROS2 [16], OROCOS [4], Open-
RTM [2], and XBot2 [13] have been developed by the robotics com-
munity, each addressing distinct challenges in robotics software
development, including modularity, real-time constraints, and hard-
ware abstraction. In the automotive domain, AUTOSAR Adaptive

combined with SOME/IP has been introduced to support computa-
tionally demanding tasks that exceed the capabilities of classical
AUTOSAR implementations [17]. In all of these frameworks, inter-
operability is typically achieved by adhering to a specific middle-
ware or communication technology, which in turn couples compo-
nent behavior to the underlying stack and may introduce execution
overhead that is difficult to control or assess.

Despite their diversity, these frameworks share several funda-
mental architectural principles. First, they adopt a component-
oriented design, in which the system is decomposed into a set
of components with orthogonal responsibilities that interact to
realize system-level functionality. Second, they employ loosely cou-
pled communication, whereby components can asynchronously
produce and consume data without knowledge of the identity or
number of other producers and consumers. This approach makes
such frameworks particularly well suited for distributed, modular,
and real-time systems [18]. However, when these abstractions are
bound to a particular middleware implementation, interoperabil-
ity across heterogeneous technologies becomes difficult, and the
performance impact of the selected stack, particularly its commu-
nication overhead, often becomes inseparable from the application
design itself.

The effectiveness of this approach to CPSs software design is
evidenced by its adoption in large-scale projects, such as Autoware
[9] and Apollo Auto [21]. Nonetheless, the inherent opacity of many
frameworks that employ these design strategies limits designers’
ability to tune systems for specific application requirements and
impedes interoperability among components developed using dif-
ferent frameworks or communication technologies, especially when
attempting to reconcile performance constraints with middleware
heterogeneity.

A key requirement for a software framework is that it minimizes
the constraints imposed on application design, allowing the de-
signer, within the context of the application, to enforce constraints
specific to their requirements rather than being restricted by the
framework itself [1]. Equally important is the timing of design
decisions: whenever possible, decisions should be postponed and
ideally deferred until deployment, therebymaximizing flexibility for
choices that affect nonfunctional properties such as performance,
reliability and scalability [3].

From a practical standpoint, a major limitation of current frame-
works for CPSs software development is their tight coupling with
specific communication stacks and Operating Systems (OSs). Al-
though the functional behavior of a component is inherently inde-
pendent of the particular communication protocol used for message
exchange and the OS managing system resources, the choice of a
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framework imposes implicit constraints on these technologies. This,
in turn, restricts the designer’s ability to tune the system to meet
nonfunctional requirements such as timing predictability, latency,
or resource consumption. For instance, ROS2 and AUTOSAR Adap-
tive with SOME/IP are closely tied to IP-stack protocols and POSIX-
like OSs, whereas frameworks such as OROCOS and OpenRTM rely
heavily on CORBA for communication, thereby constraining the
design space available for communication and resource manage-
ment. The negative consequences of these design choices are well
documented, as evidenced by numerous studies that seek to mit-
igate the impact of communication stacks and OSs on real-time
performance [7, 17].

With the objective of decoupling the provenmodel of component-
oriented design with loosely coupled communication, as employed
in modern frameworks for CPSs software development, from the
choice of underlying technologies that may constrain the system’s
ability to satisfy nonfunctional requirements, this work introduces
the concept of an ABACOS framework, a framework for software
development for CPSs. This framework achieves its objective by
ensuring that the component model depends solely on abstract
specification of the service interfaces required from the OS and
communication stack, rather than on their concrete implementa-
tions. Interoperability is thus realized through abstract communi-
cation and execution primitives, such as input and output ports,
behavior bindings, and execution pipelines, that can be mapped
to multiple middleware technologies while preserving predictable
timing behavior and minimizing overhead in cross-middleware
integration. Consequently, the concrete implementation of these
abstract services must be explicitly specified and chosen by the
designer as part of the system configuration.

The remainder of this work is organized as follows. Section 2
reviews the related literature; Section 3 presents the ABACOS archi-
tecture in detail, emphasizing interoperability abstractions, while
Section 4 provides the associated implementation details. Section 5
discusses the procedure employed to evaluate the overhead in-
troduced by ABACOS and Section 6 presents the results. Finally,
Section 7 presents the concluding remarks.

2 Related Works
Component-based models built on abstract communication inter-
faces, as well as flexible frameworks that provide designers with a
rich configuration space and architectural choices, are not novel
concepts [1, 11]. Numerous efforts in the literature have sought
to apply these principles to the design of modern frameworks for
CPSs software, often with the goal of improving portability and ex-
tensibility across platforms and execution environments. However,
most existing approaches do not explicitly address interoperability
across heterogeneous middleware technologies while preserving
low execution overhead as a first-class design objective.

The XBot2 framework [13] was developed with the explicit goal
of being adaptable to any host OS or Real-Time Operating System
(RTOS) through the use of an OS abstraction layer; however, it is still
tightly bound to the ROS ecosystem along with its communication
stack. The use of OS abstractions is also present in other frame-
works, such as OROCOS [4] and OpenRTM [2]. However, their com-
munication abstractions are provided exclusively through CORBA,

which constrains these frameworks entirely to that middleware. As
a result, the design space for inter-component communication is
severely restricted by the absence of a more general abstraction
layer. Similarly, AUTOSAR Adaptive relies on a POSIX-based OS
abstraction and is therefore limited to POSIX-compliant OSs [17].
In addition, it adopts SOME/IP as its communication abstraction,
which further restricts its applicability to IP-based communication
technologies and makes interoperability with alternative middle-
ware stacks dependent on bridging mechanisms that may introduce
additional latency and overhead.

The most widely adopted framework for CPS software develop-
ment, ROS2, is tightly coupled to a POSIX-based OS abstraction
and relies heavily on DDS as its communication middleware. Al-
though DDS is defined as a middleware specification, widely used
open-source implementations typically target POSIX-compliant
OSs. Nonetheless, efforts have been made to develop portable im-
plementations of DDS with the goal of broadening the range of
platforms supported by ROS2 [8], complemented by several ini-
tiatives aimed at enhancing the portability of ROS and enabling
its execution on real-time platforms [5]. These initiatives improve
portability but do not fully decouple component behavior from
the underlying communication stack, meaning that interoperabil-
ity and performance properties remain largely tied to the chosen
middleware implementation.

The limitations of these frameworks have been the subject of
a significant body of research. Several works critique the lack of
strong real-time guarantees in ROS2, identifying issues such as
latency spikes and jitter under load [12, 22]. Others focus on bridg-
ing between frameworks, such as interoperability between ROS2
and AUTOSAR [6], or developing portable DDS-based implementa-
tions to expand deployment contexts [10]. Survey papers have also
attempted to classify frameworks for CPSs by their architectural
choices, supported domains, and communication models, consis-
tently highlighting portability, extensibility, and middleware inter-
operability as open challenges [19].

Despite these efforts, there remains a gap in the literature for
a framework that systematically decouples the component model
from the underlying operating system and communication tech-
nologies, while simultaneously enabling interoperability across
heterogeneous middleware stacks with minimal execution over-
head. Existing frameworks either strongly couple to a given OS
and middleware (as in ROS2, OROCOS, OpenRTM, and AUTOSAR
Adaptive), or they provide portability in a narrow and domain-
specific manner. In contrast, ABACOS explicitly addresses this
gap by defining a component-oriented model that depends only
on abstract service specifications—including abstract communica-
tion ports and execution bindings—leaving the binding to concrete
OS and communication implementations (e.g., DDS or SOME/IP)
as a configuration step. This architecture enables interoperabil-
ity without embedding middleware-specific assumptions into the
component model, thereby allowing designers to reason explicitly
about the performance and overhead introduced by each underlying
technology.
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3 Abstraction-Based and Component-Oriented
System Architecture

The ABACOS architecture is built upon a minimal yet expressive
set of abstractions centered on the notion of a Component, which
represents a functional unit of the overall system with a single,
well-defined responsibility. As illustrated in Figure 1, an ABACOS
Component interacts with three additional abstractions: the Node,
responsible for managing the lifecycle of a set of components; the
Behavior, which encapsulates the response of a component to a
particular input; and the Input and Output Ports, which enable
communication with other components in a distributed setting.

The Component is composed of a map that relates ports and
behaviors, expressing that the arrival of data on a given port trig-
gers the execution of its associated behaviors. Each component
also maintains an event queue that registers the events observed
on its ports and is used to select the next behavior to be executed
according to a given scheduling strategy. Finally, a single Thread
executes behaviors sequentially, following the event-queue sched-
uling policy, which induces run-to-completion semantics for the
Component execution model.

Behaviors are a convenient abstraction of units of work. In prac-
tice, they abstract callable entities much like a functor, with the
fundamental difference that the input data to the callable is stored
in a buffer owned by the behavior rather than being passed as
an argument at the moment of invocation. This design has two
major implications. First, it decouples the scheduling of behavior
execution from data arrival, allowing behaviors to be dispatched
according to any policy selected for the event queue. Second, it
segregates execution and data-ingestion semantics; consequently,
the interfaces exposed to the Component ports and to the event-
scheduling mechanism are orthogonal, reflecting the fact that these
concerns are conceptually independent.

From the perspective of interoperability across different commu-
nication mechanisms, the Port interface plays a central role, as it
abstracts the communication boundaries of a Component. In ABA-
COS, Ports are conceived purely as interfaces: from the viewpoint
of a concrete Component implementation, its responsibilities are
limited to specifying how it reacts to incoming data and how new
data may be produced as a consequence of such reactions, without
any reference to how data is transported to or from the component.

For this reason, the Output Port exposes a single method that
enables the component to write data, delegating all transport con-
cerns to the bound communication backend. Conversely, Input Ports
must support the decoupling between execution and data arrival
enforced by Behaviors. They therefore provide two methods: one
for registering the function used by a behavior to ingest incoming
data, and another for registering the function through which the
component is notified of the occurrence of an input event. The
latter notification is handled internally by the component and used
to decide when the corresponding behavior should be scheduled
for execution.

This enables different communication mechanisms to be selected
at design and deployment time—such as switching between a sim-
ulation backend and a production communication stack—without
altering the functional behavior of the component.

The implication of this design is straightforward: the concrete
implementations of Input and Output Portsmay be exchanged at the
discretion of the designer without affecting the functional behavior
of a given Component. This enables different communication mecha-
nisms to be adopted at design and deployment time—such as switch-
ing between a simulation backend and a production communication
stack—while preserving Component semantics. Moreover, distinct
communication mechanisms may be assigned independently to
different ports of the same component, allowing it to operate across
heterogeneous communication domains without modification and
thereby supporting interoperability by construction.

With the principal abstractions defined, the execution cycle of
an ABACOS component is depicted in the sequence diagram of Fig-
ure 2, assuming a canonical publish–subscribe interaction model
(while remaining valid for any peer-to-peer transport configura-
tion). The Publisher Component produces data through one of its
Output Ports, which delegates transmission to the configured com-
munication backend and delivers the message to the corresponding
Input Ports of other components. Upon reception, the Input Port for-
wards the data to the ingestion interface of the associated Behavior
and, in parallel, issues an event notification to the Component identi-
fying the port on which the event occurred. The Component records
this notification in its event queue and, according to its scheduling
policy, selects the next event to be processed, resolves the behavior
bound to the notified Input Port, and invokes it. The bound func-
tion defined by the Subscriber Component is thus executed under
run-to-completion semantics as part of the component’s execution
loop. This execution model makes explicit the separation between
communication, event handling, and behavior execution, thereby
supporting systematic analysis and predictable timing behavior.

An important architectural consequence of this model is the
explicit separation between the communication domain and the ex-
ecution domain. Communication occurs exclusively through Ports,
whereas execution is driven solely by events delivered to the com-
ponent’s event queue. As a result, changes to the communication
backend—such as replacing one middleware or transport mecha-
nism with another—affect only the concrete Port implementations
and have no impact on scheduling semantics, behavior logic, or
dataflow dependencies inside the component. This property is es-
sential for supporting deployment across heterogeneous platforms
and middleware ecosystems while preserving functional and tem-
poral consistency.

The execution model adopted by ABACOS further promotes
analyzability by enforcing single-threaded, run-to-completion exe-
cution at the level of each component, while still allowing concur-
rency to emerge at the system level through multiple independently
executing components. This approach reduces the need for intra-
component synchronization, eliminates race conditions on the com-
ponent’s state, and enables timing analysis to be performed at the
granularity of individual components. Alternative scheduling poli-
cies or execution models may be incorporated as extensions to the
event-queue mechanism, but the underlying abstraction boundaries
remain unchanged, ensuring that evolutions in scheduling strategy
do not interfere with communication or interface semantics.

In summary, the abstractions introduced in this section define a
component execution model that preserves functional modularity
while enabling flexible binding to heterogeneous communication
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Figure 1: Class diagram of core ABACOS abstractions

Figure 2: Sequence diagram of an ABACOS component execution cycle

mechanisms. By separating data transport, event handling, and
behavior execution into orthogonal concerns, ABACOS provides a
principled foundation upon which interoperability can be achieved
without compromising timing predictability or implementation
efficiency. This architectural structure further ensures that commu-
nication backends may be exchanged, configured, or specialized
at design or deployment time, while the functional semantics of

components and their behaviors remain invariant. As later sections
will demonstrate, this decoupling is essential to supporting low-
overhead integration across multiple middleware technologies in
real-world cyber–physical systems.
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4 ABACOS implementation details
ABACOS was implemented in C++ using a carefully selected set of
language features aimed at achieving a principled balance between
performance, expressiveness, and implementation ergonomics. List-
ing 1 illustrates the implementation of a simple ABACOS Compo-
nent. The interfaces for Input and Output Ports are defined as C++
concepts, which constrain the admissible types used to instantiate
these templates while avoiding the overhead and semantic rigid-
ity associated with virtual-function dispatch. The combination of
concepts and templates ensures that the communication mecha-
nisms bound to a Component can be exchanged without modify-
ing its functional implementation, allowing the concrete transport
backends to be selected at deployment time. Moreover, the use of
templates on input and output data types enables a single compo-
nent to operate over semantically compatible, yet not necessarily
identical, message definitions—such as messages generated from
distinct Interface Definition Languages (IDLs)—naturally support-
ing the construction of lightweight gateways across heterogeneous
communication domains.

The Behavior abstraction is parameterized by the type that owns
the methods it encapsulates, as illustrated in Listing 1. Its execution
and ingestion interfaces are exposed through a lightweight delegate
mechanism, implemented as a pair consisting of a pointer to the
target object and a pointer to the associated member function. In
this design, an Input Port maintains references only to delegates,
and therefore remains decoupled from specific component types
and does not rely on inheritance or virtual interfaces to invoke
the associated callbacks. This approach introduces only a single
level of indirection while preserving static type safety and avoiding
dynamic dispatch. The same delegate mechanism is employed for
both the ingestion of input data and the execution of the behavior
itself, reinforcing the separation between communication, event
notification, and functional execution while maintaining minimal
runtime overhead.

The concurrency model adopted in the implementation mirrors
the architectural execution semantics. Each component executes
within a single dedicated thread, ensuring that behaviors run atom-
ically with respect to one another and eliminating the need for
internal synchronization mechanisms. Concurrency is expressed
at the system level by composing multiple components, each with
its own execution thread, which allows independent timing do-
mains to coexist while maintaining predictable behavior within
each component boundary.

Memory management and data movement were also carefully
considered to minimize unnecessary copies and avoid hidden per-
formance penalties. Data is ingested through the Input Port into
buffers owned by the corresponding Behavior, ensuring that mes-
sage lifetime and ownership remain explicit. When supported by
the underlying middleware, zero-copy or move-enabled data trans-
fer can be exploited without altering component logic, whereas
backends that require copying remain compatible through the same
abstraction. This design allows performance and isolation trade-offs
to be configured at deployment time, rather than being baked into
the component implementation.

Listing 1: Implementation of a simple ABACOS component
template <typename TOutput_Port, typename TInput_Port, typename

TInput_Data, typename TOutput_Data>
requires(Output_Port_Concept<TOutput_Port, TOutput_Data> &&

Input_Port_Concept<TInput_Port, TInput_Data>)
class Simple_Component : public Component
{

public:
template <typename... TInput_Port_Args, typename...

TOutput_Port_Args>
Simple_Component(std::tuple<TInput_Port_Args...>

input_port_args, std::tuple<TOutput_Port_Args...>
output_port_args)

: input_port_(std::make_from_tuple<TInput_Port>(
std::move(input_port_args))),

output_port_(std::make_from_tuple<TOutput_Port>(
std::move(output_port_args))),

behavior_(
Behavior<

Simple_Component,
TInput_Data,
TInput_Port>::template

create_behavior<&Simple_Component::handle>(this, &input_port_))
{

bind_behavior_to_input_port(
&input_port_,
behavior_.create_behavior_delegate());

}

private:
void handle(const TInput_Data &data)
{

TOutput_Data output;

// behavior implementation.

output_port_.write(output);
}

Behavior<Simple_Component, TInput_Data, TInput_Port>
behavior_;

TOutput_Port output_port_;
TInput_Port input_port_;

};

Finally, the separation between abstract interfaces and concrete
transport bindings enables multiple deployment profiles to be re-
alized from the same code base. The same component may be
executed with different middleware backends for simulation, pro-
totyping, or embedded deployment simply by selecting different
Port implementations, without modifying component logic or be-
havior definitions. In this way, the implementation remains faithful
to the architectural objective of supporting interoperability while
retaining low overhead and predictable execution semantics.

The objective of the experimental evaluation is to assess the
extent to which the abstractions introduced by ABACOS enable
interoperability across multiple communication mechanisms while
preserving low execution overhead and predictable timing behav-
ior. To this end,a series of experiments were conducted comparing
the performance of ABACOS components operating over different
middleware backends, focusing in particular on the latency charac-
teristics of data exchange and on the relative overhead introduced
by the ABACOS execution model.
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5 Experimental Evaluation
The experimental evaluation focused on assessing the behavior of
ABACOS when binding the same application-level components to
two representative communication stacks widely employed in CPSs,
DDS and SOME/IP. For each middleware, equivalent Input and Out-
put Port implementations were developed and bound to the same
ABACOS components without modifying their functional behavior,
reflecting the intended use of the framework in which interop-
erability is achieved through the exchange of transport bindings
rather than through changes to component logic. This evaluation
is intentionally scoped to isolate the incremental cost of the ab-
straction layer under controlled conditions. The objective is not to
exhaustively benchmark the middleware stacks themselves, but to
quantify the additional latency introduced by the ABACOS execu-
tion model when binding equivalent application logic to distinct
communication backends.

Experiments were executed on a computer equipped with an
Apple M2 Max processor and 32 GB of memory. The execution envi-
ronment was configured to reduce external timing variability as far
as permitted by the platform. Background activity was minimized,
and publisher and subscriber processes were pinned to distinct CPU
cores in order to limit scheduling interference and cross-process
contention effects. In each experiment, a publisher component pe-
riodically transmitted messages of configurable payload size to a
subscriber component using a fixed publication period, and identi-
cal application logic was employed for both middleware backends
to ensure that timing effects were attributable only to the commu-
nication stack and to the ABACOS abstractions encapsulating it.
No artificial workload was introduced beyond the periodic message
exchange, so that the measured latency reflects the intrinsic behav-
ior of the communication stack and the framework abstractions
under low-contention conditions. While this configuration does not
emulate heavy system load, it enables a controlled comparison in
which the incremental overhead of ABACOS can be isolated with
minimal confounding factors.

Latency was measured on an end-to-end basis, from the mo-
ment a message was released by the publishing component to the
moment it was processed by the behavior associated with the corre-
sponding Input Port in the subscribing component. To distinguish
the contribution of the framework from that of the transport layer,
timestamps were additionally collected at the port boundaries, al-
lowing the relative share of the latency attributable to ABACOS,
referred to as its overhead, to be evaluated with respect to the total
communication latency. The experiments were repeated for multi-
ple payload sizes under a publication period of 100ms, and results
were aggregated over extended execution intervals in order to cap-
ture both steady-state behavior and infrequent timing deviations.
The selected publication period of 100,ms reflects a common op-
erating regime in distributed perception and coordination tasks in
cyber–physical systems. Although higher-frequency control loops
(e.g., 1, kHz) may impose tighter timing budgets, the absolute over-
head measured in this study can be directly interpreted relative to
such periods, as discussed in Section 6.

For the DDS-based experiments, communication was configured
using a Best Effort reliability policy with a Keep Last (1) history QoS
profile, reflecting a lightweight configuration commonly adopted

in resource-constrained or latency-sensitive deployments. In the
SOME/IP-based experiments, message serialization and deserial-
ization were performed within the transport binding, and their
execution time was accounted for as part of the middleware latency
so that the resulting measurements remained comparable across
the two communication technologies. This evaluation setup, there-
fore, reflects realistic deployment conditions while enabling a fair
comparison between middleware stacks bound through the same
ABACOS component model. It should be noted that alternative
QoS configurations (e.g., reliable delivery in DDS) or additional
transport-layer features could increase baseline latency. However,
since the objective is to evaluate the incremental framework cost
rather than absolute middleware performance, lightweight and
commonly adopted configurations were selected to provide a rep-
resentative yet controlled comparison point.

6 Results
The experimental results from Section 5 are summarized in Fig-
ures 3–6, which report both the end-to-end latency of the evaluated
middleware stacks and the incremental cost introduced by ABA-
COS. The boxplots in Figures 5 and 6 compare baseline DDS and
SOME/IP end-to-end latencies with their respective end-to-end la-
tencies when integrated in the system usingABACOS across a range
of payload sizes. As expected, end-to-end latency increases with
payload size for both middleware technologies, reflecting the domi-
nant influence of serialization, transport, and buffer-management
costs in the underlying communication stacks.

The contribution of ABACOS to the end-to-end latency is iso-
lated in Figures 3 and 4. In absolute terms, the framework overhead
remains tightly bounded across all payload sizes and both communi-
cation backends, with median values below approximately 4 𝜇𝑠 and
upper whiskers within the order of single-digit microseconds. The
limited dispersion observed in the upper whiskers suggests that
the dominant contribution to latency variability originates from
the underlying middleware and operating system scheduler rather
than from the ABACOS execution path itself. Since the framework
introduces a fixed sequence of operations—event registration, dele-
gate invocation, and run-to-completion execution—its contribution
remains structurally bounded and largely insensitive to payload
size. Importantly, the absence of any upward trend with increasing
payload size indicates that the ABACOS execution path does not
introduce payload-dependent copying or buffering effects. This
behavior is consistent with the architectural design, in which data
ingestion, scheduling, and behavior execution are decoupled with-
out introducing additional transport-level data movement.

From a relative perspective, Figure 4 shows that the proportion
of end-to-end latency attributable to ABACOS is highest for small
payloads—where communication costs are intrinsically low—and
decreases as payload size increases. Median values for small mes-
sages remain in the range of 10–17%, while larger payloads reduce
the relative contribution to below 10% and, in some cases, to only a
few percent. This scaling trend reinforces the interpretation that,
for large payloads, the dominant timing contribution originates
from the middleware transport layer, whereas the ABACOS sched-
uling and port abstractions contribute a small, payload-independent
constant cost. To contextualize these values, an absolute overhead
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Figure 3: ABACOS overhead as a function of payload size

below 10𝜇𝑠 corresponds to approximately 1% of a 1ms period for a
high frequency task and less than 0.01% of a 100ms period of a typi-
cal task. For many distributed perception, planning, or supervisory-
control workloads typical of modern CPSs [15], such a contribution
is negligible relative to network and serialization delays.

The present evaluation focuses on single-hop communication
between two components under controlled execution conditions. It
does not address large-scale deployments with many interacting
components, high-contention workloads, or mixed-criticality sched-
uling environments. Furthermore, experiments were conducted on
a general-purpose operating system rather than a real-time kernel,
and therefore do not constitute a worst-case execution time analy-
sis. These aspects remain important directions for future empirical
investigation.

Taken together, these results indicate that interoperability through
ABACOS can be achieved without introducing payload-dependent
or unbounded additional latency beyond that inherent to the under-
lying middleware. The overhead introduced by the framework is
both bounded and stable, and remains significantly smaller than the
intrinsic variability of the communication stacks themselves. This
provides experimental evidence that the abstraction boundaries
introduced by the ABACOS component, port, and behavior model
do not impose additional communication-path penalties beyond
those already present in middleware implementations.

7 Conclusion
This work presented ABACOS, a framework for the design and im-
plementation of software components for cyber–physical systems
based on a minimal set of abstractions that separate communica-
tion, scheduling, and functional execution concerns. By modeling
components in terms of Behaviors, Input and Output Ports, and a
run-to-completion execution model, ABACOS enables the binding
of heterogeneous communication mechanisms without modifying
component logic, thereby supporting interoperability as a config-
urable system property rather than a design constraint.

A C++ implementation of the framework was developed and
evaluated experimentally using two widely deployed middleware

Figure 4: ABACOS relative overhead as a function of payload
size

Figure 5: DDS and ABACOS with DDS end-to-end latency

Figure 6: SOME/IP and ABACOS with SOME/IP end-to-end
latency
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technologies, DDS and SOME/IP. The results demonstrate that the
framework introduces a small and largely payload-independent
constant overhead, while preserving the timing characteristics of
the underlying communication stack. These findings provide em-
pirical evidence that the abstractions proposed by ABACOS do
not impose additional communication-path penalties beyond those
inherent to the transport mechanisms themselves, and therefore
constitute a viable foundation for middleware-agnostic component
execution in CPSs.

While the current evaluation demonstrates bounded and stable
overhead under controlled conditions, further studies are required
to characterize scalability, high-load behavior, and integration with
real-time operating systems. Nonetheless, the experimental evi-
dence indicates that the abstraction boundaries introduced by ABA-
COS do not fundamentally compromise timing efficiency.

Future work will extend the framework toward richer execution
semantics, including multi-threaded components and alternative
event-scheduling strategies, as well as broader interoperability sce-
narios involving mixed-criticality platforms and embedded real-
time operating systems. Additional studies will also examine large-
scale deployment and compositional timing analysis, with the objec-
tive of further strengthening the role of abstraction-driven software
architectures in the engineering of dependable, cross-middleware
cyber–physical systems.
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Abstract
Networks are dynamic entities, as the demands on their resources,
functions, and services vary over time, leading to continuous changes
in their state. In recent years, the Network Function Virtualization
(NFV) paradigm has emerged as a practical approach to address this
dynamic nature, offering high flexibility, elasticity, and mobility for
managing network functions and services. To fully leverage this
flexibility, it is essential to observe the network environment by
monitoring metrics that reflect its state, enabling the inference of
complex indicators and trends. Despite its importance, observability
in NFV-based networks remains underexplored in the literature.
Existing works often lack discussions that explicitly integrate ob-
servability concepts into the NFV reference architecture’s work-
ing domains and operational elements, as well as analyses of the
practical implications of enforcing them. This paper presents an
investigation of the application of observability in the context of
NFV, linking the fundamentals of observability with the latest NFV
architectures and technologies. It also demonstrates, through a
case study on detecting network state changes caused by malicious
activity, the impact of adopting different observability measure-
ment models. Our results show that distinct measurement models
present varying overheads on network traffic and network function
instances, underscoring the importance of a well-planned integra-
tion of observability in NFV-based networks.

CCS Concepts
•Networks→Networkmeasurement;Networkmanagement;
Network monitoring;

Keywords
NFV, Observability, Metrics, Measurements, Monitoring, Manage-
ment

1 Introduction
Computer networks have become increasingly complex, requiring
the implementation and deployment of innovative and sophisticated
functions and services to support them. In this context, adaptive
networks, which can be reconfigured in response to changes in
network state, have emerged as a critical technology [15, 53]. To ad-
dress the challenges of flexibility, elasticity, and mobility in adaptive
networks, softwarization paradigms such as Software-Defined Net-
working (SDN) and Network Function Virtualization (NFV) have
been extensively explored by both academia and industry [20]. In
particular, the NFV paradigm has received special attention due
to its ability to deploy Virtualized Network Functions (VNF) and
orchestrate them through Service Function Chains (SFC) in a highly
adaptable manner [13].

Although NFV was developed to provide high flexibility for
network environments, leveraging all this potential is not trivial.
First of all, it requires effective management of virtual functions and
services [16, 18]. Network management must effectively provide a
deep understanding of the network state. This challenge becomes
even more complex when the network is regarded as a dynamic
entity whose state changes through the interactions of its connected
nodes [12, 34]. Therefore, we argue that NFV can significantly
benefit from observability, which has been successfully applied to
support strategic management and decision-making across multiple
scenarios [33, 46].

Observability can be defined as the extent to which a system’s
state can be traced and understood by an observer entity [35]. To
simplify observability in NFV, it can be seen as the monitoring of
metrics, through measurements that characterize network func-
tions, services, and the overall network state. However, although a
vast literature exists on solutions to manage NFV-based networks,
keeping them operational and optimized [14, 21, 41, 42], there are
few works on metrics and measurement models to provide such
solutions with appropriate data aligned to their objectives. Further-
more, there are few insights into where these metrics should be
defined and how they can be made available for measurement by ob-
server entities within the NFV reference architecture. At last, every
operation in the network incurs a cost, including observing virtu-
alized functions, services, and the network itself. Thus, discussing
the costs and consequences of adopting different observability mea-
surement models represents another gap in the literature.

Accordingly, this article discusses observability as a key require-
ment for managing NFV-based network environments. However,
implementing observability requires support from multiple opera-
tional elements defined in the NFV reference architecture, which
may act as observed entities, observer entities, or both depending on
the case. Moreover, adopting different observability measurement
models can generate heterogeneous impacts on defining the net-
work state and shape decision-making in management. To discuss
these impacts, we conducted an empirical evaluation simulating
a scenario in which the network faces malicious traffic, with ob-
servability enabling the detection of an ongoing attack. The results
revealed distinct operational characteristics and collateral effects
for each tested measurement model, indicating that choosing one
model over another may lead to overhead on the network traffic
and network function instances.

The remainder of this work is organized as follows. Section
2 presents the fundamentals of observability. Section 3 identifies
observability enablers within the NFV reference architecture and
describes them as observed or observer entities. Section 4 discusses
metrics and measurement models, highlighting implementation

18



D
ra
ft
–
PL
EA
SE

D
O
NO
T
D
IS
TR
IB
UT
E

Oliveira, G. W., et al.

opportunities based on state-of-the-art NFV architectures and tech-
nologies. Section 5 demonstrates the impact of adopting different
observability measurement models in NFV-based networks through
a case study. Finally, Section 6 concludes the paper.

2 Observability in a Nutshell
The concept of observability was introduced in 1960 within the
framework of control theory to formalize a mathematical approach
for inferring a system’s internal state from its external outputs [30].
Initially, observability was applied to the study of formal methods
and linear algebra, particularly in the analysis of dynamic systems
in mechanical and automation engineering.

In networking, observability enables an agent (observer entity)
to compute metrics and generate indicators from network func-
tions, services, and links (observed entities). These metrics and
indicators can then be analyzed by management and provisioning
elements to assess the evolution of the network state and to support
decision-making processes, with the goal of, for example, meeting
performance requirements, fulfilling service level agreements, and
improving both Quality of Service (QoS) and Quality of Experience
(QoE) [10, 38].

Technically, observability can be analyzed from two primary
perspectives:metrics andmeasurements. Metrics are standard-
ized definitions of values computed in an experiment designed for
specific performance-related purposes [25]. Examples include the
state of an operational element in terms of CPU and RAM usage,
as well as the state of links in terms of latency, throughput, etc. By
analyzing these metrics, it is possible to assess the functionality of
each operational element and its connections, thereby deriving the
network’s abstract state. Measurements, on the other hand, refer
to the process of executing a series of operations to get the value
of a metric within a specific scenario and time frame.

It is important to note that observability extends beyond mere
monitoring by providing a holistic view of the network. Observabil-
ity defines which metrics should be measured and how they should
be collected, integrating multiple data sources to provide complex
indicators and actionable insights, such as proactive issue detection
and resolution. In contrast, monitoring consists of evaluating the
state of a network and its functions and services by comparing
them against an expected state. Observability does not rely on pre-
defined expected states; instead, it treats the network as a dynamic
entity and aims to deeply analyze how its states evolve and what
valuable information and actions can be derived from these dynam-
ics. It includes assessing the potential interference introduced by
the observation process itself and adapting it to obtain the most
appropriate information from the network, balancing freshness,
accuracy, and costs.

3 Observability in NFV: A Map
TheNFV reference architecture, proposed by the European Telecom-
munications Standards Institute (ETSI) [8], comprises threeworking
domains: Virtualized Infrastructure (VI), Management and Orches-
tration (MANO), and Virtualized Network Functions (VNF). The VI
domain is responsible for managing the underlying infrastructure
that provides the computational resources required to support the
deployment and execution of virtualized functions and services.

The MANO domain provides management and orchestration of
the NFV environment through three main operational elements:
the Virtualized Infrastructure Manager (VIM), which communicates
with the VI domain to allocate, release, and monitor computational
resources; the VNFManager (VNFM), which interacts with elements
in the VNF domain to manage the lifecycle of individual virtualized
function instances; and the NFV Orchestrator (NFVO), which is
responsible for managing the lifecycle of complete network services,
typically composed of multiple interconnected functions.

Finally, the VNF domain consists of two operational elements:
the Virtualized Network Functions (VNFs) themselves, which repre-
sent the primary traffic-processing elements by executing network
functions over the traffic; and the Element Management System
(EMS), a management element that interacts directly with VNF
instances, abstracting their complexity and heterogeneity from the
MANO.

Some works in the literature address specific aspects of defining
which working domains or operational elements of the NFV refer-
ence architecture assume particular observability roles in a network.
In [4], the authors propose a mechanism for trust assessment in
NFV-based networks. Their solution integrates a trust monitor into
the MANO working domain, in accordance with ETSI guidelines
on NFV trust and security. The architectural discussion underpin-
ning this decision reinforces MANO’s role as the central actor in
observability, monitoring, and decision-making within the NFV
reference architecture, as it manages and orchestrates both the VNF
and VI domains (observed entities). Accordingly, MANO and its
operational elements can be considered top-level observer entities
within the NFV reference architecture.

In [29], the concept of a target entity for NFV observability is
introduced, which refers to the elements that must be considered
to compute a given metric. For example, when measuring the CPU
load, a specific VNF instance serves as both the target and the
observed entity. However, this model highlights an important point:
computing a single metric may involve multiple target entities. For
instance, when measuring the Round-Trip Time (RTT) from a VNF
𝑋 to a VNF 𝑌 , the observed entity is the VNF 𝑋 (since RTT is not
necessarily symmetric). In contrast, both VNF instances (𝑋 and 𝑌 )
are required to compute the metric and are therefore considered
target entities. Thus, based on this work, VNF instances are assumed
to be the primary observed entities in an NFV environment.

Enabling observer entities within MANO to request measure-
ments and access information from observed entities requires the
establishment of appropriate communication interfaces. The ETSI
NFV reference architecture defines several interfaces that can be
used for this purpose, including the Nf-Vi interface between MANO
(VIM) and the VI domain; the Ve-Vnfm-vnf interface betweenMANO
(VNFM) and VNF instances; and the Ve-Vnfm-em interface between
MANO and EMS instances. These interfaces, along with their asso-
ciated communication protocols, must be implemented within each
working domain and its operational elements. However, in prac-
tice, there is limited standardization regarding the set of supported
operations and the technologies used to implement them.

The literature, however, provides architectures and frameworks
to enable holistic communication among different implementations
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of interfaces provided by observer and observed entities. For in-
stance, the framework presented in [22] enables different orchestra-
tors to communicate to deploy and manage the network functions
of a single service, including an abstract implementation of the
Nf-Vi interface. Furthermore, the architecture for implementing
VNF platforms described in [17] introduces an internal module,
referred to as a management agent, which is specifically designed
to establish the Ve-Vnfm-vnf interface.

In this sense, the work in [11] presents an architecture for the
EMS module. According to the proposed internal organization,
the EMS acts as an intermediary via the Ve-Vnfm-em interface,
abstracting the heterogeneity involved in accessing VNF instances
from the VNFM. In this architecture, the EMS is responsible for
directly interacting with VNF instances, including observing them,
and thus acts as an observer entity. At the same time, the EMS
acts as an observed entity with respect to the VNFM (MANO), as it
receives and responds to measurement requests for VNF instances.
To support this, the architecture defines three main modules: the
VNF subsystem, which establishes communication between the
EMS and the VNF instances; the monitoring subsystem, which
enables operators to define proactive monitoring routines for VNF
instances; and the access subsystem, which implements the Ve-
Vnfm-em interface.

By leveraging the observability enablers provided by the NFV
paradigm, it is possible to define multiple metrics and heteroge-
neous measurement models that trigger processes to compute and
communicate them. Naturally, an NFV-based network may present
a diversity of requirements, making specific metrics and measure-
ment models more suitable for certain scenarios.

4 Metrics and Measurements Tailored to the
NFV Paradigm

Observability has the potential to play a critical role in manag-
ing NFV-based networks, providing the visibility needed to act on
virtualized elements in real time. In modern networks, where vir-
tualized functions and services are deployed on demand to meet
varying service requirements, observability enables operators to
continuously assess their health, performance, and resource utiliza-
tion. Furthermore, NFV technology has been also used to deploy
arbitrary functions and services in the network [51], multiple ser-
vices have been built according with this paradigm [9, 44, 49, 50].
Real-time observability enables management and orchestration plat-
forms [23, 43], for example, to automatically scale VNF instances
up or down, in or out, based on current demand or to migrate them
across different virtualization infrastructures.

However, NFV-based networks are highly dependent on the
underlying virtual infrastructure, and their performance can be
affected by multiple factors, including resource contention, the state
of network links, and the way metrics are measured. Consequently,
different metrics and measurement models must be defined and
analyzed from the perspective of the NFV paradigm in order to
identify the most suitable observability approach for each specific
network context.

4.1 Observing NFV-based Networks: Metrics
While a myriad of metrics are commonly used in daily network op-
erations, their definitions are far from straightforward. The design
of metrics must ensure they are meaningful, measurable, and inter-
operable across diverse network environments, enabling consistent
measurement and comparison. RFC 6390 [25] outlines a process for
designing metrics, which includes the following steps: i) problem
statement, clearly defining the problem that the new metric aims to
address; ii) metric definition, creating a precise and unambiguous
definition of the metric, including what is being measured and the
units of measurement; iii) method of measurement, specifying how
the metric will be measured, including any relevant algorithms
or methodologies; and iv) reporting and interpretation, providing
guidelines for how the results should be reported and interpreted,
ensuring clarity and consistency.

In the context of virtualized network services, the ETSI defines
a comprehensive set of metrics related to virtualized network func-
tions and the management of virtualized infrastructures [6, 7].
These metrics address relevant aspects of virtualization-enabled
networks, including efficiency (e.g., packet delay, jitter, throughput
of delivered packets, interruption, provisioning, and configuration
latency), efficacy (e.g., packet loss rate, clock error, placement, and
compliance policy), and reliability (e.g., provisioning reliability, bro-
ken connections, premature releases, and failed release rates).

The Internet Engineering Task Force (IETF), in turn, has ex-
panded the scope of the Benchmarking Methodology Working
Group (BMWG) to include methods for evaluating virtualized net-
work functions and their supporting technologies, such as SDN
controllers and virtual switches. The BMWG has developed a spe-
cific methodology for benchmarking virtual network performance
[26], which includes key metrics such as throughput, packet loss
rate, latency, and CPU and RAM consumption.

Other metrics related to NFV performance are outlined in RFC
8172 [27], including the time required to deploy and migrate virtual
network functions. This RFC also offers insights into the impact
of measurement policies on VNF performance, highlighting that
different measurement policies can have heterogeneous effects on
VNF performance when processing network traffic.

The academic literature also presents works that highlight met-
rics related to NFV. In [31], for instance, the authors present per-
formance comparison metrics for SDN and NFV controllers. NFV
metrics include vCPU and vMemory (compute-associated), latency
and throughput (communication-associated), I/O rate, and VNF
recovery time (storage-associated). The work of [19] illustrates the
applicability of metrics specific to NFV fault tolerance, such as
packet loss, average packet throughput, congestion interconnec-
tion, among others. A deeper study of the impacts of environmental
metrics on Machine Learning (ML) models used for management
is presented in [32] and [5]. The work [32] presents a supervised
learning study to predict VNF deployment decisions under chang-
ing network conditions. In [5], the authors focus on VNF placement
to mitigate DDoS attacks in industrial IoT systems. The observed
metrics included environment deployment time, CPU and RAM
consumption, latency, throughput, time to attack detection and
mitigation, response time, and ML model accuracy.
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Table 1 presents a classification of NFV metrics based on the
works presented in this section. Three categories of metrics are con-
sidered: i) metrics for diagnosing the state of virtualized functions,
which depend on the implementation of the network function; ii)
metrics related to the state of virtualized nodes (v-nodes); and iii)
metrics concerning the overall network state.

Table 1: Categories of metrics for NFV environments.

Metric

VNF V-Node Network
Setup and response
time

CPU, RAM and
disk/swap consump-
tion

Latency

Number of rules
executed/not-
executed

Disk and network I/O Throughput

Policy enforcement
time

Deployment, migra-
tion and recovery
time

Jitter

Machine learning
models metrics

Scalability rate Delivered/discarded
packets

Packet processing
time
Packet and
data receiv-
ing/transmitting
rate

Finally, it is important to note that, in addition to conventional
metrics, other resources can be instrumental for observing the
state of applications and services in NFV provider environments.
These resources include [35]: i) logs, which provide a detailed,
timestamped, and immutable record of events; and ii) traces, which
capture end-to-end temporal events related to specific actions in
distributed systems, such as the management of virtualized network
services. Notably, tracing is also crucial for addressing the challenge
of explainability (understanding how algorithms build their results
and make decisions) in dynamic networks.

4.2 Observing NFV-based Networks:
Measurements

After designing and implementing metrics in an NFV-based net-
work environment, the next step toward achieving observability
is to measure them across network elements and links. Thereby,
these measurements must be conducted in a way that does not
overload the network or its elements, ensuring that regular traffic
processing remains unaffected. For a considerable time, network op-
erators have relied on protocols and technologies such as the Simple
Network Management Protocol (SNMP), Command-Line Interface
(CLI), or Syslog for network monitoring. However, dynamic net-
work operations require data to be measured from multiple sources
with varying granularity and frequencies, a need that legacy proto-
cols and technologies often struggle to meet. Even with advances
such as NETCONF [24], gRPC collectors [39], perfSONAR [40], and

In-band Network Telemetry (INT) [37], there remain limitations in
collecting metrics for v-nodes and VNF instances.

Upon analyzing the literature on observability, it is possible to
identify the primary characteristics of measurementmodels suitable
for network environments. Authors in [52] propose an abstract
framework for implementing general entities as observable sources
of knowledge and services, introducing two models regarding the
dissemination of measured metrics: an observer entity can get
information from an observed entity using a reactive or proactive
approach. When an observer entity sends a state request, and the
observed entity processes it as soon as it arrives, the dissemination
model is called reactive. However, the observed entity may or may
not respond immediately. For example, if a response has the same
value as the previous one, the observed entity may decide to spare a
retransmission. This technique is called ”conditioned responses´´,
where replies are sent only when specific rules are met in the
observed entity or, generally, when a relevant event occurs.

Unlike the reactive model, the proactive dissemination involves
the observed entity notifying the observer entity, which can be
implemented using a publish/subscribe scheme [3]. In this case, the
observer entity sends a request to register its interest in receiving
notifications whenever the value of a specific metric or state from
the observed entity changes. This subscription can be carried out
directly with the observed party or through an intermediary, such
as a message broker. Moreover, to manage the number of requests
and responses generated in the network environment, the previ-
ously mentioned technique of conditioned responses can also be
integrated into this model.

Furthermore, the encapsulation of measured metrics for trans-
mission from the observed entity to the observer also defines two
models: active and passive. According to [47] and [1], the passive
model does not introduce additional traffic into the network. In
contrast, the active model involves the transmission of dedicated
packets to provide information about network entities, such as
links and devices; as a result, it is often intrusive and may disrupt
ongoing services due to the additional traffic it generates.

It is important to note that passive and active measurement
models can be applied both to reactive dissemination, through re-
active responses [52] or query-based polling [28], and proactive
dissemination, through proactive reporting [52] or subscription-
based pushing [28]. The classification ultimately depends on how
the communication of the measurement process is structured. For
instance, using dedicated packets to transfer measurement results
characterizes an active model, whereas techniques such as piggy-
backing measurement data onto existing traffic correspond to a
passive model.

Another characteristic to consider regarding measurements is
the acquisition mode, which determines whether measurements
are triggered continuously or on demand. Continuous acquisition
involves constant monitoring of environmental metrics over time
[45], enabling real-time visibility and trend analysis. The continu-
ous model enables early identification of patterns, anomalies, and
performance degradation, making it valuable for proactive network
management and long-term optimization. In contrast, on-demand
acquisitions are triggered by an entity when specific information
about the network’s current state is required, providing flexibility
and targeted insights without constantly collecting data.
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Moreover, the interval between measurements is also relevant,
since it may affect not only the network but also the observed
entities, such as VNF instances [25, 27]. Short sampling intervals
offer valuable insights into an entity’s performance. However, they
can result in an overwhelming number of measurements and an
excessive processing load concurrent with the primary function of
the observed entity. On the other hand, longer sampling intervals
reduce the volume of data collected, which may be insufficient to
accurately assess the observed entity performance or the network
state, as the metrics being measured might fluctuate significantly
over time. In some cases, the percentile-based statistical technique
may be used to disregard potential outliers. Table 2 summarizes
the described measurement characteristics and models presented
in this section.

Table 2: Observabilitymeasurement: characteristics andmod-
els.

Characteristic Models Description

Dissemination Reactive

Proactive

Refers to the strategy by whichmea-
surements are requested and deliv-
ered from observed to observer enti-
ties, either reactively upon request
or proactively based on conditions
or events.

Encapsulation Active

Passive

Refers to the strategy used to trans-
fer measurements from observed
to observer entities, either actively
through dedicated packets or pas-
sively by, for example, piggyback-
ing on existing traffic.

Acquisition
Continuous

On-Demand

Refers to the strategy by whichmea-
surements are triggered to define or
update metric values, either contin-
uously through constant and reg-
ular monitoring or on demand in
response to occasional requests.

Interval Short

Long

Refers to the sampling interval strat-
egy that defines how frequently
metrics are measured, either short
to improve information freshness or
long to reduce observability over-
head.

From a technical implementation perspective in NFV, there is
a strong synergy between observability measurement models and
state-of-the-art architectures designed for the operational elements
of the paradigm. For example, the VNF platform architecture pre-
sented in [17] is prepared to enable reactive dissemination in an
active measurement mode through its management agent modules,
which create the interface to communicate with EMS and VNFM
(the observer entities), and extended agents, which provide specific
metrics related to the network function executed within the VNF
platform. Notably, there is no restriction on the measurement pro-
cess for either the acquisition or the interval models. Consequently,
the observer entity is fully responsible for determining both the

measurement frequency and the strategy for executing requests.
Partially or entirely, the VNF platforms ClickOS [36], Click-on-OSv
[2], and COVEN [17] follow this architectural approach, supporting
the measurement models as described.

The EMS architecture presented in [11], in turn, can leverage
most measurement models, as it operates as both an observed and
an observer entity. Through its internal modules, the EMS supports
reactive measurements via the ETSI Ve-Vnfm-em standard interface
implemented in the access subsystem, as well as proactive mea-
surements through a subscription mechanism associated with the
monitors of the monitoring subsystem. In this sense, the access
subsystem enables top-level observer entities to submit on-demand
measurement requests. In contrast, the monitoring subsystem al-
lows the EMS to measure metrics from VNF instances either con-
tinuously or on demand, at both short and long intervals. From an
architectural perspective, there is no explicit support for the EMS
operating in a passive mode with respect to packet encapsulation,
with the active model being the most straightforward alternative,
as implemented in the HoLMES EMS [11]. Nevertheless, a passive
model could also be realized in EMS-based solutions, for example,
by piggybacking measurement results onto packets used to confirm
the execution of lifecycle operations in VNF instances requested by
the VNFM or by operations and business support systems.

Furthermore, top-level observer entities, such as the VNFM, must
be capable of triggeringmeasurements and receiving and processing
their results, regardless of the measurement models adopted. The
ETSI specification provides only a high-level definition of the VNFM
and does not define an internal architecture for implementing this
operational element within the MANO domain. Nevertheless, the
literature offers insights into possible implementations, including
the definition of internal modules that enable refined observability
operations through the VNFM. For example, the authors in [48]
propose a framework to address technical gaps in the VNFM that
are not covered by its specification documents. They introduce
a Monitoring Module composed of two agents: one responsible
for monitoring VNF instances, either directly via the Ve-Vnfm-
vnf interface or indirectly through the EMS via the Ve-Vnfm-em
interface, and another responsible for monitoring the underlying
virtualization infrastructure through the Nf-Vi interface. These
agents can execute different models for acquisition and interval,
and play a central role in lifecycle management decision-making
in an NFV environment.

Another important factor is that observability can have signifi-
cant implications for both infrastructure security and user privacy.
On the one hand, observability enhances threat detection, incident
response, and forensic analysis by enabling fine-grained monitoring
of anomalous behavior across distributed systems, such as lateral
movement within virtualized clusters or suspicious API calls in
workloads. Thus automatic and autonomous systems can lever-
age real-time observations to detect misconfigurations, privilege
escalation attempts, or data exfiltration patterns, thereby strength-
ening resilience and compliance. On the other hand, the same data
collection mechanisms that improve visibility may also expand
the attack surface and introduce privacy risks. Extensive logging
of user interactions, session identifiers, IP addresses, or payload
data, particularly without adequate access controls, encryption, or
data minimization practices, can inadvertently expose sensitive
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personal information. In addition, centralized observability plat-
forms may become high-value targets, as aggregated observations
can reveal system architecture details and user behavior patterns.
Consequently, while observability is essential for securing modern
virtualized infrastructures, it requires rigorous governance frame-
works, strict access policies, and privacy-by-design principles to
prevent the transformation of monitoring mechanisms into vectors
of surveillance or compromise.

Regardless of whether measurement is proactive or reactive,
passive or active, continuous or on-demand, and whether it is per-
formed over short or long intervals, measurement techniques may
consume significant network resources and generate redundant or
sensitive data. Therefore, the enforcement of observability must
carefully consider the trade-offs associated with different metrics
and measurement models, taking into account network require-
ments and capacity constraints. This approach enables the tracing
of functions, services, and overall network state with an appropriate
level of detail, aligned with the objectives of users and operators.

5 The Impacts of Observability: A Case Study
The level of insight derived from metric measurements is an im-
portant factor in planning observability in NFV-based networks,
since VNF instances are highly dependent on the underlying virtual
infrastructure and their performance can be influenced by several
factors, such as resource contention, the state of network links,
and even the way in which measurements are executed. To demon-
strate the impacts of adopting different observability measurement
models, the case study illustrated in Figure 1 is presented. The
experimental setup consists of a simulated NFV network imple-
mented with Docker containers, running applications written in C.
We consider three main containers in the experiment:

• VNF: A container that runs an application whose primary
functionality is to receive packets from a client and ana-
lyze their payloads, searching for malicious signatures in
the content, thus simulating a virtual Deep Packet Inspec-
tion (vDPI) function. For each detected signature, an attack
counter is incremented; this counter is reset upon commu-
nication of the measured value resulting from a requested
or executed measurement. The VNF provides two types of
interfaces. The first is a server-side network socket that
waits for requests and responds with the counter value
(reactive dissemination model). The second is a client-
side network socket that proactively forwards signature
counter values to the observer application without explicit
requests (proactive dissemination model);

• Client: A container running an application that sends a
large volume of predefined packets, which may or may not
contain attack signatures identified by the vDPI VNF;

• Observer: A container with an application whose purpose
is to request metric measurements from the vDPI VNF (reac-
tive dissemination) or to receivemetric values automatically
(proactive dissemination) from the VNF instance.

In this experiment, all metric measurement requests are re-
sponded to using dedicated packets; thus, observability measure-
ments are implemented using an active encapsulation model.
Moreover, all measurements adopt the same acquisition model

(continuous) and interval model (adaptable), according to the
following policy: after each measurement, the VNF instance (in the
proactive case) or the observer (in the reactive case) increases the
measurement interval by two (2) seconds when no malicious signa-
tures are identified, or decreases it by two (2) seconds when one
or more malicious signatures are detected. The interval is bounded
by a minimum of zero (0) seconds and a maximum of eleven (11)
seconds. Furthermore, in the proactive dissemination model, the
measurement agent running within the VNF platform may not initi-
ate communication with the observer at the end of a measurement
interval if no attack activity has been detected during that period
(i.e., when the signature counter equals zero).

Figure 1: Experimental setup for the case study.

Furthermore, additional metric values are transmitted along with
the signature counter with the measurement results, including
CPU and RAM utilization percentages, as well as the number of
packets and the volume of data received and transmitted per second
(rxpck/s, txpck/s, rxkB/s, and txkB/s). These metrics are obtained
using the sysstat tool1.

After establishing the experimental setup, we conducted tests
using three sets of messages, each containing 10%, 40%, and 90% of
the packets with attack signatures (Cases 1, 2, and 3), for a total of
500 million packets per case. To simulate a burst attack, the packets
containing the respective signatures were distributed across three
equal-sized traffic windows. Each case was executed 30 times to
assess the impact of adopting proactive or reactive measurement
models on network load and the detection of malicious activity.
The developed applications, scripts, and raw data and results are
available in a public GitHub repository2.

The number of packets exchanged between the vDPI VNF in-
stance and the observer was determined for the three testing sce-
narios. As shown in Figure 2, the reactive measurement model
generated approximately 2.25 times more observations than the
proactive measurement model, with this difference decreasing as
the number of identified malicious packets increased. This behavior
occurs because the reactive model always requires a request from
the observer to the VNF to trigger ameasurement and, subsequently,
to update the measurement interval according to the defined policy.
1https://github.com/sysstat/sysstat
2https://github.com/werneckg/vnf-observability
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Since there are no synchronized clocks or fault-detection mech-
anisms in the system, each request issued by the observer must
receive a response, even when the signature counter is zero. In con-
trast, under the proactive model, the VNF does not communicate
with the observer when the attack counter is zero; it only adapts its
measurement interval. This distinction is also evident in Figure 3,
which presents the cumulative number of requests and responses
generated by each approach based on their respective observations.
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Figure 2: Comparison between reactive and proactive dissem-
ination models according to the number of metric measure-
ments sent from the VNF to the observer.
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from the VNF instance to the observer along the three sce-
narios.

Regarding the performance metrics measured and sent by the
VNF, along with the signature counter, a clear difference is observed
in the average number of packets per second received and trans-
mitted under the reactive and proactive dissemination models, as
shown in Figure 4. The 90th percentile confirms this difference, also
shown in Figure 4. Specifically, the proactive model consistently

results in fewer received and transmitted packets. This behavior
stems from two features of the proactive dissemination model im-
plemented in this case study: it does not require network requests
to trigger the measurement process, and it does not transmit mea-
surement packets when the signature counter is zero. In contrast,
the reactive model always involves request–response exchanges,
resulting in a slightly higher network load.
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Figure 4: Received and transmitted packet rate from the VNF
perspective.
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Figure 5: CPU load during the execution of testing scenarios
in the VNF instance.

However, to reduce network overhead caused by the reactive dis-
semination model, proactive dissemination requires implementing
a measuring agent within the VNF platform, which consequently
consumes computational resources to configure, trigger, execute,
and evaluate measurements. As a result, a slightly higher CPU con-
sumption is noted when this model is enforced, as shown in Figure 5.
This processing overhead increases as the number of measurement
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agents and the complexity of their operations grow. Nevertheless, in
the specific case study presented, the increase in CPU consumption,
although prominent in percentage terms when compared to the
reactive model, is not significant in absolute terms (no more than
0.5% of additional CPU load). Moreover, the difference between
the dissemination models decreases as the measurement interval is
reduced, a phenomenon that becomes explicit when analyzing the
90th percentile across the scenarios presented in Figure 5.

As demonstrated in this case study, the adopted measurement
model can directly affect the network and the functions and ser-
vices deployed on it. It is worth noting that the experiment was
conducted in a controlled infrastructure and does not fully reflect
the heterogeneity of demands and VNFs found in real-world envi-
ronments, where multiple factors can naturally modify the nature
and magnitude of these impacts. For instance, depending on a net-
work function’s attributes, a passive encapsulation model may be a
suitable alternative for reducing the network load associated with
reactive dissemination, potentially making it comparable to proac-
tive dissemination. Therefore, there is no golden rule for imple-
menting observability in NFV-based networks. Instead, the specific
characteristics of the environment and the metrics of interest must
be carefully considered to select the most appropriate model for
each measurement characteristic, enabling robust and effective
observability.

6 Conclusion
The flexibility introduced by the NFV paradigm has brought several
advantages to modern dynamic network environments, making
it an efficient approach for guaranteeing quality of service across
different contexts. However, the unpredictability of dynamic net-
work environments demands efficient solutions to manage them
effectively. Observability, can be seen as a strategy for holistically
determining the network state in a precise way. It is the cornerstone
for enabling operators to make the best management decisions for
the network. However, defining metrics to determine these states
and the best measurement models to assess them is far from trivial.

In this paper, we broadly discussed observability in the context
of the NFV paradigm. First, we identified the observability enablers
of the paradigm, considering the NFV reference architecture pro-
posed by ETSI. We then examined how observability metrics and
measurement models can be applied to NFV, from both concep-
tual and technical perspectives. The operational elements across
NFV working domains were characterized as observed or observer
entities, and state-of-the-art architectures and frameworks were
analyzed with respect to their support for practical observability
implementations. Finally, we presented a case study demonstrating
that adopting different observability measurement models can lead
to distinct impacts in NFV-based network environments. In partic-
ular, the chosen dissemination models may introduce additional
network overhead or increased CPU consumption at VNF instances.

Implementing observability in conjunction with NFV is inher-
ently complex, as multiple factors must be considered, including
the definition of metrics aligned with the objectives of network
managers and operators, as well as measurement models that assess
metric values in a balanced manner, providing timely information

with minimal overhead. Nevertheless, despite this complexity, ob-
servability offers significant opportunities to manage and optimize
networks by considering both the current network state and pre-
dicting future states based on historical observations. Examples
of operations that can benefit from refined observability include
mapping and placing virtualized services on the underlying in-
frastructure, preventing and mitigating network bottlenecks, and
strategically migrating virtualized functions to improve quality of
service. Furthermore, through observability, cost models can be
designed and tailored to each type of infrastructure environment
based on its behavioral characteristics, such as network traffic pat-
terns, deployed VNFs and services, and end-user demands, enabling
detailed analysis and planning for network management.
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Abstract
Data Lakes have emerged as an architectural approach for integrat-
ing data from multiple heterogeneous sources into large-scale data
processing pipelines. A key challenge lies in correlating structured,
semi-structured, and unstructured data through metadata in order
to transform raw data into actionable information and support au-
tomated decision-making at scale. This research paper builds upon
SmartData, a self-contained data construct originally designed for
structured data, to propose a Data Lake infrastructure that enables
efficient integration across diverse data modalities. We introduce
SmartDataContext, an intermediary semi-structured representation
that encapsulates SmartData Models and supports time-series tag-
ging. Additionally, we propose a SmartTagging framework that
extracts semantic information from unstructured data and applies
text relationship analysis to automatically discover correlations.
The proposed approach is evaluated through an automotive case
study, demonstrating the identification of relationships between
sections of standards documents in PDF format and corresponding
SmartDataContexts. From a data management viewpoint, Smart-
Tagging acts as an “active metadata” mechanism for automotive
data lakes, allowing for automatic and continuous discovery of tags
from contextual artifacts and external standards (here, ETSI C-ITS
documents), thus, avoiding manual catalogs or schema-on-read and
the creation of data-swamps.

Keywords
SmartData, Automotive Systems, Cloud, Internet of Things.

1 Introduction
From Industry 4.0 to transportation systems, data lie at the core
of the design of modern safety-critical systems. Data are sensed,
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processed, secured, stored, and transmitted to support the decision-
making processes required for higher levels of autonomy, including
performance optimization, fault detection, and autonomous con-
trol [11, 22, 25, 26]. A major step in Industry 4.0 is the integration of
data into big data processing pipelines deployed on cloud-based IoT
platforms, where metadata plays a key role in guiding data analysis.
In this context, Fröhlich proposed the concept of SmartData [6],
defined as a data item enriched with sufficient metadata to render
it self-contained with respect to semantics, spatial location, timing,
and trustworthiness.

Beyond the metadata provided by SmartData, IoT data analysis
often requires additional contextual information. Examples include
the types of devices used, their firmware, software versions, as
well as characteristics of the environment in which the data were
collected (e.g., weather conditions). Furthermore, identifying which
standards and reference literature are related or applicable to a
given data set can further improve the quality and reliability of
subsequent reasoning and analysis.

To enable such additional information to be stored, retrieved,
and organized together with IoT data (SmartData), we introduce
in this work the concept of SmartDataContext. A SmartDataCon-
text is an entity that can contain structured, semi-structured, and
unstructured data associated with a given time-series. It also pro-
vides a multi-tag-based classification of SmartData, either manually
(user-specified) or automatically, based on the SmartDataContext
contents and its relationship with available unstructured data. This
automated tagging system is named SmartTagging. Other than au-
tomatically identifying correlated unstructured data entries, the
SmartTagging concept enables the comparison and retrieval of re-
lated time-series based on their associated tags. We leverage on
this concept to accelerate large-scale data-series analysis with hints
of highly correlated time-series if they share tags. In this way, the
main contributions of this paper are:

• A Data Lake architecture for Automotive data that efficiently
integrates structured, semi-structured, and unstructured data.

• The SmartDataContext a Data Lake construct that allows for
semi-structured definition of SmartData Models.

• The SmartTagging framework, a Data Lake tool that allows
for automatic tagging extraction to identify relationships
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between time-series, SmartData Models, and unstructured
data.

The remainder of this paper is organized as follows: Section 2
presents related works. Section 3 presents our automotive data
lake architecture supported by SmartData and SmartDataContext.
In Section 4 we introduce the SmartTagging solution. Section 5
presents our experimental results considering an automotive case
study where we investigate SmartDataContext of simulations and
their relationship to ETSI Cooperative ITS standards. Finally, Sec-
tions 6 and 7 discuss our findings and outline directions for future
work.

2 Related Work
This section surveys two main strands of research that underpin
Automotive Data Lake and the baseline for the proposed SmartDat-
aContext and SmartTagging. First, we review methods from natural
language processing (NLP) for identifying relationships among un-
structured textual data, with a focus on representation and similar-
ity modeling techniques that enable implicit links between informa-
tion fragments to be made explicit. Second, we discuss architectural
approaches to data lakes in the automotive domain, emphasizing
how contemporary designs address scalability, governance, and het-
erogeneity in large-scale telemetry and IoT-driven environments.

Compared to knowledge graphs and active data catalogs [24],
SmartData and SmartDataContext provide a more practical ap-
proach to managing IoT data flowing through the Data Lake as
they do not require previously established schemas or extensive AI
processing.

2.1 Natural Language Processing for
Unstructured Data Relationships

To identify related data in SmartDataContext, one approach is to an-
alyze textual representations of such data and assess their similarity
or relationship. Natural language processing (NLP) for unstructured
data relationship identification relies critically on how texts are
represented and compared so that implicit links between fragments
of information can be made explicit. Vector space models based
on term frequency–inverse document frequency (TF–IDF) encode
documents and queries as high-dimensional sparse vectors, where
each dimension corresponds to a vocabulary term weighted by its
local frequency and global rarity [13, 20]. In this setting, relation-
ships between a given text extract and a corpus of unstructured
documents are calculated as similarity scores (e.g., cosine similar-
ity) between their TF–IDF vectors, enabling the discovery of which
documents are most lexically related to the extract [19].

Relationship identification in unstructured text may require go-
ing beyond surface-level lexical overlap, especially when relevant
documents express related concepts using different terminologies,
paraphrases, or domain-specific jargon. Transformer-based lan-
guage models such as BERT learn contextualized token represen-
tations that encode syntactic and semantic information by jointly
conditioning on the surrounding context [3]. Sentence-level archi-
tectures like Sentence-BERT (SBERT) project sentences, paragraphs,
and document segments into a dense embedding space in which
cosine similarity reflects semantic relatedness rather than mere
term co-occurrence [18]. When a text extract and each candidate

document (or document segment) are embedded with such models,
nearest-neighbor search in the embedding space can reveal deeper
semantic relationships, allowing the system to identify which doc-
uments are most conceptually connected to the extract, even in the
absence of vocabulary overlap. Recent benchmark studies show that
transformer-based embedding models may outperform traditional
TF–IDF baselines on semantic matching tasks across a variety of do-
mains, including technical and biomedical corpora where nuanced
terminology and long-range dependencies are prevalent [12, 23].
At the same time, dense embeddings are more computationally
expensive to compute and index.

2.2 Automotive Data Lake Architectures
In the automotive domain, data lakes are emerging as a central archi-
tectural pattern to cope with the massive, heterogeneous, and fast-
evolving telemetry produced by modern vehicles and infrastructure.
Conceptually, they extend classical data warehousing by relaxing
up-front schema constraints while still aiming to provide governed,
semantically rich storage across structured, semi-structured, and
unstructured data [8–10]. General surveys emphasize that data
lakes must balance low-cost, scalable storage with active metadata
extraction, data quality management, and provenance tracking in
order to avoid devolving into “data swamps”, where data are nei-
ther findable nor reusable [9]. For automotive applications, where
safety, regulatory compliance, and long-term traceability are crucial,
this tension between flexibility and governance is even more pro-
nounced, since the same platform must support both exploratory
analytics and safety-critical, auditable workloads over extended
time spans.

Architecturally, state-of-the-art data lake solutions converge to-
wards multi-zone or multi-pond layouts, in which raw, cleansed,
and curated data are managed in separate logical areas, combined
with rich metadata catalogs and governance processes [8, 10, 17].
Metadata models such as GEMMS and subsequent data-vault–based
approaches aim to capture schema, lineage, quality, and usage in-
formation at different granularities, enabling schema evolution and
cross-dataset integration without sacrificing flexibility [7, 17]. Ex-
perience reports on implementing heterogeneous data lakes show
that schema-on-read alone is insufficient in practice; instead, suc-
cessful deployments introduce lightweight but explicit modeling
layers and employ hybrid architectures that combine batch storage
with streaming and lakehouse mechanisms [14, 21]. This evolution
towards lakehouse designs—where ACID properties, indexing, and
query optimization are brought closer to the data lake—responds
directly to the need for reliable, repeatable analytics and machine-
learning pipelines on top of highly heterogeneous data.

When these concepts are specialized to IoT and automotive set-
tings, additional requirements emerge around distributed process-
ing, low-latency ingestion, and edge intelligence. IoT-oriented sur-
veys highlight the importance of layered architectures that distrib-
ute computation between devices, edge nodes, and the cloud, and
they catalog typical processing styles (stream, rule-based, complex
event, semantic, and learning-based) along with “13 V’s” challenges
specific to IoT big data [1, 2]. Concrete designs for intelligent trans-
portation systems advocate edge-based data lake architectures in
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which roadside or gateway nodes perform initial cleaning, cata-
loging, and transformation of vehicular data, while centralized
cloud layers provide large-scale storage and batch analytics [5].
In production automotive deployments, large manufacturers have
reported multi-layer big data architectures that combine MQTT
ingestion, Kafka buffering, object storage, and NoSQL backends to
serve both internal and external applications at scale, with strong
emphasis on privacy, GDPR compliance, and fine-grained access
control [15]. Complementary work on Kappa-style streaming ar-
chitectures and smart-farming data lakes further illustrates how
message queues, stream processors, and specialized stores (e.g.,
HBase, Druid) can be orchestrated to support high-throughput,
low-latency analytics over continuous sensor data [16].

3 Proposed Data Lake Architecture
The proposed automotive data lake architecture is organized around
the interactions among connected vehicles, human stakeholders,
and a cloud-based analytics back end. The baseline use-case dia-
gram (Figure 1) captures this ecosystem by showing how Drivers,
Vehicles, Developers, Fleet Managers, Urban Managers, and poten-
tial Misusers interact with the system through different interfaces,
such as smartphone applications, electronic control units (ECUs),
and web APIs.

These actors request services including navigation support, ve-
hicle inspection records, operational optimization, and planning,
while the architecture also explicitly models malicious behaviors
(e.g., cyberattacks) that must be detected and mitigated. At a high
level, the system is divided into two main subsystems: a vehicle sub-
system, which executes sensing, control, and local decision-making;
and a data lake subsystem, which performs large-scale storage, pro-
cessing, and analysis of vehicular and contextual data following the
SmartData/SmartDataContext paradigm. Within this structure, the
vehicle subsystem acts both as a producer and consumer of data.
Through a smartphone interface or in-vehicle HMI, the driver can
request navigation, participate in gamification scenarios, or trigger
inspection and diagnostic workflows.

The vehicle subsystem communicates with the data lake via
V2X links, continuously sending sensing streams, motion vectors,
waypoints, driver profiles, and embedded predictions. In return,
it receives optimized trajectories, parameter configurations, and
high-level guidance. External services—such as policy repositories,
digital maps, and weather providers—feed additional information
into the data lake, which is fused with the vehicle-generated data
to support route planning, traffic-aware navigation, and safety
analysis. Developers, fleet managers, and urban managers access
this processed information through secure web APIs, using it to
plan and optimize operations, while the architecture ensures that
all interfaces are hardened against misuser attacks to preserve
reliability, availability, and privacy.

The internal structure of the data lake subsystem is detailed in
Figure 2, which decomposes the platform into three logical lay-
ers: API, data processing, and data storage. The API layer termi-
nates all external connections and enforces cross-cutting concerns
such as mutual TLS authentication, certificate-based access con-
trol, and anonymization when applicable (see Section 3.3). It also

integrates domain-specific SmartData Models and certificate man-
agement, thereby binding incoming requests to the appropriate
logical domains and privacy policies. Human–machine interface
(HMI) modules provide visualization, configuration, and manage-
ment capabilities for operators and data consumers. Beneath the
API layer, the data processing layer hosts modular components that
implement the core data-flow of the system. Collectors and extrac-
tors ingest heterogeneous vehicular and contextual data; qualifiers
assess quality and consistency; and explorers support interactive
or semi-automatic enrichment, including tagging and exploratory
analysis.

These modules feed into a transformation chain comprising
aggregators, runners, mappers, optimizers, and causality analyzers,
which together normalize, map, and analyze data according to
domain-specific workflows. The data storage layer then persists
the results in dedicated repositories for time series (SmartData),
contextual models (SmartDataContext), and unstructured artifacts,
while an external data agent continuously enriches these stores with
auxiliary sources such as maps, weather, and policy databases. The
outputs—processed data, learned models, mappings, reports, and
analysis products—are exposed back to vehicles and planning tools,
closing the loop between on-board systems and cloud analytics.

3.1 SmartData
A SmartData is a piece of data enriched with enough metadata to
make it self-contained regarding semantics, spatial location, timing,
and trustfulness [6]. Each piece of data is tagged with a 32-bit type
identifier called Unit, designating either an SI Physical Quantity or
plain digital data. Several properties from the data can be directly
derived from the Unit attribute alone, like domain limits (e.g., the
temperature in Kelvin must always yield values in R+). Moreover,
a SmartData record carries the origin of a sample, given by 3-D co-
ordinates of its generation (relative to the Earth’s mass center) and
a high-resolution timestamp 𝑡 (Origin(x,y,z,t)). The SmartData
can be finally described, as defined in [6] as:

𝑆𝑚𝑎𝑟𝑡𝐷𝑎𝑡𝑎(𝑢𝑛𝑖𝑡, 𝑣𝑎𝑙𝑢𝑒,𝑂𝑟𝑖𝑔𝑖𝑛(𝑥,𝑦, 𝑧, 𝑡), 𝑟 , 𝑑𝑒𝑠) (1)

where des is a disambiguation identifier for multiple sensors of the
same Unit and space-time coordinates.

SmartData objects can be stored in collections as time series
based on their spatial-temporal coordinates, defined as a sphere
with central point (𝑥,𝑦, 𝑧) and radius 𝑟 , with the respective Smart-
Data unit, as defined in [6] as:

𝑆𝑚𝑎𝑟𝑡𝐷𝑎𝑡𝑎 𝑠𝑒𝑟𝑖𝑒𝑠 (𝑢𝑛𝑖𝑡, 𝑥,𝑦, 𝑧, 𝑟, 𝑡0, 𝑡 𝑓 ) (2)

In this way, a definition of series as in (2) can be used for ge-
ographic queries. Data points from the resulting series can be re-
trieved considering specific time intervals.

Finally, a SmartData series can encompass a text field 𝑠𝑒𝑚𝑎𝑛𝑡𝑖𝑐𝑠
dedicated to the data semantics, which is expected to be filled out
when defining a data model for a system. For instance, consider a
SmartData series originating from an accelerometer inside an iner-
tial measurement unit, thus, the semantic field could comprise the
following: "Measured Acceleration in the x-axis using an accelerom-
eter in the IMU set at the vehicle geometrical center (limits of IMU
within [-16g,16g]).". Whenever dealing with periodic time-series, an
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optional field 𝑝𝑒𝑟𝑖𝑜𝑑 can be included to describe the expected peri-
odicity of data generation. Finally, for sporadic data sampling that
is associated with an event, we can also use an optional field 𝑒𝑣𝑒𝑛𝑡
comprising a description of the event of interest. These features
will be of high-value when exploring automatic tagging alongside
contextual information.

3.2 Contextual Information
A SmartDataContext denotes any contextual information associated
with a given SmartData series. Each SmartDataContext instance
comprises a unique identifier (id), a content field, a reference to
the associated SmartData series, and a set of tags qualifying the
SmartData series, based on the SmartData and SmartDataContext
data. The content can be provided in semi-structured format (e.g.,
JSON) and/or in unstructured format (e.g., audio, video, documents).

When semi-structured content is used, it should ideally conform to
a domain-specific conceptual model that prescribes recommended
fields and structures. Such a conceptual model promotes standard-
ization and improves the comprehensibility, interoperability, and
manipulability of SmartDataContext instances.

When storing unstructured data, SmartDataContext supports
the inclusion of semi-structured content alongside the raw artifacts.
This semi-structured layer may be derived from the unstructured
data—for example, metadata extracted from a video or audio record-
ing—thereby facilitating indexing, querying, and downstream pro-
cessing.

A SmartDataContext must define at least one of the tags or
content properties. When tags are present, the SmartDataContext
acts as a qualifier for its associated SmartData series, enabling
efficient retrieval and filtering of SmartData based on contextual
criteria.
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To persist SmartDataContext instances, we adopt amulti-paradigm
storage architecture that combines relational, NoSQL, and object
storage systems, as illustrated in Figure 3. Each storage component
fulfills a distinct role in supporting the flexible and scalable repre-
sentation of contextual data. The relational database manages struc-
tured metadata and maintains referential integrity between entities
such as SmartDataContext, SmartData series (series_id in Table
smartdatacontext_series_v_1_1 and v_1_2), and associated tags.
The NoSQL database stores semi-structured content and feature
attributes in simple, domain-based collections without enforcing a
fixed schema, thereby allowing arbitrary contextual information
to be indexed and queried efficiently. Object storage is used to
persist unstructured artifacts (e.g., media files), also organized by
domain but kept schema-less to support scalable management of
large binary assets.

This hybrid approach provides both the flexibility required to
accommodate heterogeneous contextual data and the structural
guarantees necessary for efficient querying, indexing, and future
machine-learning–based processing.

smartdatacontext_unstructured_content

domain varchar(48)

i d bigint unsigned

object_id bigint unsigned
*The content

is stored in an Object Storage

object_hash varchar(256)

object_mime_type varchar(64)

object_size bigint unsigned

smartdatacontext_unstructured_data

id bigint unsigned

context_id bigint unsigned

unstructured_id bigint unsigned

object_name varchar(256)

tags

domain varchar(48)

i d in t

ta g varchar(64)

description varchar(256)

smartdatacontext_tags

id bigint unsigned

context_id bigint unsigned

tag_id bigint unsigned

smartdatacontext_series_v_1_1

id bigint unsigned

series_id bigint unsigned

context_id bigint unsigned

t 0 bigint unsigned

t 1 bigint unsigned

smartdatacontext_series_v_1_2

id bigint unsigned

series_id bigint unsigned

context_id bigint unsigned

t 0 bigint unsigned

t 1 bigint unsigned

smartdatacontext

domain varchar(48)

i d bigint unsigned

content_id bigint unsigned
*The content

is stored in a NoSQL database

features_id bigint unsigned
*The features

are stored in a NoSQL database

N :N

1 :N

1 :N

1 :N

1 :N

1 :N

Figure 3: Conceptual SmartDataContext storage architecture.

3.3 Security and Privacy
The Data Lake security model is based on mutual TLS (mTLS)
and a Public Key Infrastructure (PKI) using X.509 certificates. A
trusted Certificate Authority (CA) issues and signs certificates for
both clients and the Data Lake API. During connection establish-
ment, the server and client mutually authenticate by validating
each other’s certificates against the CA. Only if both identities
are verified is an encrypted TLS session established, ensuring con-
fidentiality, integrity, and protection against man-in-the-middle
attacks.

Authorization is enforced after authentication by mapping cer-
tificate attributes (such as roles, domains, or policy identifiers) to

access control rules. The Access Control component extracts these
attributes from the client certificate and determines whether the
requested operation (e.g., data insertion or retrieval) is permitted.
Requests with insufficient permissions are rejected before reaching
core Data Lake services, making the security layer a strict gateway
for all interactions.

The Data Lake privacy-preserving strategy is designed to prevent
vehicle re-identification and tracking while still enabling meaning-
ful data analysis. The primary privacy risk is the correlation of
space, time, and persistent identifiers (signatures), which could al-
low an attacker to trace individual vehicles. To address this, the
system strictly separates identity management from data storage:
real vehicle identities and certificates remain under the control of
a trusted Certificate Authority, while the Data Lake only handles
pseudonymous or anonymized references. Direct identifiers are
never exposed to end users through queries.

Vehicle signatures used for data attestation are handled in a
privacy-aware manner. A signature derived from the vehicle certifi-
cate is never stored in plaintext; instead, it is hashed (e.g., SHA-256)
before being stored in the SQLmetadata layer and is omitted entirely
from query results. During queries, results are aggregated over a do-
main and a specified space–time region, and vehicle identifiers are
replaced with shuffled, query-local indices (e.g., 0, 1, 2). This guar-
antees that time series from different vehicles are not mixed, while
preventing users from linking data across queries or reconstruct-
ing long-term vehicle trajectories. While spatial anonymization is
applied to remove precise location traces (e.g., either truncation of
spatial location or by moving the center of the coordinate system
to a new (0,0,0)), time anonymization was intentionally discarded
to preserve the usability of the data for analytics and machine
learning. Overall, the strategy ensures that the Data Lake supports
large-scale analysis while minimizing the risk of identity leakage,
location tracking, and cross-query correlation, aligning privacy
protection with practical data utility.

4 SmartTagging
SmartTagging is conceived as an automatic and semi-automatic
tagging process for SmartData series, driven by the contextual in-
formation associated with those series as well as the series own
data.Rather than relying on users to manually describe and classify
data—an activity that is costly, error-prone, and often neglected—
SmartTagging treats tags as a first-class semantic layer that can be
derived from both the series themselves (e.g., their units and se-
mantic fields) and from SmartDataContext artifacts such as models,
reports, and configuration files.

The initial exploration of the SmartTagging concept established
four main goals: (i) to identify low-preparation methods for auto-
matic tagging based on external knowledge sources; (ii) to define
a consistent and reusable semantics for tags across the data lake;
(iii) to investigate how to analyze relatedness between SmartData
series through their tags; and (iv) to propose an architectural frame-
work that operationalizes SmartTagging on top of existing data
lake services. This framework and its application are described in
subsequent sections of this paper.

Starting from unstructured textual artifacts, in this case a selected
subset of ETSI Cooperative ITS (C-ITS) standards, we describe how
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documents are ingested and pre-processed, how contextual infor-
mation is extracted and represented within SmartDataContext, and
how tags are generated. We then present the SmartTagging pipeline
as a plugin-based infrastructure that operates over heterogeneous
contextual materials, and show how tag similarity and clustering
techniques leverage a domain-specific taxonomy to compute re-
latedness among SmartData series. By integrating unstructured
document processing, contextual modeling, and taxonomy-driven
tag comparison, the data insertion flow bridges the gap between
raw data and higher-level semantic correlation. This allows the
data lake to support use cases such as standard-aware navigation,
recommendation, and cross-series analysis without relying solely
on numerical similarity of time series.

To implement an unstructured data processing pipeline capa-
ble of discovering semantically related SmartData series in large-
scale data lakes, we introduce the SmartTagging framework. This
framework addresses the challenge of relatedness by shifting the
focus from raw numeric similarity to contextual semantics, using
SmartDataContext and associated artifacts as the primary source
of semantic information.

Architecturally, the framework (Figure 4) is designed as a plugin-
based infrastructure that operates over SmartDataContext material.
Each plugin is responsible for analyzing a specific type or aspect
of contextual data, identifying patterns or features of interest, and
associating one or more tags with the corresponding SmartData-
Context. This design allows heterogeneous analyzers to coexist and
evolve independently while sharing a common tagging vocabulary.
Examples of possible plugins include audio processors (to detect
abnormal sounds), video processors (to identify visible damage on
components), document analyzers (to locate relevant keywords
in reports), image processors (to detect visual anomalies), spread-
sheet inspectors (to mine tabular metadata), and JSON analyzers
(to interpret structured context models).

Together, these plugins transform diverse contextual artifacts
into a unified tag space that can be exploited across domains. The
framework also specifies a detailed execution and coordination
model for these plugins. When a SmartDataContext is to be an-
alyzed, the framework may invoke all registered plugins for the
domain, but each plugin is responsible for deciding whether the
given context is applicable and should be processed.

Operationally, SmartTagging is designed as a background, cyclic,
and periodic process that runs in parallel with other data-lake
activities. SmartDataContext objects that have been analyzed before
can be reconsidered in subsequent cycles, enabling continuous
refinement of tags as new plugins, improved heuristics, or additional
knowledge sources become available.

Finally, plugin registration is domain-aware: domains can have
zero or more associated plugins, eachmarked as “common” (generic,
applicable to any series in the domain) or “specialized” (more expen-
sive, bound to specific series). This provides the framework with
a flexible mechanism to mix broad coverage with deep, targeted
analyses where needed.

4.1 Tag Similarity and Clustering
SmartTagging tag similarity and clustering address the problem of
how to use tags, once they have been automatically assigned to

SmartData series and SmartDataContext, to identify related, though
not necessarily numerically similar, time series in the data lake.
Instead of comparing raw values or units directly, the approach
focuses on comparing sets of tags pertaining to each series, aiming
to infer semantic relatedness at a higher level of abstraction. This
leads to the central idea of organizing tags in a structured, hier-
archical taxonomy and using distances in this hierarchy to assess
how related two tag sets are.

Several key guidelines were considered when designing the tax-
onomy: (i) it should be extensible, not requiring structural revisions
whenever new tags are introduced; (ii) it should be capable of han-
dling a mixture of different kinds of tags, with various origins (e.g.,
standards-based tags, tags derived from patterns extracted from
data, and so forth); and (iii) a tag, by itself, should clearly define its
meaning - that is, given a tag, a user should be able to understand
its semantics and where to look for additional information.

Based on these guidelines, we developed a procedure to auto-
matically build a taxonomy. We will now present a run-example
considering a subset (six) of ETSI Cooperative ITS (C-ITS) stan-
dards as unstructured data that can be automatically associated with
SmartData series through SmartDataContext and SmartTagging:

The ETSI standards define a coherent framework for safety-
related vehicularmessaging in the European ITS architecture. At the
facilities layer, ETSI EN 302 637-2 V1.4.1 specifies the Cooperative
Awareness (CA) service and the generation of periodic Cooperative
Awareness Messages (CAMs) between vehicles and roadside units
to describe their dynamic state. ETSI EN 302 637-3 V1.3.1 defines the
Decentralized Environmental Notification (DEN) service and the
event-driven DEN Messages (DENMs), describing detected hazards,
abnormal traffic situations, and other environment-related events.
Together, they describe how awareness and hazard notifications
interact with networking, security, and channel access mechanisms.

Release 2 specifications update these services through ETSI TS
103 900 V2.2.1 (Cooperative Awareness Service) and ETSI TS 103
831 V2.1.1 (Decentralized Environmental Notification Service), re-
fining service architectures, interfaces, and message lifecycles to
address scalability and deployment experience. It also refines CAM
generation rules, timing constraints and exception handling, reflect-
ing deployment experience and the need for scalable, interoperable
C-ITS services across heterogeneous ITS stations. Both services rely
on the common ITS data dictionary defined in ETSI TS 102 894-2,
with versions V1.3.1 (Release 1) and V2.1.1 (Release 2) documenting
the evolution of shared data elements and semantics, providing a
comprehensive catalogue of data elements and data frames, specify-
ing their semantics, units and ASN.1 representations. Collectively,
these six standards form a coherent, layered ecosystem for interop-
erable cooperative vehicular applications and serve as a realistic
test case for automated correlation with Data Lake time-series.

The taxonomy is presented in Figure 5. Due to space constraints,
the figure shows only an excerpt of the full taxonomy. At the top
level, a node Standard aggregates all standard-related tags; this
node can later be complemented by others such as Proprietary
for vendor-specific tags. Other categories of tags can be added by
extending the taxonomy at this level (e.g., ImagePatterns,
AudioPatterns, VehicleDefects). Below Standard, the taxon-
omy introduces a TC-ITS node to reference the standardization
technical committee, and under it standard-specific nodes derived
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Figure 4: SmartTagging framework.

from the standard names of the PDF files used to build the taxon-
omy. Under each standard, a node is introduced for each section of
the respective document.

This hierarchy reflects how domain knowledge is structured in
practice, creating a semantic scaffold on which tag similarity can
be defined. The leaves of this taxonomy are the actual tags assigned
to SmartData series and contexts. Each leaf tag is written following
a pattern derived from its ancestors in the taxonomy, so that the
tag string itself encodes its path in the hierarchy.

Consequently, given only a tag, one can recover its position in
the taxonomy and, therefore, its relationships to other tags. Such
an encoding simplifies both storage and computation, as there is
no need to maintain a separate mapping structure to locate tags in
the hierarchy. This model also supports transparent interpretation
by human experts, who can read a tag and immediately understand
its associated standard, document section, and specific semantic
meaning.

On top of this taxonomy, we developed a heuristic for comparing
sets of tags associated with different SmartData series. The heuristic
operates as follows: for each tag in one set, the algorithm identifies
the nearest tag (shortest path in the taxonomy graph) in the other set
and uses these distances to compute an average distance between
the two sets. This average distance is taken as the relatedness score
between the corresponding SmartData series.

This approach is designed to be general: once suitable taxonomies
exist for different domains (e.g., additional ITS standards, propri-
etary schemas, or other knowledge bases), the same distance-based
matching can be reused to support tag-driven navigation, recom-
mendation, and correlation analysis across the data lake.

5 Case Study: Automotive Data Simulation and
ETSI-CITS Documents

To investigate automatic tagging, two complementary experiments
were conducted. We consider a concrete end-to-end deployment
scenario for an automotive data lake. We instantiate the proposed
models and data flows on top of a controlled, yet realistic, exper-
imental environment, demonstrating that the infrastructure can
ingest, store, and analyze heterogeneous vehicular data while pre-
serving the semantics required by downstream analytics. The im-
plementation covers both the SmartData series and their contextual
SmartData models, as well as the unstructured-document process-
ing pipeline used to relate time series and metadata to external
standards.

In the first experiment, SmartData units were linked to elements
of ETSI ICC Standards (introduced in Section 4.1, using the a Smart-
Data Model comprising all elements defining a SmartData series
description, including the semantics textual field, and the definitions
from the standards (PDF documents segmented by sections) as in-
puts to an NLP-based matching process. The Standards documents
and SmartData unit descriptions were tokenized and embedded
into a vector space; term frequency–inverse document frequency
(TF–IDF) was then used to compute similarity scores and capture
the lexical and semantic relationships between units and the stan-
dards documentation.

In the second experiment, SmartDataContext, a JSON represen-
tation of the environment and configuration related to one or more
SmartData series, were decomposed into smaller structural frag-
ments, whose attribute names and values were converted into token
sequences. This JSON was based on the conceptual model for driv-
ing observation introduced earlier. The text fragments were again
matched against the standards documents, identifying for each
fragment the most related document sections.
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Figure 5: ASN Taxonomy.

Once tags are available, SmartTagging treats them as the primary
vehicle for expressing and computing relationships between Smart-
Data series. These relationships are then structured and interpreted
according to the taxonomies introduced in Section 4.1, enabling
systematic comparison, retrieval, and aggregation of SmartData
series based on their tag profiles.

5.1 Structured Data Setup: Automotive
Simulation on CARLA

To generate realistic SmartData Models with configurable and con-
trollable semantics, we leverage on Cars Learning to Act (CARLA)
simulator [4], an open-source simulator that promotes detailed
scenarios for simulating vehicles in different traffic and weather
conditions. CARLA exposes a rich set of automotive sensors—such
as cameras, LiDAR, RADAR, GPS, and IMU—together with data
acquisition and telemetry interfaces. This combination makes it
suitable not only for classical perception and control tasks, but also
for studies on eco-driving, V2X applications, and predictive mainte-
nance, where the simulator can generate large volumes of data un-
der controlled road and weather conditions, including degradations
such as potholes and speed bumps that affect vehicle components.

The goal is to exercise the SmartData and SmartTagging frame-
work under realistic driving conditions. Using CARLA as a high-
fidelity urban-driving simulator, we instantiate a SmartDataContext
on top of synthetic yet physically consistent telemetry. The result-
ing time-series are ingested into the automotive data lake together
with rich contextual information about vehicles, roads, and envi-
ronmental conditions, providing a representative workload for the
proposed infrastructure. Examples of these contextual data embed-
ded into a SmartDataContext content are presented in Figures 6 and
7 as JSON semi-structured data.

5.1.1 SmartData Model. The data model defines a structured set of
vehicle signals and associated semantics tailored for self-contained
metadata to allow for data analysis in a secure and privacy-aware
automotive data lake. Table 1 presents a slice of the SmartData

Figure 6: SmartDataContext JSON extract - Weather

model derived for vehicle dynamics in a CARLA simulation. We
have omitted the column semantics due to space constraints, but it
includes a brief textual description of the data, for instance, "Mea-
sured Engine Revolutions in Hz. Used to obtain torque in the torque
curve." for "Engine Revolutions", and "Gear currently engaged in
the vehicle. Used to obtain gear ratio. Integer values in the range
[0,20]." for Gear.

For each quantity, the SmartData Model specifies the original
source unit, the normalized SmartData unit, numerical range, sam-
pling frequency, and semantics, ensuring that heterogeneous simu-
lators and on-board sensors can be mapped into a coherent repre-
sentation. This allows for a single structured data representation
inside the data lake, where conversions are derived directly from
the data model. Other data captured during simulation also includes
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Table 1: SmartData model for vehicle dynamics in CARLA Simulation.

Name Original Qty. SmartData Unit des SmartData Qty. Conversion Min Max Sampling Rate

Engine Revolutions rpm 0xC4923924 (F32) 0 Hz value × 1
60 0.0 167.0 10 Hz

Gear Gear enum 0x98000006 (I32) 0 Gear enum value 0 20 10 Hz
Vehicle Speed km/h 0xC4962924 (F32) 0 m/s value × 1

3.6 −17 139 10 Hz
Velocity X m/s 0xC4963924 (F32) 0 m/s value −17 139 10 Hz
Velocity Y m/s 0xC4963924 (F32) 1 m/s value −17 139 10 Hz
Velocity Z m/s 0xC4963924 (F32) 2 m/s value −17 139 10 Hz
Drag N 0xC496A924 (F32) 0 N value 0 1.28 10 Hz
IMU Longitudinal Acceleration m/s2 0xC4962924 (F32) 0 m/s2 value −156.9 +156.9 10 Hz
IMU Lateral Acceleration m/s2 0xC4962924 (F32) 1 m/s2 value −156.9 +156.9 10 Hz
IMU Vertical Acceleration m/s2 0xC4962924 (F32) 2 m/s2 value −156.9 +156.9 10 Hz
IMU Pitch Rate Degree/s 0xC4B23924 (F32) 0 rad/s value ×𝜋/180 −34.90659 +34.90659 10 Hz
IMU Roll Rate Degree/s 0xC4B23924 (F32) 1 rad/s value ×𝜋/180 −34.90659 +34.90659 10 Hz
IMU Yaw Rate Degree/s 0xC4B23924 (F32) 2 rad/s value ×𝜋/180 −34.90659 +34.90659 10 Hz
Pitch degree 0xC4B24924 (F32) 0 rad value ×𝜋/180 −𝜋 𝜋 10 Hz
Vehicle Mass kg 0xC492C924 (F32) 0 kg value 0 45000 10 Hz
Brake % 0xF8000001 (D64) 0 % value 0 1 10 Hz
Throttle % 0xF8000001 (D64) 1 % value 0 1 10 Hz
Altitude m 0xC4964924 (F32) 9 m value 0 1 10 Hz
Front overhang m 0xC4964924 (F32) 0 m value 0 4 10 Hz
Rear overhang m 0xC4964924 (F32) 1 m value 0 4 10 Hz
Wheel base m 0xC4964924 (F32) 2 m value 0 15 10 Hz
Stiffness of Front Suspensions N/m 0xC492A924 (F32) 0 N/m value 0 1,000,000 10 Hz
Damping of Front Suspensions N s/m 0xC492B924 (F32) 0 N s/m value 0 20,000 10 Hz
Stiffness of Rear Suspensions N/m 0xC492A924 (F32) 1 N/m value 0 1,000,000 10 Hz
Damping of Rear Suspensions N s/m 0xC492B924 (F32) 1 N s/m value 0 20,000 10 Hz

Figure 7: SmartDataContext JSON extract - Sensors

information regarding wheel telemetry, suspension parameters, and
wheel base information.

5.2 SmartTagging: Structured and
Non-Structured Relationship

SmartTagging for SmartData models targets the contextual layer
that describes how, where, and under which conditions SmartData
series are produced. A SmartData model captures the environment

and key configuration parameters associated with one or more se-
ries. In a simulated scenario, such as an experiment in the CARLA
simulator, the model may include the simulated city, weather con-
ditions, vehicle models, suspension type, engine characteristics,
and other relevant parameters. In real-world deployments, it can
describe properties of the driver, vehicle, road, and weather, among
others. These models are grounded in the conceptual modeling
of the domain and are currently represented as JSON documents,
which makes them both machine-processable and flexible enough
to encode heterogeneous contextual information.

To enable automatic tagging of SmartData models, the JSON
representation is processed by a custom parser that decomposes
the document into smaller structural fragments. Each JSON element
that acts as a structure, i.e., contains sub-elements—is extracted in-
dividually, producing a collection of context fragments that reflect
different parts of the overall model. Figures 6 and 8 illustrate the
original JSON structure and its corresponding textual representa-
tion. For each fragment, attribute names and their corresponding
values are converted into a token-based string representation, while
numerical values are discarded because they carry limited direct
information for text-based semantic matching. The resulting strings
can be viewed as “flattened” textual projections of the JSON struc-
tures, capturing the semantic cues present in field names and textual
content while preserving enough structure to distinguish different
contextual aspects.
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Figure 8: JSON extract converted to text

These fragment-level string representations are then matched
against textual representations of ITS ASN.1 elements or standards-
document (PDF) extracts using TF–IDF in a vector space. The out-
come is a set of tags derived from the standards and attached to the
SmartData models, and by extension to the associated SmartData
series. The results of this experiment were qualitatively comparable
to those obtained when tagging SmartData units directly, indicat-
ing that contextual models are also effective sources of semantic
information. More broadly, this approach demonstrates that Smart-
Data models can be automatically tagged using external knowledge
sources with relatively low preparation cost, and it opens a path
for incorporating additional, higher-quality knowledge bases and
more advanced NLP methods in future iterations.

5.3 Tag extractors for ETSI standards
association

We developed two tag extractors: one focused on associating Smart-
Data Models with ETSI standards, and another that matches all
information in SmartDataContext to the same standards. In both
cases, we adopted an information-retrieval-based process, following
the techniques discussed in Section 2.1. The process is organized
into the following steps: (i) pre-process the standards documents
and convert them into a vector-space representation; (ii) convert
the series-associated data (SmartData unit descriptions or Smart-
Data models) into a vector-space representation within the same
space; and (iii) match the vectors obtained in step (ii) against the
standards-document representations.

We selected the six ETSI standards (introduced in Section 4.1) for
the experiment: ETSI TS 103 831 V2.1.1 (2022-11), ETSI TS 102 894-2
V1.3.1 (2018-08), ETSI TS 102 894-2 V2.1.1 (2022-11), ETSI EN 302 637-
3 V1.3.1 (2019-04), ETSI TS 103 900 V2.2.1 (2025-02), and ETSI
EN 302 637-2 V1.4.1 (2019-04). For each document, the textual
content is extracted using standard PDF processing libraries and
segmented according to the document structure (sections). These
text excerpts were then converted into a common TF–IDF vector-
space representation shared by all documents. Step (ii) consists of
obtaining the SmartData Model and converting them into the same
vector space, thus enabling direct comparison between SmartData
series and ETSI standard excerpts. Finally, the SmartDataContext
associated with SmartData series were converted into textual rep-
resentations (using the process introduced in the previous section)
and mapped into the same vector space.

With all elements embedded in a common vector space, a TF–IDF
–based information-retrieval method was applied to determine
which standards excerpts best matched the SmartData units and
SmartData models. Table 2 presents selected examples of Smart-
Data units and their corresponding ETSI standards sections. Due

to space constraints, only one section is shown per SmartData se-
ries, although a single series may match multiple sections within
the same ETSI standard. The “Max Score” column indicates the
highest similarity score obtained among all sections of the corre-
sponding standard PDF for the given SmartData unit description.
Note that a lot of SmartData Series presented high "Max Score"
for "annex_a_normative_data_type_specifications". This section
consisted as the mother section to all subsection within it, and,
therefore, if any of its subsections match, a match is also expected
in the higher level in the document format hierarchy.

Similarly, we matched the textual representations of SmartDat-
aContext to the ETSI standards. In this case, we adopted an alter-
native scoring strategy, counting how many fragments from the
SmartDataContext representation selected a given excerpt from the
ETSI standards as their best match. Table 3 provides an overview
(again, limited by space) of the resulting matches.

We validated the solution by running a manual inspection of the
"Max Score" result. First, we discarded any relationship with "Max
Score" < 10. Next, the manual analysis considered three levels of
relationship: 0 - Unrelated; 1 - Slightly related; 2 - Strongly Related.
The final results accounted for 188 relationships with "Max Score"
≥ 10 from witch 128 were classified as Strongly related, 38 as
Slightly Related, and 22 as Unrelated;

Overall, the results indicate that traditional, cost-effective infor-
mation -retrieval techniques—such as vector-space representations
combined with TF–IDF—can successfully identify unstructured
documents that are semantically associated with SmartData series,
based on their series semantics (SmartData Model) and/or SmartDat-
aContext. This approach can be extended to any type of document
that can be represented textually, including web pages, forum posts,
and technical reports. We also performed preliminary experiments
using large language models (LLMs) instead of TF–IDF to match
SmartData units and SmartData models to standards excerpts. How-
ever, the qualitative results were similar, while the computational
cost of the LLM-based approach was substantially higher. Conse-
quently, we opted to adopt TF–IDF for the current implementation.

6 Discussions
The proposed architecture combines three elements often treated
separately in automotive big-data systems: (i) Structured Data
(SmartData) and Contextual Information (SmartDataContext) to
uniformly represent sensor streams and their context; (ii) a tag-
centric SmartTagging layer that relates heterogeneous SmartData
series through semantics rather than raw values; and (iii) an au-
tomatic discovery methodology to identify relationships between
Structured and Unstructured data, thus, exposing its semantics to
data scientists and other users of the Data Lake with sufficient
access permissions to this data. Together with case study of the
automotive data lake on CARLA simulations and ETSI C-ITS stan-
dards, this shows that a lightweight metadata layer can improve
data discoverability and cross-series correlation without changing
existing ingestion or storage pipelines.

From a data management viewpoint, SmartTagging acts as an
“active metadata” mechanism for automotive data lakes. Instead of
relying only on manual catalogs or schema-on-read, the framework
continuously derives tags from contextual artifacts and external
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Table 2: SmartData series matching

series PDF File Max Score Matched Section
IMU Lateral Acceleration ts_102894v02010031p0.pdf 0.4249598393 annex_a_normative_data_type_specifications
IMU Longitudinal Acceleration ts_102894v02010031p0.pdf 0.413202318 annex_a_normative_data_type_specifications
Steeering angle ts_102894v02010031p0.pdf 0.4069368073 a_79_de_steeringwheelangleconfidence
IMU Vertical Acceleration ts_102894v02010031p0.pdf 0.37674164 annex_a_normative_data_type_specifications

Table 3: SmartData model matching

PDF Filename Section Matches
ts_10289402v010301p.pdf a_74_de_speedvalue 34
ts_10289402v010301p.pdf a_42_de_lateralaccelerationvalue 25
ts_10289402v010301p.pdf a_15_de_curvaturevalue 22
en_30263702v010401p.pdf annex_e_informative_extended_cam_generation 8
en_30263702v010401p.pdf 6_cam_dissemination 6
en_30263702v010401p.pdf 6_1_cam_dissemination_concept 6
en_30263702v010401p.pdf 6_1_cam_dissemination_requirements 6
en_30263702v010401p.pdf 6_1_2_ca_basic_service_activation_and_termination 6
ts_103831v020101p.pdf b_42_roadtype 4
ts_103831v020101p.pdf b_43_roadworks 4
ts_103831v020101p.pdf b_44_speedlimit 4
ts_103831v020101p.pdf b_45_startingpointspeedlimit 4

standards (here, ETSI C-ITS documents). This addresses a com-
mon cause of “data swamps”, where data lack usable metadata. By
treating tags as first-class objects linked to SmartDataContext and
SmartData and exposing them via a Discovery API, the architecture
improves findability and reusability while remaining compatible
with multi-zone and lakehouse-style deployments.

The experiments with ETSI standards show that classical, low-
cost information-retrieval methods can connect unstructured docu-
mentation to structured telemetry in a meaningful way. Matching
SmartData Models and SmartDataContext fragments to standards
sections yields tags that encode both where each quantity (unit) is
defined in the standards and which parts of the conceptual model
it relates to. This enables workflows in which engineers search
for time series associated with specific ETSI elements and analyt-
ics pipelines that reason about which signals may be affected by
changes in a standard. Although the evaluation is qualitative, the
examples in Tables 2 and 3 indicate that the approach can recover
plausible links between physical quantities, contextual models, and
normative documents.

In our future works, we would extend the analysis to cover
SmartTagging robustness under more heterogeneous conditions,
including proprietary schemas, technical reports, maintenance re-
ports, and multilingual documentation. In addition, the assessment
is based on illustrative matches rather than metrics such as preci-
sion, recall, or ranking quality over a labeled ground truth, which
would require annotated datasets and user studies with domain
experts.

The taxonomy and similaritymodel introduce further constraints.
The taxonomy in Section 4.1 is largely derived from ETSI document
structure and manual design rules. This yields an interpretable

hierarchy but incurs maintenance cost as new standards and knowl-
edge bases are added. The distance-based heuristic on the taxonomy
graph is simple and efficient, but it does not account for tag impor-
tance, uncertainty, or conflicting evidence. Adding probabilistic or
learning-based layers on top of the taxonomy could refine similarity
estimates and improve ranking and recommendation.

Architecturally, the solution is intentionally conservative in its
use of machine learning, relying mainly on TF–IDF-based retrieval.
This simplifies deployment on-premises or in commercial clouds
and keeps costs predictable, but limits the richness of semantic
relationships that can be captured. Transformer-based embeddings
and cross-encoders could improve matching quality, especially for
long or noisy contextual documents, at the expense of higher com-
putational and operational complexity.

Finally, the approach raises questions around safety, privacy,
and governance. The same tags that improve discoverability and
correlation may expose sensitive patterns about drivers, vehicles,
or operating conditions. In safety-critical contexts, traceability to
standards and explicit semantics support assurance and compli-
ance, but must be balanced against data minimization and strict
access control. Embedding SmartTagging in a broader governance
framework—where tags themselves are governed, audited, and man-
aged over their lifecycle is therefore a key step before adopting the
approach in production-scale environments or mixed fleets.

7 Final Remarks
This paper introduced SmartDataContext and SmartTagging as
extensions to the SmartData paradigm for automotive data lakes.
We proposed a tag-centric framework in which SmartData series
and their contextual artifacts are enriched with tags derived from
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internal models and external standards. A plugin-based SmartTag-
ging pipeline and a taxonomy-guided similarity model were im-
plemented and evaluated using data incoming from multiple con-
figuration of simulations in CARLA, and linked to ETSI C-ITS
standards. The experiments, though exploratory, show that simple
information-retrieval techniques can automatically associate stan-
dards documentation with units and contextual models, enabling
standard-aware navigation and correlation.

For practitioners, the main contribution is an architectural pat-
tern that can be added incrementally to existing ingestion and stor-
age solutions. Using SmartDataContext as the anchor for contextual
artifacts and exposing tags through a discovery layer allows engi-
neers to quickly identify relevant time series and logs, relate them
to domain standards, and reason about their semantics without
inspecting raw signals or schemas.

Future work first involves scaling and evaluation: applying the
framework to larger, more diverse datasets (including real fleet
data and additional standards) and quantitatively assessing tag
quality and similarity metrics through precision/recall, ablation
studies comparing TF–IDF and transformer-based methods, and
user studies. A second line of work is to explore hybrid matching
strategies that combine TF–IDF with neural embeddings, using
dense encoders as re-rankers and supporting few-shot or weakly
supervised refinement of domain-specific taggers based on user
feedback.

A third direction is to evolve the taxonomy and similarity model
toward richer knowledge representations. Aligning the current hi-
erarchy with ontologies and knowledge graphs for intelligent trans-
portation systems, and adding dimensions such as safety integrity,
privacy, or maintenance criticality, would make SmartTagging more
directly useful for safety and compliance. A fourth avenue is tighter
integration with downstream analytics, using tags for feature se-
lection, scenario mining, anomaly detection, and automated model
monitoring and dataset versioning.
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Abstract
With the development of distributed systems, the need to man-
age the sharing of machines among multiple simultaneous users
arises. In the cloud computing context, the instantiation of virtual
machines and containers by different users utilizing the same in-
frastructure leads to a dispute for physical computational resources.
In this regard, this paper analyses a process’s energy consumption
as a function of the competition for computational resources it
encounters. Investigating this behavior is fundamental for many
applications, such as pricing in cloud computing services, and for
task scheduling and load balancing, while increasing energy effi-
ciency. To determine this behavior, experiments were conducted
and resulted in a dependency on the number of processor cores of
the physical machine hosting the process. As the number of cores
increases, the process’s energy consumption as a function of the
competition it faces transitions from linear to a root function.
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1 Introduction
With the development of distributed systems, handling physical
machines shared by multiple users at once is necessary. For in-
stance, in the context of cloud computing, the process of instanti-
ating virtual machines causes a scenario in which computational
resources are being competed for by multiple individuals. How-
ever, this utilization is usually measured according to the machine
specifications and period of use, disregarding how each uses those
resources. Nowadays, energy consumption and sustainability are
at high stakes since the world is trying to become more aware of
its environmental impact. Since energy consumption has become a
relevant cost in cloud computing data centers [28], there is an urge
to assess the environmental impact of computer usage and one way
is to measure its energy consumption.

One topic worth mentioning is how the competition for Central
Processing Units (CPUs) resources affects the power consumption
of a process. In this context, this article proposes an approach
to analyze the energy consumption at the process level in these
scenarios, which unveils the possibility of modeling a process power.
In this context, we perform experiments to measure how much
energy a process would consume as it faces competition for CPU
resources. With that data available, we correlate how high the
competition is and how much power the main process consumes.
The final objective is to obtain a function W(𝑝) to represent the
power consumed by the process. In this case, 𝑝 represents the
percentage of the CPU used by the competition and, therefore,
𝑝 ∈ [0, 100 − 𝑞], given that 𝑞 represents the percentage of the CPU
used by the analyzed process.

To establish a reliableW(𝑝) function, we comprehend diversi-
fied variables that might cause an impact on the obtained metrics.
Per [13], several factors might impact the power consumption on
a computer besides CPU usage. Despite the processor being high-
lighted as the main energy consumer according to [7], elements
such as fans, memory, and disk usage can also have their share of
effects on this topic. Moreover, there have been studies that mod-
eled those variables as energy consumption [20]. Thus, we replicate
those tests in machines with different hardware configurations to
get feasible results.

2025-12-17 18:03. Page 1 of 1–11.
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When it comes to real-world applications, this paper suggests
a model that could be used in many scenarios. As it tracks energy
consumption at the process level, the function can estimate how
much energy will be consumed by a single application running on
the computer. For instance, in the context of cloud pricing, it is
common to see the hardware selected by the user as themain definer
of how much will be charged [1]. However, with our model, the
cloud provider could differentiate how each user requires resources
from the machines (by tracking its processes). This could lead to
different andmore accurate prices for each individual. Besides, other
interesting applications might be related to large energy forecast
models. As an example, during the instantiation of Virtualized
Network Functions (VNFs), a theme of interest has been finding
ways to allocate them with energy efficiency criteria [32]. With
our model, it is possible to estimate how much energy a VNF will
consume given the competition for CPU resources on a certain
machine. Hence, this could be used to optimize the placement of
these functions to reduce total energy consumption.

The rest of the paper is organized as follows: in Section 2 we ex-
plain the problem to which our solution will be applied to, clarifying
on which domains our works collaborates with the state-of-the-art.
Section 3 discusses the state-of-the-art models for energy consump-
tion regarding CPU usage and delves into theorical definitions for
our applications. Section 4 we bring up papers that are related to our
work on topics such as resource utilization modeling in virtualized
contexts, the influence of hardware on energy consumption, etc.
These will be presented as theory background to give the necessary
presumptions to set up the experiments and to justify the obtained
conclusions. Additionally, Section 5, describes the methodology
utilized to develop the experiments utilized for the model construc-
tion. Section 6 describes both the experiment environment and its
main tools. Moreover, Section 8 showcases the results achieved
with those tests graphically and discusses the thought process with
each experiment’s results. Section 9 concludes the article by sum-
marizing the conclusions obtained from the experiments’ results.

2 Problem Definition and Motivation
With this contextualization, describing problems associated with
processing resource sharing among processes is imperative. Among
those, we highlight the instantiation of VNFs in a network-slicing
context. With the development of 5G mobile networks, one of its
core components is Network Slicing (NS), which proposes a dy-
namic provisioning system of networking resources (and functions)
to achieve compliance with user needs [29] [5]. In this situation,
one relevant theme of research has been the placement of VNFs to
achieve high energy efficiency. In this matter, previous work [32]
[27] [31] has used models to estimate energy consumption and use
this information to apply statistical and algorithmic approaches to
provide techniques to optimize the placement of such functions.

Nevertheless, most models do not specify the power usage of
a single function but rather analyze the power dissipation of the
system as a whole. That is, we cannot analyze the consumption
of each VNF and, thus, it becomes harder to estimate the energy
consumption of a single slice. Therefore, describing a process’s
energy consumption within the context of the entire system is

essential since it would allow measuring the power dissipation of
each of its components.

We focus on assessing how a process’s power dissipation behaves
when it faces competition for CPU resources. Thus, we describe it
as a function W(𝑝), given that 𝑝 stands for the competition the
process is facing at a certain instant. The behavior of a process’s
power dissipation is a key factor for VNF placement heuristics and
algorithms generating a network topology that guarantees energy
efficiency and balance among slices, for instance. Therefore, this
showcases the importance of such a description.

In this sense, we proceed by formulating a sample VNF placement
problem described as: letM be a set composed of different machines
that would be used to create Network Slices. Then, S is a set of the
created slices and F is a set of VNFs to be placed on these machines.
Thus, each element from F belongs to a certain element from S,
since, in this problem, a VNF composes a fraction of a slice running
in a certain machine.

To exemplify such problem, we describe it with Figure 1. In
this situation, we have 2 network slices (S1 and S2) built with 3
different machines (M1, M2, M3). Eachmachine hosts a few network
functions (F1, F2, ..., F6, F7), and each of them either belong to S1
or S2, as previously suggested with the problem definition.

M1 M2

M3

F2

F3 F4

S1

F1, F3, F5, F7

S2

F2, F4, F6

F1
F5 F7F6

Figure 1: Diagram representing a topology for the NSs

M = [𝑚1,𝑚2, ...,𝑚𝑎] (1)

S = [𝑠1, 𝑠2, ..., 𝑠𝑏 ] (2)

F = [𝑓1, 𝑓2, ..., 𝑓𝑐 ] (3)
Then, we define the power dissipated by a single VNF as𝑊 (𝑓𝑗 ),
𝑗 ∈ [1, 𝑐], the power dissipated by each slice as 𝑃 (𝑠𝑖 ), 𝑖 ∈ [1, 𝑏], and
the power dissipated by whole slice group as 𝑃 ′ (S):

𝑃 (𝑠𝑖 ) =
𝑐∑︁
𝑗=1

𝑞𝑖, 𝑗 .𝑊 (𝑓𝑗 ) (4)

𝑃 ′ (S) =
𝑏∑︁
𝑖=1

𝑃 (𝑠𝑖 ) =
𝑏∑︁
𝑖=1

𝑐∑︁
𝑗=1

𝑞𝑖, 𝑗 .𝑊 (𝑓𝑗 ) (5)
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𝑞𝑖, 𝑗 =

{
1 if 𝑓𝑗 ∈ 𝑠𝑖
0 else

(6)

As we wish to minimize the power consumption (4) of all the
slices in S, there is an urge to develop a description for𝑊 (𝑓𝑗 ).
Since VNFs could be initially placed in any machine, we suggest the
following structure for its power consumption𝑊 (𝑓𝑗 ), given that
𝑝𝑚𝑘 represents the competition for resources on a certain machine
𝑚𝑘 :

𝑊 (𝑓𝑗 ) =𝑚𝑖𝑛𝑖𝑚𝑢𝑚[W(𝑝𝑚1),W(𝑝𝑚2), ...,W(𝑝𝑚𝑎)] (7)

This means that one can choose which machine𝑚𝑘 to allocate
a VNF based on how the competition for resources in each 𝑚𝑘

affects the VNF’s power consumption. With this construction, the
description we found for W(𝑝) is useful in optimization problems
for the placement of VNFs considering the competition for process-
ing resources. Moreover, it would allow a per-slice energy analysis
even if 𝑠𝑖 shares the same physical machine with other NS. Thus,
displaying the potential of our research. With this motivation, this
paper aims to answer the following research questions:

• Q1: How to describe Energy Consumption mathematically?
• Q2: How do CPU usage and energy consumption correlate?
• Q3: How to estimate the energy consumption of a process?
• Q4: How does competition for resources affect the energy
consumption of a process?

By the end of our research, we expect to prove or refute the follow-
ing hypothesis: the energy consumption of a constant process is
constant, regardless of the competition for resources it faces.

3 Background
Energy is the basic resource needed for performing human activities
in the current century, specially in the field of computing. However,
its definition is easily misunderstood for that of Power, and it is
important to differentiate those terms. Energy (E) represents the
total work done by a system over a specified period of time (T),
as shown in (8), whereas power (P) refers to the rate at which the
system performs that work [9]. Therefore, power can be defined
as the infinitesimal amount of energy consumed or produced in
a very small time interval, as shown in (9). In computer systems,
it is common to use power instead of energy when analysing the
consumption profile. Since power is an instantaneous quantity, it
offers more precise insights into how energy consumption varies
dynamically over time.

𝐸 =
∫ 𝑇

0
𝑃 (𝑡) 𝑑𝑡 (8)

𝑃 (𝑡) = 𝑑𝐸 (𝑡)
𝑑𝑡

(9)

The energy consumption of a computer derives from several of
its components, such as CPU, memory, storage, fans, and network
interface card. However, as the CPU consumes the most energy
compared to other components, it is common in power modeling
to take the energy consumed by the processor as representative
of the entire machine’s consumption [9] [14] [15]. Work [7] also
highlights that the energy consumed by memory and network
devices is insignificant compared to that of the CPU.

The relationship between power consumption and CPU usage
is a common subject of study in the computing field [9] [12]. In
this context, several studies have been conducted over the years
to determine what this relationship is. Even though some studies
propose that different functions (such as polynomial and non-linear
[24] [21]) can characterize the relationship between energy con-
sumption and CPU usage, it is generally accepted that this behavior
could be linearly represented. The research in [7] has significantly
influenced power modeling for data centers and proposes this linear
correlation and also the model (10) to represent it mathematically.
In (10), 𝑃𝑢 is the power consumption of the server as a function of
the CPU usage, 𝑢. 𝑃𝑖𝑑𝑙𝑒 and 𝑃𝑚𝑎𝑥 are constants, the average power
consumption when the server is idle and at its maximum capacity,
respectively.

𝑃𝑢 = (𝑃𝑚𝑎𝑥 − 𝑃𝑖𝑑𝑙𝑒 )𝑢 + 𝑃𝑖𝑑𝑙𝑒 (10)

Studies such as [15] have shown that this linear model can accu-
rately describe a server’s power consumption. Therefore, as a way
of simplifying hands-on measurement, this article will consider
the CPU as the only component responsible for a machine’s en-
ergy consumption. We will also consider the relationship between
energy consumption and CPU usage as linear, as it is classically
considered by literature [9] [12].

However, this state of the art relationship is only representative
of the energy consumption of a computer, and cannot be used at
process level. The survey [9] extensively reviews power models and
finds that only [25] proposes a model for the energy consumption of
a process. Moreover, [25]’s model doesn’t consider the CPU usage,
and does not provide a relationship between that and the energy
consumption of a process. Therefore, literature does not provide a
model for the relationship of a process’ energy consumption and the
machine’s CPU usage. In this context, this paper aims to empirically
find such a model that works at process level.

Virtualization technologies allow multiple activities to be run
independently on the same physical machine, facilitating isolated
environments that are essential for accurate performance and en-
ergy consumption analysis [16]. VMs, a hypervisor-based type of
virtualization, provide robust security and isolation at the hard-
ware level [34]. However, the overhead associated with VMs can
significantly impact the energy consumption profile of individual
processes, thereby complicating precise measurement and analysis
[4].

Containers, though not as secure, are light weight and can be
rapidly instantiated [4] [34]. They also provide sufficient isolation
for most application scenarios and have negligible impact on the
host machine’s energy consumption [22]. This makes containers
particularly suitable for performance isolation and energy con-
sumption research. Furthermore, Kubernetes is an open source
system for automating deployment, scaling, and management of
containerized applications [19]. The dynamic resource allocation it
implements in containerized environments enhances the efficiency
and flexibility of resource usage [10]. This further mitigates the
overhead concerns typically associated with virtualization.

By using containerization, we can more accurately assess the
energy consumption of individual processes, ensuring that the over-
head introduced by the virtualization layer remains minimal and
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Table 1: Summary of comparison between papers

Research questions [33] [13] [35] [30] This work
Q1 ✗ ✓ ✗ ✓ ✓

Q2 ✓ ✓ ✓ ✓ ✓

Q3 ✗ ✗ ✗ ✗ ✓

Q4 ✗ ✗ ✗ ✗ ✓

does not distort the measurements. Thus, we chose containeriza-
tion to investigate the energy consumption of a process, benefiting
from the low overhead, rapid deployment, and effective resource
management capabilities inherent to this technology.

The phenomenon of two or more simultaneous processes com-
peting for computational resources is called “resource competition”
[22]. When multiple containers operate on the same physical ma-
chine, they compete for processing resources. Thus, there is re-
source competition associated with processing resource sharing,
and it is imperative to learn how that affects the energy consump-
tion of each container. However, the containers energy consumption
can be broken down to process level. Therefore, learning the rela-
tionship between a process’ energy consumption and the resource
competition it encounters enables the development of generalized
solutions. These solutions would not only be applicable to container-
ized environments, but could also extend to other process-based
applications.

4 Related Work
When looking for work related to ours, our search method consisted
of searching the IEEEXplore platform with the following advanced
search command, with keywords related to our research: ("All Meta-
data":energy consumption) AND ("All Metadata":monitoring) AND
("All Metadata":virtualization) AND (("All Metadata":cpu usage) OR
("All Metadata":energy efficiency)). Filtering the articles from the last
9 years, from 2015 to 2024, we found that [33] and [35] were the
resulting papers that related best to our work. Besides, we found
other two articles that relate to our work, [13] and [30], when re-
viewing literature and reading through the survey [9]. This survey
is relevant in the Energy Consumption Modeling field, since it thor-
oughly reviews models for energy consumption in data centers. [9]
has 410 citations and is cited by 733 papers.

Work [35] uses test scenarios to assess how the energy con-
sumption of Virtual Machines (VMs) behaves when sharing virtual
network infrastructure and CPU cores. Throughout the article, it
evaluates how the distribution of network traffic between VMs re-
sults in different values of power being dissipated by the machines
altogether. Moreover, it also delves into how the competition for
processing resources at CPU cores generates different energy con-
sumption for the VM cluster. Nevertheless, unlike our contribution,
this paper does not analyze the power consumption at the process
level, only from the point of view of the VM.

Besides, [13] and [30] provide a similar analysis of how power
consumption correlates to CPU utilization. This correlation is as-
sessed by executing experiments in which they measure the total
power consumed by the PC as it faces a gradual increase in CPU uti-
lization over time. Afterward, [13] shows how linear and non-linear
empiric functions can describe the behavior of the power dissipated

on similar machines. On the other hand, [30] uses a polynomial
function to approximateW(𝑝). Still, differentiating from our work,
the first one does not consider different hardware configurations
and neither of them assesses process-level energy consumption.

Furthermore, [33] introduces a study into the power consump-
tion behavior of Docker containers. This article investigates how
the containers’ instantiations create energy overhead and how their
power dissipation behaves when facing gradually increasing loads
over time in different applications. For example, they run container-
ized versions of Nginx servers and submit them for a test that
increases the number of requests throughout the experiment, estab-
lishing a scenario of competition for processing resources related to
our work. Even though this paper assesses energy consumption in
containers and includes CPU-sharing elements, it does not propose
any process-level power representation or model.

Finally, Table 1 presents a summary of the contributions of each
paper mentioned alongside our production. Although the CPU use
and energy consumption relation is a well-discussed topic in the
literature, it remains to be introduced an analysis of process-level
energy consumption regarding the total use of the CPU. Hence, this
paper proposes a study that complements previous work done on
this subject.

5 Proposal
To solve the problem of describing the impact of competition over
the energy consumption of a reference process (a VNF, for instance),
we propose an empirical method. In this sense, our method con-
sists of running various experiments and observing how the power
dissipation of a specific process behaves, by collecting data of cer-
tain metrics. In the end, with extensive experimentation and data
collection, we can describe the behavior of power dissipation. Ac-
cordingly, our method relies on three pillars:

• Baseline Process: we establish a baseline process - the
baseline process has a constant workload and serves as a
reference for the competition.

• Observed Metrics:
– resource usage - we observe the resource usage (more
specifically, CPU) of the machine and of the baseline pro-
cess. This allows us to measure the intensity of competi-
tion, through its resource usage; and

– power consumption per process - we gather data on the
power consumption of the baseline process.

• Experimentation Scenarios: we define scenarios in which
we change variables, such as hardware (experiments are re-
produced in different machines with different hardware);
active cores (within the same machine); and competition
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growth (e.g., none, gradual increase). This allows us to in-
vestigate how each of these variables affects the observed
metrics.

6 Experiments environment

Machine
name CPU

Total RAM
available

Disk Space
available

Number of
Threads

Controller

Intel(R)
Core(TM)
i7-4770 7.67 GB 1 TB 8

Worker 1

Intel(R)
Core(TM)
i5-3330 15.5 GB 1 TB 4

Worker 2

Intel(R)
Core(TM)
i7-2600 15.5 GB 500 GB 8

Worker 3

Intel(R)
Core(TM)
i7-2600 7.63 GB 500 GB 8

Worker 4

Intel(R)
Core(TM)
i5-8500 3.65 GB 1 TB 6

Worker 5

Intel(R)
Core(TM)
i7-2600 7.63 GB 500 GB 8

Table 2: Machines configurations

To correlate CPU competition usage and process energy consump-
tion, it is necessary to execute tests to attempt to fit the obtained
data into a mathematical model that represents this correlation. To
achieve this, we created an environment in which we could carry
out these experiments. In this context, we assembled 6 machines
(hardware configurations in the table 2) and used them to create a
Kubernetes Cluster (Client version 1.28.1 and Server version 1.28.6).

Creating a cluster allows automating tests on multiple machines
with centralized telemetry capabilities. In this sense, we deploy
pods running Docker images with specific test routines so that they
can be run as pods on each computer. When it comes to this clus-
ter architecture, the machines are labeled as Controller or Worker.
The Controller is responsible for managing the cluster. That is, it
makes sure the requirements defined by the user (such as schedul-
ing pods and guaranteeing connection between nodes) are met. On
the other hand, the Worker nodes are responsible for hosting the
pods running the test routines. To execute the tests and fetch the
data obtained from them, we created a four-agent scheme: Scaphan-
dre pods to extract energy information from the Worker nodes, a
Prometheus agent so that this data could be exported, a Grafana
agent to plot graphs with the exported data, and a Python client to
interact with the Controller API.

Then, a tool with process-level power telemetry is needed to
gather the goal data. Even though there have been previous software
that provided these capabilities [11] [8], Scaphandre [26] stands out
due to its natural compatibility with Kubernetes and Prometheus,
making it more suitable for our distributed measurements. By using
the Powercap RAPL sensors integrated into Intel CPUs (which have
been previously validated and used to assess its power consumption

Request through
Kubernetes Python API

 

Prometheus exporter

Data
collected

Worker
Node

Scaphandre
Agent

Scaphandre
data in

Prometheus
format

Controller

Grafana Dashboard

Test routine as
a scheduled

pod
Test request

Researcher PC

Figure 2: Diagram representing the test environment and its
main agents

[23]), it can track the power dissipated by the host as a whole
and estimate energy consumption by processes. Thus, by selecting
a process on the machine (by tracking its PID, for instance) the
agent can estimate howmuch energy the chosen element consumes,
enabling the aforementioned process-level analysis.

Moreover, the Prometheus and Grafana agents act together to
obtain this power information and expose them graphically on
time-series dashboards (over the test duration). Finally, the Python
client consists of a tool to interact with the controller through
the Kubernetes API. Through this interaction, we could run tests
remotely by authenticating and deploying the test pods.

7 Baseline
In order to validate our method, we ran two initial experiments.
In both, we analyzed the power consumption of a baseline pro-
cess, but in different scenarios. Through the command-line tool for
Kubernetes, kubectl [18], we were able to use the Stress tool [3]
to generate 2 constant loads, that is, the baseline process and its
competition. These two tests were run on Worker 1. Scaphandre
scraped power consumption data, that was stored in Prometheus,
and Grafana was used to export it to a .csv file.

The first scenario was of no competition for resources, that is,
with only the baseline process consuming resources (in this case,
CPU). We found that its power consumption (shown in Figure 3)
varies from 8.7 to 9.8 Watts, which is a 11.9% variation of the av-
erage value, proving that the consumption of the baseline process
is in fact constant. Then, the second scenario consisted of running
another process alongside the baseline, and identical to it. After
some time, the second process was deactivated, enabling compar-
ison between the first scenario (no competition) and the second
(with competition). In Figure 4, the sample on the left side, with
an average value of 12.5 Watts, corresponds to Scenario 2, and the
sample on the right, with an average of 9.75 Watts, corresponds to
Scenario 1.

This proves that our method enables us to describe the impact
competition has on the energy consumption of a reference process,
through empirical means. Furthermore, this raises the possibility
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Figure 3: Power consumption of a constant process
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Figure 4: Power consumption with and without competi-
tion

that competition increases the energy consumption of a baseline
process, contradicting our initial hypothesis that the energy con-
sumption of a constant process is constant. With this motivation,
we ranmore experiments in order to study the behavior of a process’
energy consumption as it faces resource competition.

8 Experiments and Results
Figure 5 displays sequentially the tests routine. As Section 6 de-
scribed, we initially code the test routine and, with the communi-
cation with the Kubernetes Python API, the Controller is able to
fetch the necessary information to set up the test. In this situation,
the API, through kubectl commands, is able to create the necessary
jobs and services to run the test. Afterwards, the Kubernetes agents
on the Controller and Worker nodes are able to set up the pods
with the test scripts. Besides, they also communicate in order to get
the energy data collected by Scaphandre in the Worker running the
routine. These sets are sent to the Controller, which stores them
with the Prometheus volume. After the test is finished, the data
stored in Prometheus is then compiled in a .csv file by the API,

which is sent to the Researcher PC. The information is filtered and
processed with statistical analysis, giving the final results which
are discussed in this section.

 K8s - Worker K8s - ControllerResearcher PC

Test Setup Test Request through
Kubernetes Python API

Script with
Test Routine K8s and

Prometheus
Agent

K8s and
Scaphandre

Agent

Pod (with test routine)
scheduled

Test
Execution

K8s -  Python
API

Test
Consolidation

and Data
Processing

Data collected during the test
in .csv file

Filtered .csv file
for analysis

kubectl
commands

Energy Scaphandre
Data collected

Prometheus
stored data

Figure 5: Sequential Diagram describing the test routine

To assess the competition effects on CPU energy consumption,
we used both the CpuLimit [2] and Stress [3] tools to generate
processing loads and test routines. While the Stress tool generated
the load itself (such as running a C script in a loop), CpuLimit
was responsible for controlling the load to achieve the expected
percentage of usage required for the investigation.

In regards to the test routine, their main structure consisted of
running a main process with a constant CPU load and gradually
increasing the competition by instantiating smaller processes over
time. During the experiment, the main process is monitored and its
power consumption is exposed in Grafana dashboards. Then, the
plotted data was analyzed statistically to evaluate whether the data
would fit in a specific model forW(𝑝).

8.1 Resource Competition Experiment -
Gradual Increase

Initially, we proposed the previously detailed routine: the main
constant process facing escalating competition for CPU resources
while getting its energy measured. In our investigation, we propose
that the competition starts at 0% and increases 5% at a time every
6 minutes (to gather enough data targeting reducing the effects
of outliers), until the total processor usage reaches approximately
100%. These cycles were repeated 8 times to reduce the effect of
possible outliers and the obtained data was saved in a CSV file.
The obtained data was saved and published at Zenodo for public
access[6]. Then, by using a Python program that receives a math
model from the user (such as linear, quadratic, cubic, etc.), we fit
the data into the model and evaluated its correlation by using a
t-test. To get started, we executed this experiment on all Worker
machines.

After plotting the data, we proposed that the main process be-
havior could be represented by either a linear or a n-root function.
For Workers 1 and 4 (Figure 6 and Figure 8, respectively), the result
was better described by a linear profile. On the other hand, Workers
2 (Figure 7), 3 (Figure 8), and 5 (Figure 10) were more accurately
pictured by a n-root function. Besides, it is known by Table 2 that
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Figure 6: Worker 1 results
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Figure 7: Worker 2 results
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Figure 8: Worker 3 results

Workers 2, 3, and 5 have the same number of virtual cores on their
CPUs (8), whilst Workers 1 and 4 have a lower number (4 and 6,
respectively). As there has been previous studies which proposed
a correlation between number of active threads and energy usage
[17], we investigate the relationship between the number of virtual
cores and the power consumption profile.
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Figure 9: Worker 4 results
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Figure 10: Worker 5 results

8.2 Resource Competition Experiment -
Gradual Increase with capped CPU

Then, we suggested executing the same tests on 8-thread worker
machines to investigate the effect of vCPUs. However, before run-
ning them, we would deactivate some of the cores to simulate a
4 or 6-thread computer and see if the function profile becomes
linear. The resulting dataset from these experiments is also publicly
available in Zenodo [6].

When reducing the number of threads from 8 to 4 for the ma-
chines Worker 2 (Figure 11), 3 (Figure 12), and 5 (figure 13), we
got a linear profile forW(𝑝), just like the results for Worker 1 (the
machine with 4 cores originally). On the other hand, the results for
capping the resources to 6 threads were mixed.

We executed this version of the test on Worker 2 and 3, and then,
after gathering the data, we found out, as displayed in Figures 15 for
Worker 2 and 16 for 3, that the best model for fitting this information
was the n-root (differentiating from the original 6-core machine
- Worker 4 - that provided a linear profile). However, we also did
linear fits and the t-statistics were not significantly different than
with the n-root model (even though they were slightly worse). This
is graphically showcased by Figure 14 forWorker 2 and by Figure 17
for Worker 3. In this scenario, we propose that there is a correlation
between the number of virtual cores and the profile forW(𝑝).
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8.3 Analysis & Discussion
With the obtained data, it is possible to draw conclusions related
to the W(𝑝) profile and the machine’s CPU. First of all, for all
machines with an n-root behavior, it is worth noting that not only
was the function’s type to represent the power consumption the
same, but also the parameters were very similar (that is, 𝑎 and
𝑏 on 𝑓 (𝑥) = 𝑎 + 𝑏 𝑛

√
𝑥). On Workers 2,3 and 5, the variation in 𝑎

did not surpass 7%, while for 𝑏, the maximum difference reached
the 10% threshold. With that, as these machines had significant
differences in available RAM and disk space, it seems that the CPU
type overrules any of these hardware variations since their function
W(𝑝) had approximately the same parameters. This fact confirms
the affirmation made in previous studies [7] [9] that the CPU can
be considered the most relevant source of energy consumption
on a machine. Moreover, regarding the thread’s discussion, we
propose a correlation between the function profile and the number
of virtual cores available. In this case, we suggest that for lower
numbers of cores, the W(𝑝) behavior is linear (such as the results
for Worker 1 and capped results for Workers 2,3 and 5 suggest). As
the number of these components increases, they gradually progress
to a n-root behavior as they reach 6 cores (Worker 4 provided a
linear pattern, whilst capped versions of Workers 2 and 3 had a
mixed shape). Then, as it reaches higher quantities of cores (up to 8,
on our experimentation), the profile shifts completely to an n-root
function (as Workers 2,3 and 5 results propose). Following this line,
it is possible to assume that most modern hardware would follow
the latter version of W(𝑝).

A conclusion taken from this is that the power consumption of a
process behaves differently on each machine. Then, when deciding
where to instantiate a process (regarding attempting to use less
energy), the fact that some machines have a linear or n-root profile
brings intricacies when choosing the PC in which the process will
dissipate less power. To understand them, we shall propose an
explanation of the possible W(𝑝) derivatives. When taking the
linear version of the function (W𝑙𝑖𝑛 (𝑝) = 𝑎 + 𝑏𝑝), the derivative
returns:

¤W𝑙𝑖𝑛 =
𝑑W𝑙𝑖𝑛 (𝑝)

𝑑𝑝
= 𝑏 (11)
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Figure 11: Worker 2 results with 4 cores
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Figure 12: Worker 3 results with 4 cores
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Figure 13: Worker 5 results with 4 cores
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Figure 14: Worker 2 results with 6 cores and linear
fit

Given that 𝑏 is constant, the function increases at a constant rate.
That is, independent of how much CPU is being used by competition
processes, the process energy consumption will increase with the same
intensity. On the other hand, with the n-root model (W𝑟𝑡 (𝑝) =
𝑐 + 𝑑 𝑛

√
𝑝), the derivative is:
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Figure 15: Worker 2 results with 6 cores and n-root
fit
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Figure 16: Worker 3 results with 6 cores and n-root
fit
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Figure 17: Worker 3 results with 6 cores and linear
fit

¤W𝑟𝑡 =
𝑑W𝑟𝑡 (𝑝)

𝑑𝑝
=

𝑑

𝑛𝑝1−
1
𝑛

(12)

In this case, the derivative depends on 𝑝 . Moreover, it depends
in a way that for lower values for 𝑝 , the derivative is greater whilst,
for higher values, the derivative becomes tinier. To exemplify the rel-
evance of these different behaviors, we propose a hypothetical sce-
nario. We assume that, for a certain process,W𝑙𝑖𝑛 (𝑝𝑖 ) < W𝑟𝑡 (𝑝𝑖 )
for a certain 𝑝𝑖 ∈ [0, 100 − 𝑞 [ and let 𝐷 (𝑝) = W𝑙𝑖𝑛 (𝑝) − W𝑟𝑡 (𝑝).
Therefore, this shows 𝐷 (𝑝𝑖 ) < 0 and that means it is more en-
ergetically friendly to deploy the process on the machine with the
linear profile. However, the derivative of 𝐷 (𝑝) shows that (assume
𝑘 = 1 − 1

𝑛 ):
¤𝐷 =

𝑑𝐷 (𝑝)
𝑑𝑝

= 𝑏 − 𝑑

𝑛𝑝𝑘
(13)

∀𝑝 >
𝑘

√︂
𝑑

𝑛𝑏
, ¤𝐷 > 0 (14)

∴ ∃ 𝑝 𝑗 > 𝑝𝑖 |𝐷 (𝑝 𝑗 ) = 0 (15)
Thus, conclusion 15 provides scenario (𝑝 > 𝑝 𝑗 ) in which 𝐷 (𝑝) > 0.
Therefore, if 𝑝 𝑗 < 100 − 𝑞, there will be an interval for 𝑝 (that is,
]𝑝 𝑗 , 100 − 𝑞]) for the competition in which it will be better (energy-
wise) to use the machine with the n-root behavior rather than the
linear one for the same 𝑝 .

This conclusion could be useful for virtualization scheduling
scenarios. As previously detailed, when deciding the network topol-
ogy for the instantiation of NS, the agent responsible for selecting
the machine could use the W(𝑝) models to assess which machine
would receive the user’s process in question. Alongside perfor-
mance metrics, the agent would be able to balance performance
and energy consumption (with the model) to achieve the necessary
Quality of Service without hurting the environment as much.

Besides, such results could be used in more generalized virtual-
ization scenarios, such as pricing the utilization of cloud resources.
Instead of considering only the type of hardware that is being used,
cloud companies could also assess how much energy the user’s
processes are consuming. In this case, enterprises could more ac-
curately evaluate how many resources are being consumed by the
user, which would lead to a value that would represent the usage
better than only considering hardware.

9 Considerations & Future work
In the resource competition context, we evaluated the state of the
art. We learned that the relationship between energy consumption
and CPU usage at the process level was not yet consolidated. Thus,
we applied an empirical method that, given its results and analysis,
successfully establishes a functionW(𝑝) to represent the energy
consumed by a process.

The conducted experiments showed that the profile of a process’
energy consumption as a function of the CPU used by the compet-
ing processes is dependent on the CPU’s number of virtual cores.
When there are 4 threads, that relationship is linear. For 6 cores, a
transition between linear and n-root is seen. Then, when 8 threads
are available, the behavior seen is of an n-root. Our experiments
suggest that, for a higher number of threads, the n-root behavior
remains.

In this study, we observe that a lower number of cores means
a linear relationship between energy consumption and competi-
tion CPU usage, meaning the rate of energy consumption growth
matches the rate of CPU usage growth. However, a higher number

2025-12-17 18:03. Page 9 of 1–11.

47



D
ra
ft
–
PL
EA
SE

D
O
NO
T
D
IS
TR
IB
UT
E

Un
pu
bli
she
d w

ork
ing

dra
ft.

No
t fo
r d
istr
ibu
tio
n.

1045

1046

1047

1048

1049

1050

1051

1052

1053

1054

1055

1056

1057

1058

1059

1060

1061

1062

1063

1064

1065

1066

1067

1068

1069

1070

1071

1072

1073

1074

1075

1076

1077

1078

1079

1080

1081

1082

1083

1084

1085

1086

1087

1088

1089

1090

1091

1092

1093

1094

1095

1096

1097

1098

1099

1100

1101

1102

Conference acronym ’XX, June 03–05, 2018, Woodstock, NYEduardo Gomes Campos, Rafaela Sousa de Alencar Lacerda, Adnei Willian Donatti, Joberto S. B. Martins, Charles C. Miers, and Tereza C. M. B. Carvalho

1103

1104

1105

1106

1107

1108

1109

1110

1111

1112

1113

1114

1115

1116

1117

1118

1119

1120

1121

1122

1123

1124

1125

1126

1127

1128

1129

1130

1131

1132

1133

1134

1135

1136

1137

1138

1139

1140

1141

1142

1143

1144

1145

1146

1147

1148

1149

1150

1151

1152

1153

1154

1155

1156

1157

1158

1159

1160

of cores leads to a n-root behavior for that relationship. This means
that at low levels of CPU usage, energy consumption grows at a
higher rate, whereas at high levels of CPU usage, energy consump-
tion grows at a lower rate. This leads to the conclusion that, when
the competition is at low CPU usage, it is less energy-consuming
to run a process on a machine with fewer cores. On the other hand,
when the competition is at high CPU usage, it consumes less energy
to run a process on a machine with more cores. These results sig-
nificantly impact resource allocation and pricing in cloud services,
as competition should be a factor considered when allocating new
resources to minimize energy consumption and when charging
users.

In future work, we aim to extend our analysis to machines with a
higher number of CPU threads to further validate the n-root behav-
ior observed. Additionally, extending our research to include VMs
would be highly beneficial. By measuring and modeling the energy
consumption profile of a process as a function of the competition it
faces within VMs, we could uncover new insights that enhance our
understanding of resource management, or pricing, in virtualized
environments.
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Abstract
The rapid growth of Internet of Things (IoT) deployments has sig-
nificantly expanded the attack surface of cyber–physical systems,
making them increasingly vulnerable to phishing attacks that ex-
ploit compromised or impersonated devices. Detecting such attacks
is particularly challenging due to sparse, noisy, and heterogeneous
behavioural data, as well as the ability of adversaries to mimic le-
gitimate device activity. Existing detection approaches often rely
on static features, isolated device analysis, or short-term observa-
tions, limiting their effectiveness against stealthy and slow-evolving
phishing behaviour. In this paper, we propose PHIOT, a behaviour-
based phishing detection framework tailored for IoT environments.
PHIOT models multivariate sensor data as temporal sequences
and learns latent representations of normal behaviour using an
LSTM-based autoencoder trained exclusively on benign activity.
Rather than relying on reconstruction error, anomaly detection
is performed directly in the latent space by measuring the Maha-
lanobis distance to the distribution of normal embeddings, enabling
the identification of subtle behavioural deviations. To address data
sparsity and improve generalization, we introduce a targeted data
augmentation strategy that generates diverse yet semantically con-
sistent normal behaviour sequences.We evaluate PHIOT in an unsu-
pervised anomaly detection setting, training exclusively on benign
smart home behaviour and identifying phishing actors as devia-
tions from normal activity. Experimental results demonstrate that
combining latent-space modeling with Mahalanobis-based anomaly
scoring significantly improves detection performance, achieving
perfect specificity and high precision while detecting over half of
phishing sequences. Moreover, PHIOT successfully identifies phish-
ing actors performing atypical and previously unseen activities,
highlighting its robustness and generalization capability. These
findings suggest that PHIOT provides a promising direction for
detecting stealthy phishing attacks in dynamic and sparse IoT envi-
ronments.

CCS Concepts
• Security and privacy→ Artificial immune systems.

Keywords
IoT Security, Phishing Detection, Spatio-Temporal Modeling, Anom-
aly Detection

1 Introduction
The rise of the Internet of Things (IoT) has led to a transformative
shift in the way digital systems interact with the physical world.
From smart healthcare devices and industrial automation to in-
telligent homes and critical infrastructure, IoT ecosystems have
become integral to modern society. According to recent projec-
tions, the number of connected IoT devices is expected to exceed
30 billion by 2030 [1]. While this growth unlocks unprecedented
convenience and efficiency, it also opens up new attack surfaces
for cyber adversaries.

Among the most concerning threats in this space are phishing
attacks [6, 8], which aim to deceive users or devices into reveal-
ing sensitive credentials or executing unauthorized actions. Unlike
traditional phishing in web or email contexts, IoT-based phishing
often exploits low-powered devices with limited interfaces, gaining
access through forged identities or compromised credentials. Once
an IoT device is infiltrated, attackers can impersonate it, issue ma-
licious commands, and even spread laterally within the network
leading to disruptions, data breaches, or physical damage in safety-
critical systems [2, 9].

Detecting such attacks in IoT networks is non-trivial. Compro-
mised devices often behave similarly to legitimate ones, exhibiting
normal communication patterns to avoid detection. The decen-
tralized and heterogeneous nature of IoT systems, combined with
intermittent activity of the device due to power saving or event-
based communication, results in sparse and noisy behavioural data.
This makes it extremely difficult to distinguish phishing-induced
behaviour from genuine operations. Traditional detection strategies
that focus only on the behaviour of a single device are often insuf-
ficient, especially when attackers deliberately hide within normal
communication patterns to avoid detection.

Although numerous approaches leverage machine learning and
deep learning for phishing detection [3–5, 10], they have not consid-
ered the sequential structure and temporal dependencies that char-
acterize the behaviour of IoT devices. Yet, this temporal dimension
is critical, as phishing activity often unfolds gradually over time and
may only become apparent when analyzing behavioural evolution
across multiple time windows. Further, due to the high similarity
between phishing and non-phishing behaviours especially when
adversaries imitate benign devices most models struggle to learn
discriminative patterns.

To overcome these challenges, this work proposes PHIOT, a
behavior-based phishing detection framework specifically designed
for IoT environments. PHIOT leverages an LSTM-based autoen-
coder trained exclusively on benign sequences to learn compact
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latent representations of normal device behaviour. Instead of re-
lying on reconstruction error, anomaly detection is performed in
the latent space using Mahalanobis distance, enabling the identifi-
cation of subtle deviations that are indicative of phishing activity.
To address the scarcity of labeled phishing examples and improve
generalization, PHIOT incorporates a targeted data augmentation
strategy, generating diverse but semantically consistent normal be-
haviour sequences. This combination allows zero-shot detection of
phishing sequences, including those performing previously unseen
or atypical activities.

This dual focus on latent-space modeling and augmented tem-
poral sequences enables PHIOT to capture both subtle and long-
term deviations in device behaviour, improving robustness against
stealthy and evolving phishing attacks.
Our main contributions are summarized as follows:

• This paper introduces PHIOT, a novel behavior-based phish-
ing detection framework that performs anomaly detection
directly in the latent space using Mahalanobis distance
rather than traditional reconstruction error metrics. To
the best of our knowledge, this is the first study to ap-
ply Mahalanobis-based latent space analysis for detecting
phishing attacks in smart home IoT environments, effec-
tively addressing the challenge of detecting subtle behav-
ioral deviations that may not produce large reconstruction
errors.

• Unlike prior literature, PHIOT addresses the challenge of
data sparsity and limited labeled samples through a com-
prehensive data augmentation strategy combining jitter,
scaling, time warp, magnitude warp, and window slice tech-
niques, generating over 200 diverse sequences per activity
while preserving temporal and multivariate structure.

• We demonstrate PHIOT’s capability for zero-shot phish-
ing detection by training exclusively on normal household
activities and successfully identifying previously unseen
phishing sequences, including those performing atypical
activities such as praying that were never observed during
training.

• Extensive experiments on a real-world smart home dataset
demonstrate that PHIOT achieves superior detection per-
formance, with the combination of data augmentation and
hyperparameter tuning resulting in perfect precision (1.000)
and specificity (1.000), while achieving a recall of 0.522 and
F1-score of 0.686, significantly outperforming classical one-
class baselines applied to the same latent representations.

2 PHIOT: Proposed Framework
This section describes the methodological framework developed to
detect phishing behaviour in smart environments using temporal
modelling of multivariate sensor streams. The proposed approach,
named PHIOT, leverages an LSTM based autoencoder trained ex-
clusively on normal household activities and performs anomaly
detection by measuring the Mahalanobis distance between latent
representations. Figure 1 showcases the overall architecture of the
neural network used for this method.

2.1 Problem Statement
Sensor data collected from smart home environments take the form
of multivariate time series. For each activity occurrence, the system
records a sequence

x1:𝑇 = (x1, . . . , x𝑇 ),
where each x𝑡 ∈ R𝑑 contains the 𝑑 sensor readings at time 𝑡 . These
sequences capture the temporal dynamics of interactions between
occupants and devices. Since labelled phishing events are rare, the
problem is cast as unsupervised anomaly detection.

The goal is to learn a representation of normal behaviour and
then determine whether a new sequence deviates from this learned
distribution. Instead of relying on reconstruction error, PHIOT
performs anomaly detection directly in the latent space of the au-
toencoder. Let z ∈ R𝑘 denote the latent vector produced by the
encoder for sequence x1:𝑇 . We compute its Mahalanobis distance
to the distribution of latent vectors extracted from normal training
data:

𝐷𝑀 (z) =
√︁
(z − 𝝁)⊤Σ−1 (z − 𝝁),

where 𝝁 and Σ are the empirical mean and covariance of normal
latent representations. A sequence is classified as anomalous if

𝐷𝑀 (z) > 𝜏,
where 𝜏 is a threshold selected using the three sigma rule applied
to the distribution of Mahalanobis distances observed on normal
data. This formulation allows the detection of subtle behavioural
deviations even when they do not produce large reconstruction
errors.

2.2 Architecture Overview
PHIOT is protocol-agnostic, as it relies exclusively on physical-layer
sensor data rather than network traffic or IoT protocol messages.

Figure 1 illustrates the end-to-end architecture of PHIOT’s LSTM-
based autoencoder used for temporal behaviour modelling. The
model follows an encoder–decoder paradigm designed to capture
sequential dependencies in multivariate sensor data while learning
a compact latent representation of normal behaviour.

The input layer receives a fixed-length multivariate time series
x1:𝑇 ∈ R𝑇×𝑑 , where each time step corresponds to the synchro-
nized readings of multiple smart home sensors. These sequences
are processed by the LSTM encoder, composed of stacked LSTM
layers that iteratively model temporal dependencies and long-range
correlations across sensor streams. The recurrent structure allows
the encoder to retain contextual information over extended time
horizons, which is essential for distinguishing subtle behavioural
deviations from normal activity patterns.

The final hidden state of the encoder is passed through a fully
connected layer that projects the temporal representation into a
lower-dimensional latent space. This latent vector serves as a com-
pact embedding summarizing the entire activity sequence. Unlike
reconstruction-error-based approaches, PHIOT leverages this latent
representation directly for anomaly detection, as it provides a more
discriminative and noise-robust characterization of behaviour.

The LSTM decoder mirrors the encoder structure and recon-
structs the original input sequence from the latent embedding.
A fully connected layer first maps the latent vector back to the
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decoder’s hidden dimensionality, after which stacked LSTM lay-
ers generate the reconstructed sequence x̂1:𝑇 . The reconstruction
objective encourages the latent space to preserve temporal and
multivariate structure while compressing redundant information.

Training is performed exclusively on benign activity sequences,
ensuring that the learned latent distribution represents normal be-
haviour only. During inference, phishing sequences are encoded
into the same latent space and evaluated using a Mahalanobis
distance-based anomaly score. This design decouples representation
learning from anomaly scoring, enabling PHIOT to detect phishing
actors whose behaviour deviates from normal patterns even when
reconstruction error remains low.

The architecture shown in Figure 1 enables PHIOT to jointly
capture temporal dynamics, multivariate correlations, and distribu-
tional properties of benign behaviour, forming the foundation for
robust zero-shot phishing detection in sparse and heterogeneous
IoT environments.

Overall, this model assumes that phishing actors may perform
seemingly legitimate or unusual activities to evade rule-based or se-
mantic detectors; therefore, PHIOT focuses on detecting behavioral
inconsistency rather than predefined malicious actions.

2.3 Proposed Approach
The PHIOT pipeline consists of four stages: data preprocessing, se-
quence construction, training of an LSTM autoencoder, and anom-
aly scoring in latent space.

Data preprocessing. Normal activities are loaded from more
than two hundred CSV files generated through synthetic augmen-
tation. All sequences associated with invalid or undefined activity
identifiers are removed. For each activity occurrence, rows are
grouped under a unique id (ActGroupID), and non-feature columns
such as timestamps and metadata are discarded. The resulting fea-
ture matrices are converted into tensors of shape (𝑇,𝑑), where
𝑇 varies across activities. Sequences are then truncated or zero-
padded to a fixed length of 300 time steps to ensure uniformity.
Normalisation is performed using the mean and standard deviation
computed exclusively from the training split of normal data; the
same parameters are reused for validation and phishing samples.

LSTM autoencoder. PHIOT adopts an autoencoder (see Figure
1) composed of a unidirectional LSTM encoder and LSTM decoder.
The encoder processes the sequence using

(h𝑡 , c𝑡 ) = LSTM(x𝑡 ;𝜃 ),
and the final hidden state h𝑇 is projected through a fully connected
layer to produce the latent vector z. The decoder receives z, trans-
forms it back to the hidden dimensionality, and reconstructs the full
sequence through a second LSTM followed by a linear projection
layer.

The model is trained on normal activity sequences using mean
squared reconstruction loss:

L =
𝑇∑︁
𝑡=1

∥x𝑡 − x̂𝑡 ∥22,

with the Adam optimiser, learning rate scheduling, and early stop-
ping based on validation loss. Training uses mini-batches of size
128 over a maximum of 100 epochs.

Each model input is a multivariate time series corresponding to a
single activity execution, spanning from its start to end time and ag-
gregating synchronized readings from all available environmental
sensors.

Latent-space modelling. After training, the encoder is applied
to all normal sequences. The latent vectors from both the training
and validation sets are concatenated to define the normal latent
distribution. Let {z(𝑖 ) }𝑁𝑖=1 denote the set of latent vectors extracted
from normal data. The empirical mean and covariance are computed
as

𝝁 =
1
𝑁

𝑁∑︁
𝑖=1

z(𝑖 ) , Σ = Cov(z(1) , . . . , z(𝑁 ) ) .

After training on benign activity sequences, the latent represen-
tations are assumed to follow a multivariate Gaussian distribution
characterized by an empirical mean and covariance matrix. For any
new activity sequence, its latent embedding is evaluated using the
Mahalanobis distance. If this distance exceeds a threshold derived
from the three-sigma rule, the sequence is flagged as anomalous
and considered a potential threat.

Mahalanobis-based anomaly detection. For each new se-
quence, PHIOT extracts its latent vector and computes its Maha-
lanobis distance to the normal latent distribution. A threshold 𝜏 is
set using the three sigma rule on the normal Mahalanobis scores:

𝜏 = E[𝐷𝑀 ] + 3 Std[𝐷𝑀 ] .
Sequences whose distance exceeds the threshold are flagged as
anomalous. This approach captures anomalies that preserve low
reconstruction error but occupy regions of latent space that are
improbable under the normal distribution.

PHIOT does not attempt to semantically label activities as ma-
licious or benign based on their type (e.g., walking, praying, or
entering a room). Instead, it models normal behavior dynamics
and detects potential threats through statistical deviations from
learned benign patterns. This design choice enables zero-shot detec-
tion of phishing behaviors that may deliberately mimic legitimate
activities.

3 Experiments
This section presents the experimental setup used to evaluate PHIOT,
including data preparation, training procedure, anomaly scoring,
baseline comparisons, and evaluationmethodology. All experiments
were performed using PyTorch on a single GPU.

3.1 Dataset and Preprocessing
Experiments rely on the publicly availableDataset for Cyber–Physical
Anomaly Detection in Smart Homes [7]. This dataset provides multi-
variate time series recorded from a variety of smart home sensors,
capturing daily activities of multiple occupants in controlled envi-
ronments. The data includes both normal activities and annotated
anomalous events, allowing the evaluation of unsupervised anom-
aly detection methods. In particular, the phishing-like sequences
used for testing emulate malicious behaviours such as unauthorized
device interactions or command injections.

Normal behaviour sequences were obtained from the original
recordings, complemented by a synthetic augmentation procedure
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Figure 1: End-to-end architecture of the LSTM autoencoder for behaviour modelling.

that increases diversity and reduces the risk of overfitting. Each ac-
tivity instance is associated with a unique identifier (ActGroupID),
which allows all sensor readings corresponding to a single exe-
cution to be grouped into one temporal sequence. Non-numerical
information such as timestamps, identifiers, or categorical metadata
is removed, keeping only the raw sensor values. Since the duration
of activities varies, sequences are padded or truncated to a fixed
temporal length to ensure uniform input dimensionality.

Table 1 illustrates raw sensor data corresponding to two ex-
ecutions of the activity Entering the home. Each execution spans
approximately 4 seconds, with timestamped readings collected from
multiple sensors. All rows sharing the same ActID belong to the
same activity type, while distinct ActGroupID values differentiate
separate executions. For clarity, only a subset of variables (temper-
ature and humidity) from the five sensors is shown; other sensor
variables are omitted. The vertical ellipsis indicates that additional
activities occurred between the two executions but are not displayed
here. The resulting dataset is divided into:

• a training set containing only normal activity sequences;
• a validation set also composed solely of normal sequences,

used for monitoring training progress;
• a phishing set used exclusively for testing, containing no

overlap with training data, effectively evaluating PHIOT in
a zero-shot detection scenario.

Normalization parameters (mean and standard deviation) are
computed exclusively from the training set and subsequently ap-
plied to all other splits to prevent information leakage.

3.2 Data Augmentation
To increase the diversity of normal behaviour sequences and im-
prove the robustness of PHIOT, we applied a targeted data aug-
mentation procedure to the original dataset [7]. This approach

generates additional sequences from each activity while preserving
the underlying temporal and multivariate structure of the sensor
data.

Data augmentation is employed to expand the manifold of ob-
served benign behaviors by generating realistic temporal variations,
thereby reducing the likelihood that rare but benign activities are
mistakenly detected as anomalies.

The augmentation pipeline operates on sequences grouped by
activity (ActID, e.g., Entering the home) and by activity execution
(ActGroupID). An ActGroupID corresponds to a single execution
of an activity, where all sensor readings between the activity’s
start and end timestamps share the same identifier. For each activ-
ity, the pipeline generates over 200 augmented sequences. Several
complementary techniques are applied to each base sequence:

• Jitter: Gaussian noise is added to each sensor channel,
scaled by the channel’s standard deviation, to simulate small
measurement variations.

• Scaling: Sensor readings are multiplied by random factors
drawn from a normal distribution around 1, introducing
variations in signal amplitude.

• Time Warp: Sequences are stretched or compressed along
the temporal axis to simulate variations in activity speed.

• MagnitudeWarp: Smooth, nonlinear curves are applied to
the sequence to vary the amplitude over time, introducing
realistic temporal fluctuations.

• Window Slice: Sequences are cropped or interpolated to a
uniform length, ensuring consistent input dimensions for
model training while also generating partial observations.

During augmentation, multiple techniques are applied randomly
to each sequence, producing diverse variations that retain the se-
mantic integrity of the original activity. The resulting augmented
dataset increases the effective size of the training set, providing the

53



D
ra
ft
–
PL
EA
SE

D
O
NO
T
D
IS
TR
IB
UT
E

PHIOT: A Spatio-Temporal Behaviour Modeling Framework for Phishing Detection in IoT Networks

Timestamp Temperature1 Humidity1 · · · Temperature5 Humidity5 ActGroupID ActID
2022-10-20 14:52:07 25.53 26.06 · · · 21.48 23.90 4 1.0
2022-10-20 14:52:08 25.46 26.09 · · · 21.49 23.85 4 1.0
2022-10-20 14:52:09 25.42 26.14 · · · 21.53 23.79 4 1.0
2022-10-20 14:52:10 25.42 26.12 · · · 21.40 23.93 4 1.0

...

2022-10-21 16:27:42 23.48 26.57 · · · 21.33 23.89 5 1.0
2022-10-21 16:27:43 23.56 26.64 · · · 21.40 23.85 5 1.0
2022-10-21 16:27:44 23.75 26.13 · · · 21.39 23.86 5 1.0
2022-10-21 16:27:45 23.75 26.17 · · · 21.34 23.89 5 1.0

Table 1: Example of raw multivariate sensor data corresponding to two executions of the activity Entering the home. The table
shows a subset of variables (e.g., temperature and humidity) from five sensors for illustration. Each row is a timestamped sensor
snapshot. Distinct ActGroupID values denote different activity executions, with intermediate activities omitted for clarity.

LSTM autoencoder with a richer set of normal behaviours. This
process is critical for improving PHIOT’s ability to distinguish sub-
tle anomalies and to detect phishing sequences, including those
performing previously unseen or atypical activities.

The augmented sequences were saved in the same format as
the original dataset, ensuring compatibility with the existing pre-
processing and model training pipeline. The augmented data was
exclusively used for training and validation, while phishing se-
quences remained unseen until evaluation, enabling a zero-shot
assessment of PHIOT’s anomaly detection capabilities.

3.3 Training Procedure
The PHIOT model is trained as an LSTM-based autoencoder using
only normal behaviour sequences. The training objective is the
reconstruction of the input sequence, and optimization is performed
using a standard gradient-based technique.

Model hyperparameters were selected via grid search on a vali-
dation set containing only benign activity sequences. The search
space included LSTM hidden size, latent dimension, dropout rate,
learning rate, batch size, sequence length, and padding strategy.

Sequence length and padding strategy were treated as critical
hyperparameters due to the large variability in activity durations,
as improper temporal alignment can significantly degrade repre-
sentation quality in recurrent models.

To ensure stable learning, several regularization and training-
control mechanisms are employed:

• Early stopping prevents overfitting by terminating train-
ing when the validation loss stops improving.

• A learning rate scheduling strategy gradually lowers
the step size when progress plateaus, allowing the model
to refine its representation during later stages of training.

• Mini-batch training stabilizes gradients over long se-
quences.

• A lightweight form of dropout within the LSTM layers en-
courages robustness and reduces co-adaptation of recurrent
units.

After training, only the encoder is used for generating latent
representations required for anomaly scoring.

3.4 Latent-Space Anomaly Scoring with
Mahalanobis Distance

Although the autoencoder is trained using reconstruction loss,
anomaly detection in PHIOT relies exclusively on the latent rep-
resentations produced by the encoder. The distribution of normal
embeddings is modeled using their empirical mean and covariance,
enabling Mahalanobis-based anomaly scoring. This method allows
PHIOT to detect subtle deviations that may not lead to large recon-
struction errors, effectively leveraging both the expressive power
of autoencoders and the statistical properties of the latent space.

The use of Mahalanobis distance is particularly effective in
sparse and heterogeneous IoT environments, where traditional
reconstruction-based thresholds may fail to distinguish normal
variability from truly anomalous behaviour. Moreover, our results
demonstrate that this approach allows zero-shot detection of phishing-
like sequences not seen during training, highlighting the general-
ization capacity of PHIOT.

3.5 Baselines
To contextualize the performance of PHIOT, we compare its anom-
aly detection ability to two classical one-class baselines applied
directly to the same encoder-generated embeddings:

• Isolation Forest, which identifies anomalies based on tree-
based partitioning depth;

• One-Class SVM with a radial basis function kernel, which
learns a boundary enclosing normal embeddings.

Applying these methods to PHIOT’s latent representations en-
sures that comparisons isolate the anomaly scoring strategy rather
than the feature extraction process.

3.6 Evaluation Metrics
Evaluation is performed on all sequences from the augmented
dataset. Since the model was trained exclusively on normal se-
quences, reported metrics for normal (negative) behavior reflect
in-distribution performance and may overestimate generalization.
Phishing sequences (positive) were not seen during training and
are used solely to assess the model’s ability to detect previously
unseen anomalies. Metrics include:
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• Precision and Recall to quantify false alarm rate and de-
tection sensitivity;

• F1-score to capture the balance between precision and
recall;

• Accuracy and Specificity for overall classification behaviour;
• ROC-AUC and PR-AUC to evaluate separability indepen-

dent of threshold choice.

Score distributions and confusion matrices are analyzed to ex-
amine the separation of normal and phishing sequences, providing
a transparent view of PHIOT’s discriminative capacity.

4 Results
PHIOT demonstrates strong potential for detecting anomalous
activity sequences in smart home environments, particularly in
challenging zero-shot scenarios where phishing sequences were
never observed during training. Figure 2 reports the performance
of each experimental configuration using standard anomaly detec-
tion metrics. Accuracy and specificity quantify the model’s ability
to correctly identify normal behavior, while precision, recall, and
F1-score are computed with respect to the phishing (anomalous)
class. Bold values indicate the best performance achieved for each
metric across all configurations. This comparison highlights the
trade-off between maintaining low false-positive rates on normal
traffic and effectively detecting phishing sequences.

Data augmentation proves to be a key factor in improving detec-
tion performance. By applying the techniques described in Section 2,
augmented sequences increase the diversity of normal behaviours
available for training, allowing the model to better distinguish sub-
tle deviations associated with phishing activity. This is reflected
in the improved recall from 0.217 (non-augmented) to 0.420 (aug-
mented). While augmentation initially reduces precision (0.937 to
0.408) due to a higher number of false positives, hyper-parameter
tuning on the augmented dataset restores precision and specificity
to perfect values while improving recall to 0.522, resulting in an F1-
score of 0.686. These results highlight that combining augmentation
with careful model tuning is essential to achieve robust detection
in sparse and heterogeneous IoT environments.

Figure 2 shows the Mahalanobis distance of each sequence from
the learned normal latent distribution. Distances below the dashed
red three-sigma threshold correspond to sequences that are consid-
ered normal, while sequences whose distance exceeds this threshold
are flagged as anomalous. The green shaded region highlights the
range of distances regarded as normal variability under the learned
distribution. Sequences appearing above the threshold represent
deviations that are statistically unlikely under normal behavior, and
are therefore identified as potential phishing activity.

The figure demonstrates that normal sequences predominantly
lie below the threshold, while phishing sequences are concentrated
above it. This separation in latent space highlights the effective-
ness of combining LSTM-based representation learning with Ma-
halanobis distance for detecting subtle anomalies.

The confusion matrix in Figure 3 complements this visualization,
showing that all 2,613 normal sequences are correctly classified
(perfect specificity and precision), while 36 out of 69 phishing se-
quences are correctly identified. The moderate recall indicates that

some phishing sequences remain challenging, but the use of la-
tent embeddings with Mahalanobis scoring substantially improves
detection compared to naive reconstruction-error approaches.

Figure 3: Confusionmatrix for the experiment corresponding
to using PHIOT, trained on the augmented dataset.

Analysis of individual sequences provides further insight. For
instance, PHIOT successfully detected phishing actors performing
atypical activities, such as praying, which were not observed during
training. This zero-shot detection capability demonstrates that the
framework generalizes well to previously unseen behaviours and
can flag potential security breaches even when malicious actors
mimic normal activity in novel ways.

Importantly, experimental results demonstrate that PHIOT adopts
a conservative detection strategy. While recall remains moderate,
precision and specificity reach 100% in the best configuration, indi-
cating that benign behaviors—including rare or atypical ones—are
not falsely classified as phishing. This behavior is desirable in safety-
critical smart environments where false positives can be disruptive.

Taken together, the results indicate that the combination of
LSTM-based latent representations, Mahalanobis-based anomaly
scoring, and targeted data augmentation provides a robust and
promising approach for detecting subtle, stealthy, or previously
unseen anomalies in smart environments.

5 Conclusion
This paper presented PHIOT, a latent space-based framework for
detecting phishing attacks in IoT environments using LSTM autoen-
coders and Mahalanobis distance anomaly scoring. By modeling
temporal dependencies in multivariate sensor data and performing
detection in latent space rather than relying on reconstruction error,
PHIOT effectively identifies subtle behavioral deviations indicative
of phishing activity. While the specific sensor modalities depend
on the dataset, the proposed methodology—temporal encoding via
LSTM autoencoders followed by latent-space anomaly detection—is
general and can be reproduced on other smart environment datasets
with aligned sensor streams. As with all anomaly detection systems,
it is not possible to guarantee coverage of all conceivable normal
behaviors during training. User behavior in smart environments is
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Experiment Accuracy Precision Recall Specificity F1-score
Augmented + Isolation Forest 96.4% 0.037 0.014 0.990 0.021
Augmented + One-Class SVM 87.8% 0.492 0.472 0.900 0.477
Non-augmented + PHIOT (1) 91.6% 0.937 0.217 0.998 0.352
Augmented + PHIOT (2) 98.7% 1.000 0.522 1.000 0.686

Table 2: Performance comparison across experimental configurations and baselines.

Figure 2: Mahalanobis distances of all sequences with respect to the normal latent distribution.

inherently diverse and may evolve over time. However, our targeted
data augmentation strategy successfully addressed the challenge of
limited training data by generating over 200 diverse sequences per
activity while preserving semantic integrity. Experimental results
demonstrated that combining augmentation with careful hyperpa-
rameter tuning achieved an F1-score of 0.686 with perfect precision
and specificity. Notably, PHIOT successfully detected phishing ac-
tors performing previously unseen activities in zero-shot scenarios,
validating its generalization capability. Future work will focus on
four key directions: (1) incorporating spatial dependencies through
graph neural networks to model device interactions and detect coor-
dinated attacks, (2) developing adaptive threshold mechanisms for
evolving behavior patterns in long-term deployments, (3) creating
lightweight variants suitable for resource-constrained edge devices
to enable real-time on-device detection, and (4) incorporating cyber-
level interactions such as network traffic alongside physical sensor
data for improved robustness and resilience against sophisticated
phishing attacks. Additionally, evaluating PHIOT across diverse IoT
environments beyond smart homes, including industrial control
systems and healthcare settings will assess its broader applicability
and scalability for securing heterogeneous cyber-physical systems.
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Figure 1: Cargo box loading equipment for an autonomous vehicle

Abstract
This article is devoted to operation process and hardware of box
delivery system, that operating by using of autonomous vehicles
network. It is considered questions of the operation process in
the autonomous vehicles network and questions of cargo boxes
downloading and uploading technics. Special attention is paid to
loading hardware of autonomous vehicle
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1 Introduction
Box delivery services is important part of city infrastructure, that
is used as by businesses also by households. Millions people work
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in this field on over the world. This service is provided by as big
international companies also by local delivery operators.

Automation of this service allow to reduce human labor using
and free big amount of people from heavy and unqualified duties.
This article describes one of ways of the delivery service automa-
tion, that is based on using of autonomous vehicles. Presented here
autonomous delivery system is potentially able to provide trans-
portation of a cargo box between two geographical points without
any human activity.

2 State of art
Present time box delivery services are provided as by specialized
companies also by organizations, that performs other duties, but has
own transportation departments. Big transnational corporations,
with high capitalization [1] are operating in box delivery business,
so this area has enough financial resources for automation.

2.1 Autonomous vehicles for box delivery
Last years autonomous vehicles technologies have came to state,
when autonomous vehicles are ready for using on common roads
[4]. Box delivery application for autonomous vehicles are also con-
sidered present time [7],[2]. However it is mainly considered using
of specialized vehicles (figure 2). There is no technology, that would
use ordinary vehicles for autonomous box delivery.

2.2 Existing cranes and manipulators
For using ordinary vehicles in box delivery tasks it is necessary to
have some method for loading boxes to vehicle. It is possible to use
specific wheeled drones for it (as shown on figure 2) or it is possible
to use existing manipulators (figure 3). Here it is not considered
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Figure 2: Existing solution for box delivery

using some drones for loading of autonomous vehicle, because it is
searching for simple and inexpensive solution.

Main problem of existing manipulators is necessity to provide
two quality simultaneously. From one hand, the manipulator should
be able to lift and carry enough weight, from other hand, the ma-
nipulator should be able to high precision positioning to lock the
cargo box. Power and high precision mechanics usually are ex-
pensive. More over, this complicated mechanics should be tolerant
to high vibration in time of transportation on non-ideal roads. So
loading system is one of biggest problems for origination of totally
autonomous box delivery system.

Figure 3: Existing manipulators for cars

3 Structure of the autonomous delivery system
Any autonomous box delivery system has to parts, physical and
virtual. The first one is majority of devises and installations, that is
used for transportation of an object from one geographical point
to another, the second one is majority of data flows, that provides
correct operation of the physical part.

The virtual part of the delivery system is a data transfer pro-
cess. Where participants of the process start physical processes,
using data from the virtual part. In the delivery process participate
following agents:

• Delivery customer
• Deliveryman
• Cargo box

• Cargo vehicle
• Delivery process software

Interactions of the agents are presented at the diagram on figure 4

Figure 4: Box delivery process

Virtual part of the box delivery process is realized as some soft-
ware. It might be a messenger or a blockchain, but anyway it con-
sists from:

• Lager of delivery customer identities (presented as private
keys)

• Lager of deliveryman identities (presented as private keys)
• Lager of cargo box identities (presented as pairs of identifiers:
permanent and temporary)

• Geo-location service
• Text and image message chart with recording

The virtual part provides communication between customer
and deliveryman, authentication for all of participants, as for sub-
jects (customer and deliveryman) also for objects (cargo box and
autonomous vehicle). Also it provides global path planing for all
autonomous vehicles. It is important to point, that delivery process
subjects might be as humans also bots, and in last case delivery
process is autonomous on all stages.

Physical part of the delivery system consists from cargo boxes
and autonomous vehicles. The cargo boxes contain payload. Au-
tonomous vehicles perform downloading, transportation and up-
loading of the cargo boxes. Majority autonomous cargo vehicles
are joined to a single autonomous delivery system, that maintain
own delivery process for each cargo box, but with single plating of
all operations.

4 Delivery process
The delivery process is a sequence of physical actions, that result
is removing a cargo box from a source to a destination point. All
elements of the delivery system are involved in the delivery process.

Physical part of the delivery process additionally includes some
external elements, that are not parts of the delivery system. They
are source and destination points for loading of the cargo box and
roads, that are used by the autonomous vehicle for the cargo box
transportation.
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The delivery process might be presented as sequence of stages.
On each stage participants of virtual part of the delivery process
starts some physical action.

Main stages of the delivery process are described below.
• A delivery customer initiates a cargo box delivery process.
To initiate the process, the delivery customer identity must
be associated to at least one cargo box identity. The cus-
tomer points a delivery time, a s delivery processource and
a destination addresses and a cargo box identifier (or several
identifiers, if it is necessary to deliver several boxes).

• A deliveryman first checks association of the cargo box with
the customer and next accepts the delivery order.

• The customer sends to the deliveryman a photo of the cargo
box on the source place and a photo of the destination place,
that points a destination position for the cargo box.

• At the pointed time of the delivery a cargo vehicle sends
message to access the source place. When the cargo vehicle
comes to the source place, it send photo of the cargo box to
the deliveryman, the deliveryman compare the photo from
the customer and the photo from the vehicle. Each photo
should contain QR code with permanent identifier of the
cargo box, that was declared by the customer. If the photos
corresponds one to another, the vehicle is allowed to begin
loading process.

• When the cargo vehicle comes to the destination place, it
also sends message to access the place. After coming to the
destination place, the cargo vehicle also sends the destination
place photo to the deliveryman, that compares the photowith
the photo from the customer. If the place is recognized and
unloading is possible in the place, the cargo vehicle unloads
the cargo box to the place. After success unloading the cargo
vehicle sends message to the customer. If unloading in the
destination point is impossible, the cargo vehicle returns to
the source place and unload the box there and sends message
about unsuccess delivery.

5 Cargo box loading system
To provide mass usage of autonomous delivery system, it compo-
nents should be cheap and wide used now. Autonomous driving
technology potentially allows to use usual cars as autonomous
cargo vehicles. If the usual car will be equipped by loading system,
it will be able to perform functionality of autonomous cargo box
delivery unit.

The loading system provides lifting and moving the cargo box
inside luggage compartment of a car.

5.1 Technologies of the loading system
Technologies, that is used in the loading system, should be wide
used in other fields, so to perform loading of the box it is used three
existing technologies:

• Composite crane booms
• Blocks and wires
• Winches

5.1.1 Composite crane booms. Crane booms are used to provide
pivot point in lifting process, so in operation time it should be solid

construction. However, solid constructions are not convenient in
using. So modern cranes have composite booms, that consists from
several solid sections, joined by sheaves [6]. Industrial robotic arms,
that also lift some objects, have relative constructions [3]. Such
crane booms or robotic arms might be easily folded because of its
parts are joined by sheaves. This technology allow to make crane
boom, that will be folded inside luggage compartment of a car.

5.1.2 Blocks and wires. Blocks and wires used together allows redi-
rect tension forces and move objects, connected by wires. Lifting
systems with wires and blocks are wide used in marine and con-
struction fields. Relating technology is named rigging [5]. Cargo
box downloading task is low weight rigging task. So, for this task,
it possible to use cheap high extended polyamide wires and cheap
plastic blocks.

5.1.3 Winches. Winches are used in the same fields as blocks and
wires. Thewinch consists from drumwith turnedwire and electrical
motor, that rotate the drum. The winches are primary sources of
tension force for cranes. Usually it is used winches with single
drum. However in the cargo box loading system it is necessary to
use specific winches with two drums and single motor, that might
be joined to each drum via individual clutch.

5.2 Elements of the loading system
Designed by presented rules, loading system may be realized dif-
ferent ways, but all of the realizations will have the same main
elements:

• Crane boom
• Box lock
• Cargo box

5.2.1 Crane boom. The crane boom is used to provide pivot point
for lifting cargo box from a ground. At the time of loading an end
of the crane boom is shifted outside the luggage comportment. At
the time of car movement all part of the crane boom are inside
the luggage comportment. The crane boom should be realized as
several solid pivots, that is joined one to each other and with car
by wires.

5.2.2 Box lock. A cargo box joining to a crane boom by a box lock,
that is connected to the crane boom by wires. The box lock is me-
chanical device that is able to join the standard cargo box. The lock
geometry corresponds to geometry of the standard cargo box. The
lock provides fixation of the cargo box during loading procedures,
the lock releases the box on transportation point inside car or on
ground at destination point. The box lock is provided by 4 MEMS
sensors (magnetometer + accelerometer), that are placed to corners
of the box lock quadrat. This sensors are used for high precision
positioning of the lock to the cargo box. The box lock might be
realized as quadrat solid frame also as quadrat from tensioned wires
with blocks.

5.2.3 Cargo box. A cargo box is a box with standard size, that is us-
ing for placing payload inside. The cargo box is provided by special
handles, for locking by crane boom. Also the cargo box is provided
by two pairs of permanent magnets for precision positioning of the
box lock. The pairs of magnets are situated on the opposite crones
of the box. One pair of the magnets are positive, another pair is
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negative. At the sides of the cargo box QR codes are printed. The
QR codes contains information about ID of the cargo box.

5.3 Realization of the loading system
In this realization, it is used tall cargo box, that is lifted by handles
in bottom part (the cargo box is marked by purple color on figure
5). Vertical stability in the lifting process is provided by additional
wires in top part of the box. The lifted cargo box is moved inside
luggage compartment by special winches, that do not participate
in lifting process.

Cargo box lock consists from wires ans blocks only. High pre-
cision winches, that provides joining to cargo box, are set inside
luggage compartment. To the lock is added by special wires for
rotation of the frame.

Also in this realization, the crane boom contains many blocks
and wires, but no one motor, so it is easy folded and unfolded.

Figure 5: Realization of the loading system

6 Positioning algorithm for the cargo box
loading system

In the presented loading system it exists only one process, that
requires high precision positioning by means sensors data. The
process is positioning of bars of the cargo box lock. In this procedure
the cargo box is placed on unknown place over the crane boom and
is placed with unknown angle. In all other processes position of
the cargo box is known.

The positioning process is performed using magnetic sensors
data (figure 6).

Figure 6: Field of permanent magnets on top of the cargo box

It is used 4 magnetometers on the ends of two bars, that will
be joined to the cargo box. When the bars is not lifted down the
magnetometers are used for cargo box corners search. When the
bars are lifted down the magnetometers are used for detection of
the cargo box bottom.

The positioning process starts as transverse moving (figure 7,
left side).

Figure 7: Searching for cargo box first corner - movement of
the frame

When this process output some increasing of magnetic field,
transverse moving is replaced by longitudinal moving in coordi-
nates of the magnetic field local maximum. In the result of longitudi-
nal moving it is found maximum of magnetic field, that corresponds
to one of the cargo box corners. So one of corners of the frame
corresponds to one of the cargo box corners.

Next frame begins horizontal rotation relative to the found cargo
box corner (figure 7, right side). When all of corners of the frame
and of the box are corresponds, the frame stops rotation.

Next bars begin lifting down, until it will be detected magnetic
fiend of magnets, that are installed to the bottom of the cargo box.
On this place are handles for bars joining (figure 6, left side).

7 Outcomes
It is presented conception of cargo box delivery system. In the con-
ception it is overworked cargo box loading system, as key process
of the transportation technology.

Presented variant of realization is able to download and upload
cargo boxes with height, that is close to luggage compartment
height. This is close to optimum of luggage compartment space
using. Final variant of realization is not optimal by number of
winches. Most part of winches might be replaced by wire breaks
and clutches with electrical motors.
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Abstract
Vehicle-to-everything (V2X) communication is a key use case driv-
ing 5G and 6G networks. However, the rigidity of traditional radio
access networks creates significant barriers to new proposals and
innovation. The vision of open radio access networks (Open RAN),
proposed by the O-RAN Alliance, offers opportunities to leverage
intelligent, real-time control of V2X communication. Yet, integra-
tion between V2X and O-RAN remains a work in progress. This
paper presents initial steps toward ITS@OpenRAN, an architecture
designed to integrate 5G-V2X communication into Open RAN. The
proposal includes xApps that use information about vehicles con-
nected to the 5G base station (gNB) and apply the required quality
of service for V2X communication. In this approach, RSU function-
alities are incorporated as a service within the gNB, specifically in
the Distributed Unit (DU).

CCS Concepts
• Networks → Network services; Network architectures.

Keywords
Intelligent Transportation System, Open RAN, O-RAN, Vehicle-to-
everything, V2X, ITS

1 Introduction
In a society where information and communication technologies
are increasingly prevalent, transportation systems are undergoing
significant transformation. Intelligent Transportation Systems (ITS)
use sensing, analysis, control, and communication technologies in
ground transportation to improve safety, mobility, and efficiency [3].
Data from sensors such as video cameras, inductive circuits, and
radars are collected to monitor traffic conditions. This data is pro-
cessed to identify patterns, predict congestion, and detect incidents.
Based on this analysis, control can be exercised, making it possible
to change traffic lights or set variable speed limits, for example.
Communication is also a key component in the implementation of
intelligent transportation systems.

Vehicle-to-Everything (V2X) communications allow a vehicle to
interact with other vehicles and elements or actors in its vicinity,
such as road infrastructure – including the road itself and its sig-
nage – pedestrians, cyclists, and more [6]. Typical V2X applications
involve message exchanges defined by the Intelligent Transport Sys-
tems (ITS) standards from ETSI: Cooperative Awareness Messages
(CAMs), Collective Perception Messages (CPMs), and Decentralized

Environmental Notification Messages (DENMs) [12]. A CAM [4] is
a standardized message that enables vehicles to share their current
status, such as position, speed, and direction, with each other and
with entities near the road. These messages are sent periodically
to maintain a consistent and shared understanding of the traffic
environment beyond the range of a single vehicle’s sensors, increas-
ing safety and supporting applications such as collision prevention.
CPM messages, as defined by standards such as ETSI EN 103 562,
share information about the environment and allow other vehicles
or infrastructure connected to the V2X network to extend their own
environmental models and improve situational awareness beyond
what their own sensors can detect. DENM [5] is a standardized
service that enables connected vehicles to send and receive mes-
sages about hazardous road conditions or events, such as accidents,
roadworks, or obstacles.

A key component in V2X communication is the Roadside Unit
(RSU), a fixed device installed along roads that acts as a central com-
munication hub between vehicles and road infrastructure. RSUs
are equipped with wireless communication technologies, such as
Dedicated Short-Range Communications (DSRC) and cellular V2X
(C-V2X), to connect with nearby vehicles that have compatible com-
munication devices. RSUs often process and analyze data collected
from various sources, including sensors embedded in the roadway,
traffic cameras, and other infrastructure components. This informa-
tion can be used to manage traffic flow, enhance road safety, and
provide real-time updates to drivers.

Dedicated Short-Range Communications (DSRC) and cellular
V2X (C-V2X) are the two main V2X communication strategies [8].
DSRC is supported by the IEEE 802.11p standard, while C-V2X is
promoted by the Long Term Evolution (LTE) and New Radio (5G
NR) standards. In the context of 5G NR technology, 5G-V2X builds
on previous 3GPP efforts to enable vehicular communications and
receives particular attention from the intelligent transportation
systems community due to its potential to provide high speed and
low latency for critical safety services such as collision avoidance,
while also enabling advanced infotainment and coordination for
smoother traffic flow. It leverages technologies like Sidelink (direct
communication) for a fully connected mobility ecosystem. However,
5G-V2X presents a complex set of challenges, mainly due to its
constantly changing temporal and spatial dynamics.

Traditional Radio Access Networks (RANs) face challenges in
achieving the flexibility needed to optimize advanced control mech-
anisms and improve performance metrics to meet the diverse and
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demanding requirements of the 5G-V2X environment [9]. Addi-
tionally, RANs are predominantly composed of monolithic units
supplied by a limited number of vendors and are viewed by op-
erators as black boxes. This results in high implementation and
maintenance costs, limits innovation, and restricts the entry of new
players into the market [10].

To address the limitations of traditional RANs, the Open Radio
Access Network (O-RAN) and its implementation by the O-RAN
Alliance aim to promote virtualized RANs, where disaggregated
components are connected through open interfaces and optimized
by intelligent controllers. This creates a new paradigm for RAN
design [10]. The O-RAN vision enables components from different
vendors to interoperate, fostering innovation, flexibility, and cost
reduction. In the 5G-V2X context, O-RAN capabilities can support
advanced use cases, as its core paradigms provide an ideal frame-
work for orchestrating vehicular communication [2]. However, as
noted by Linsalata et al. [8, 7], research on the potential synergies
between O-RAN and V2X remains unexplored. In other words, how
to integrate V2X and O-RAN and fully leverage O-RAN in the ITS
and V2X world – whether for CAM or CPM exchange, in DENM
service, or in the RSU itself – remains a path to be paved.

This paper presents initial steps toward ITS@OpenRAN, an ar-
chitecture to integrate 5G-V2X communication into O-RAN through
the development of intelligent software applications (called V2X
xApps) that leverage the wealth of information related to vehicles
connected to the 5G base station (gNB). These software applica-
tions are responsible for performing network functionalities, such
as slicing and applying necessary quality of service requirements
in V2X communication. In this proposal, the RSU functionalities
will be incorporated as a service in gNB.

The remainder of this article is organized as follows. Section 2
provides a brief overview of the O-RAN architecture and related
work. Section 3 describes our proposed architecture, and Section 4
presents the conclusion.

2 O-RAN Architecture Overview
This section briefly introduces the O-RAN architecture and its main
components, and presents recent efforts to integrate O-RAN with
V2X.

The O-RAN Alliance, established in 2018, aims to implement
disaggregated, virtualized, software-based components connected
through open, well-defined interfaces that are interoperable across
different vendors over 3GPP LTE and NR RANs. As shown in Fig-
ure 1, the O-RAN Alliance separates base station functions into
a Central Unit (CU), Distributed Unit (DU), and Radio Unit (RU).
O-RAN also connects these units to intelligent controllers via open
interfaces that transmit RAN telemetry and enable the deployment
of control actions and policies. Two Intelligent RAN Controllers
(RICs) manage and control the network on near-real-time (10 mil-
liseconds to 1 second) and non-real-time (more than 1 second)
timescales [10]. The logical division of O-RAN allows different
functionalities to be deployed in various locations on the network
and on different hardware platforms. For example, CUs can be vir-
tualized on white box servers at the network edge, while RUs are
generally implemented on specialized hardware and deployed close
to RF antennas.

Figure 1: O-RAN Architecture adapted from [10].

Figure 1 also shows the Near-real time RIC (Near-RT-RIC) and
the Non-real time RIC (Non-RT-RIC). The near-RT RIC is deployed
at the network edge and operates control loops with a periodicity
between 10 ms and 1 s, interacting with DUs and CUs in the RAN.
It includes multiple applications that support custom logic, called
xApps, as well as the services required to execute them. An xApp
is a microservice used to manage radio resources through specific
service interfaces and models. It receives data from the RAN and,
if necessary, computes and sends control actions back. Non-RT
RIC is a component of the Service Management and Orchestration
(SMO) framework and complements Near-RT RIC for intelligent
RAN operation and optimization on a timescale greater than 1
second. Non-RT RIC provides guidance, enrichment information,
andmachine learningmodelmanagement to Near-RT RIC via rApps,
the software applications hosted in Non-RT RIC. Furthermore, Non-
RT RIC can influence SMO operations, allowing it to indirectly
govern all O-RAN architecture components connected to SMO by
making decisions and applying policies that affect thousands of
devices.

O-RAN also provides open interfaces that connect different com-
ponents of its architecture, as shown in Figure 1. Among these
interfaces, the E2 interface connects the NearRT-RIC to the RAN
nodes. The A1 interface links the RIC controllers, and the O1 in-
terface connects all other RAN components for management and
orchestration of network functions. The F1 interface connects the
CU to the DU.

2.1 Related Work
Recent work has explored the potential of O-RAN in V2X [8, 7, 9,
11], as described next.

Linsalata et al. [8] discuss integration strategies and highlight
the challenges and opportunities of leveraging O-RAN to enable
real-time V2X control. One strategy proposes that communication
with the RIC from the base station, where the O-RAN elements are
located, should also be possible from the RSUs. Specifically, they
argue that an E2 termination can be included in RSUs to enable
their dynamic control and access to the extensive information re-
lated to autonomous and connected vehicles that they provide. E2
messages can therefore be multiplexed with other communications
in the RSU control plane. The authors also identify research av-
enues in resource allocation, beam selection and management, and
mitigating signal jamming through retransmission and multi-hop
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mechanisms, for example, by utilizing nearby connected vehicles
and the RSU.

The same authors in [7] propose a novel architecture that es-
tablishes a low-frequency O-RAN-based control plane to ensure
reliable and efficient multi-hop connectivity between connected
autonomous vehicles over millimeter waves. They also examine
and test the technological feasibility of this integrated architec-
ture and expand the existing network simulator 3 (ns-3) modules,
resulting in a simulation framework for experimenting with the
O-RAN-enabled V2X system.

Mobi-O-RAN [9] is an architecture that integrates V2X and O-
RAN by introducing a joint resource admission and provisioning
control structure adapted to O-RAN environments. The authors
propose a reinforcement learning model with constraints to dynam-
ically balance user admissions and allocate resources to admitted
users. Simulation results show substantial performance gains com-
pared to traditional methods.

Rehman et al. [11] argue that, unlike traditional RANs, the dis-
aggregated architecture and RIC of O-RAN allow for real-time
adaptation to the challenges of non-line-of-sight communication
(NLOS), a problem still unresolved in many existing V2X systems.
Therefore, they propose an adaptive relay framework that lever-
ages near real-time RIC to dynamically enhance V2X reliability
through dynamic relay selection and interference-aware resource
coordination.

3 Proposed Architecture
According to 3GPP Technical Specification 23.287 [1], an RSU is not
an architectural entity but an implementation option. The specifica-
tion illustrates this by collocating V2X application logic or a server
with certain 3GPP system entities, as shown in Figures 2 and 3.
Figure 2 shows a UE-type RSU, which combines a UE with V2X
application logic. PC5 refers to the direct communication interface
(sidelink). Figure 3 shows a gNB-type RSU, where the RSU consists
of a gNB and a V2X Application Server. The Uu interface is the air
interface connecting the UE to the gNB.

Figure 2: RSU includes a UE and the V2X application [1].

We propose implementing RSU functionalities in both the UE
and the gNB to make RSU information accessible to the O-RAN
intelligent controllers. By standard, a base station (the gNB for
5G-V2X) is equipped with E2 terminations to enable data collection
and control. However, to allow communication between the RAN
controllers and a stationary UE, an extension to the E2 interface
would be necessary, as noted by Linsalata et al. [8]. Another issue
is that the E2 interface does not support mobility.

Figure 3: RSU includes a gNB and an V2X Server [1].

Another important issue is O-RAN’s support for ITS. To achieve
this, it is necessary to implement support for CAM and CPM mes-
sages as defined in the ETSI TS 102 and 103 standards, along with
the ETSI TS 122 and 302 family of standards, which define the con-
text of V2X over 5G, and DENM to allow connected vehicles to send
and receive messages about hazardous road conditions or events,
such as accidents, roadworks, or obstacles.

Based on the extensive information provided by the RSU, a set
of specialized xApps and rApps, called V2X xApps and V2X rApps,
can interpret and act on data received directly from ITS elements,
such as network slicing. Network slicing efficiently divides the
physical network into slices and naturally facilitates various V2X
use cases [9]. The xApp manages slices for V2X communication
according to the different data traffic present in the urban environ-
ment and its own performance, security, and latency requirements.
Different QoS requirements are applied to each slice to support and
prioritize CAM and CPM message traffic, meeting the necessary
latency, transfer rate, and packet loss metrics. In this context, an
xApp can receive data on vehicle position and mobility, as well
as channel status and interference profile. The xApp is further en-
riched with information from the base station to allow dynamic
control and leverage the wealth of information related to connected
vehicles.

Figure 4: Proposed ITS@Open-RAN Architecture

Figure 4 shows a high-level overview of the proposed architec-
ture, which builds on the previously described Open-RAN architec-
ture. In the lower layer, base stations (gNBs) provide connectivity to
endpoints – vehicles, pedestrians, and other elements of intelligent
transportation systems – that connect to the 5G infrastructure. The
RSU, a service to be implemented in this proposal, is integrated
with the gNB as a service in the DU. The DU connects to a Cen-
tral Unit (CU). RSUs, DUs, and CUs are connected to the Near-RT
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RAN controller via the E2 interface. The controller includes a V2X
xAPP responsible for implementing network slicing and quality
of service functionalities for the UEs connected to the respective
DU. The colored arrows in the figure represent different types of
traffic, each corresponding to a network slice. The V2X xApp for
the O-RAN and 5G-V2X context inherits the benefits of the O-RAN
architecture and enables integration with solutions from various
automotive vendors, thanks to open interfaces and a preference
for open software and hardware. This approach also encourages
innovation and accelerates the time to market for new network
services for intelligent transportation systems.

The proposed architecture, which integrates ITS and O-RAN,
aims to address use cases such as the following. At a busy urban
intersection, traffic control units, connected traffic lights, and vehi-
cles equipped with V2X communication are present. A small car
(vehicle A) approaches the intersection but is hidden behind a large
delivery truck (vehicle B) in front of it. A pedestrian is crossing
the street at a crosswalk but is not visible to vehicle A because the
truck blocks its view. An RSU with a 5G antenna monitors the area
using sensors (e.g., cameras, LiDAR) and is connected to the V2X
network. The goal is to prevent the hidden vehicle A from crossing
the crosswalk when its view is obstructed by the truck. To achieve
this, CAM and CPM messages will be used and must be transmitted
within strict time limits to avoid the scenario shown in Figure 51
through the implemented V2X xApps, where the car crosses the
crosswalk and/or stops too late.

Figure 5: Scenario ITS and O-RAN.

4 Conclusion
The integration of O-RAN and 5G-V2X provides a flexible, scalable,
and cost-effective solution, but several challenges remain. Bringing
V2X to Open-RAN, along with introducing and improving new
concepts and mechanisms, will significantly expand the application
scope of V2X solutions and accelerate progress toward Intelligent
Transportation Systems. Conversely, solutions proposed for Open-
RAN gain traction when considering the technical specifications
that govern V2X communication, such as those defined for CAM
and CPM messages, as well as issues specific to the automotive do-
main, including mobility and security of connected vehicles. In our
1Image created with the help of AI tools.

proposal, the RSU is implemented in one of the O-RAN elements,
providing specialized xApps with valuable environmental informa-
tion. Next steps include simulating, implementing, and validating
the proposed architecture using simulators.
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Figure 1: TEASER - Dynamic and Customized Map-based Data-centric approach for a Specialized Tourism and Cultural Heritage
Digital Twins

ABSTRACT
Tourism is an essential and growing economic activity worldwide,
bringing benefits such as job creation, revenue generation, and tax
revenue, and driving economic prosperity. Tourism activity may
also have negative impacts on cities, such as over-tourism and pres-
sure on housing and real estate, which are increasingly recognized
as problems communities must address. Cultural heritage is an
essential asset of cities and countries that must be preserved. Cul-
tural heritage, as an asset, is commonly explored through tourism
activities and may have negative impacts, including physical degra-
dation, commodification, and loss of authenticity, among others.
Tourism and cultural heritage management are common elements
of smart city digital transformation strategies, in which the well-
being of citizens and the maintenance of public assets are among
the goals. A digital twin is a data-driven virtual representation of
a physical object, system, or environment. It typically integrates
real-time data and computational models to simulate, monitor, ana-
lyze, and predict the behavior and performance of the represented
entity. However, although digital twin technology has been widely
adopted in manufacturing, Industry 4.0, and urban planning for
smart cities, there remains a gap in specialized digital twins for
tourism and cultural heritage management. This paper proposes
a QGIS-based, data-centric approach to digital twin frameworks

∗All authors contributed equally to this research.

that supports the management, development, and deployment of
tourism and cultural heritage services and applications in smart
cities. The data-centric approach is embedded in a specialized dig-
ital twin focusing on the Salvador Historic Center - Pelourinho,
a highly important cultural asset and tourism spot for the city of
Salvador. Currently, Pelourinho faces a persistent challenge in sus-
taining tourism flux while safeguarding its cultural and heritage
assets. Preliminary results indicate that the data-centric approach
adopted by Pelourinho’s DT facilitates data visualization, integrates
data silos, and adequately supports management, enabling man-
agers to address heritage preservation and conservation issues,
control over-tourism, and implement urban resilience and climate
adaptation measures.

CCS CONCEPTS
• Computer systems organization → Embedded and cyber-
physical systems; • Computing methodologies → Modeling
and simulation.

KEYWORDS
Tourism, Cultural Heritage, Digital Twin, Digital Maps, QGIS, Data-
Centric, Smart City, Digital Transformation.
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1 INTRODUCTION
Tourism is an important economic activity with a huge impact on
economies around theworld (Council, 2025). As discussed in (Santos
et al., 2025), 1.4 billion international tourist arrivals were recorded
in 2024, generating 10.9 trillion dollars in economic activity, an
amount equivalent to 10% of the Global GDP (Gross Domestic
Product). In addition, tourism activity created jobs for 357 million
people, equivalent to 10.6% of the global workforce (Council, 2025).

Tourism global indicators suggest that tourism activity is increas-
ing and is commonly associated with impacts on cultural heritage
and the well-being of inhabitants (Santos-Júnior et al., 2020).

Cultural heritage preservation is a fundamental aspect of cities,
including new smart cities, and digital transformation management
strategies (Martins et al., 2024). In this context, Digital Twins (DTs)
can be used for tourism management and to support the preserva-
tion of cultural heritage and historic sites in general (e.g., Serbouti
et al., 2025; Dang et al., 2023; Akyol and Avci, 2025). In summary,
digital twins customized for cultural heritage create virtual replicas
of historic sites that support in situ management and preservation
initiatives.

The Historic Center of Salvador, Brazil, also known as Pelour-
inho (Figure 2), is recognized as a UNESCO World Heritage Site.
It faces significant challenges related to planning, climate change
adaptation, optimization, and the facilitation of tourist flux, as well
as urban heat islands. These issues are exacerbated by the lack
of management of tourism flux, the scarcity of green spaces, the
high density of buildings, and inadequate land use, which compro-
mise not only the environment but also the region’s historical and
cultural heritage.

Artificial intelligence (AI) is another important component ex-
plored in current approaches for tourism management and cul-
tural heritage AI for tourism management. AI support requires
a data-rich setup, in which the quantity and quality of the data
are paramount for providing effective AI-based solutions (ERCIM,
2025; Sánchez-Martín et al., 2025; Almeida et al., 2025).

The research gap in the scenario with DTs being used to manage
tourism and cultural heritage is therefore threefold:

• There is a gap of solutions based on digital twins (DTs)
that consider tourism, cultural heritage, and social issues
concomitantly;

• Digital twins for cultural heritage are mostly focused on
simple digitization and visualization tools, and lack incor-
porating data-rich models; and

• There is a gap for digital twins (DTs) that embed artificial
intelligence tools to address smart city multi-faceted issues
(and related datasets), such as tourism, social well-being,
and cultural heritage.

As such, the main research question addressed in this paper is
as follows:

• Is it possible to integrate a data-rich strategy into a spe-
cialized digital twin framework that holistically deals with
tourism and cultural heritage urban issues?

The research gap in this scenario is how to incorporate sev-
eral data-rich datasets from different domains and support new
strategies using DT technology for urban development and smart
cities.

This paper’s objective is to propose a data-rich strategy inte-
grated into a specialized QGIS-based digital twin to support inte-
grated tourism and cultural heritage management actions in the
Pelourinho Historic Center.

The paper addresses the following contributions:
• Develop a data-centric approach for a new type of special-

ized digital twin;
• Integrate IoT sensors and predictive analytics with artificial

intelligence to address the impact of tourism and climate
change on the preservation of the historical heritage of
Pelourinho; and

• Develop a specialized DT enabling real-time site monitor-
ing, scenario simulations, and predictive maintenance, of-
fering a replicable, data-centric approach to tourism and
heritage preservation.

The paper innovates by adopting QGIS maps georeferencing
and providing the necessary flexibility to incorporate, on demand,
dynamic data with various structural elements such as Internet of
Things (IoT) sensors, heritage, historic, and social data related to
the real-world scenario of historical centers, while capturing and
exporting dynamic data for these elements. Practical examples of
incorporated structural components include cameras, on-the-fly
people and tourism flux, vehicle flux, temperature and humidity
sensors, cultural and historic data elements, among others.

This paper is organized as follows: the introduction section 1
presents tourism and cultural heritage preservation using DT tech-
nology. Section 2 introduces the digital twins in the context of
tourism and cultural heritage. Section 3 presents the data-centric

Figure 2: Salvador Historic Center (Pelourinho) (Source: Bace-
lar, 2025).
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approach used by the digital twin, followed by a use case on tourism
flux and a discussion on its embedding within the digital twin ar-
chitecture. Finally, Section 4 concludes the discussion with final
considerations on the DT data-rich approach and future work.

2 DIGITAL TWINS FOR TOURISM AND
CULTURAL HERITAGE PRESERVATION IN
SMART CITIES

The smart city strategy is an "umbrella" trend that considers vari-
ous pillars for urban development, such as mobility, infrastructure,
security, health, and energy, to mention some (Shao and Min, 2025;
Farid et al., 2021). Smart city strategies aim to promote the well-
being of city inhabitants while simultaneously optimizing urban
management and services.

Technology and data form the core of smart city project develop-
ment. The Internet of Things (IoT), artificial intelligence, and digital
twins, to name a few, are fundamental technologies of smart city
development across nearly all areas, including tourism and cultural
heritage preservation (Menaguale, 2023).

2.1 Digital Twins
A digital twin is a digital representation of a physical asset, process,
or system that accurately replicates its data, behavior, and interac-
tion with other assets. DTs enable real-time monitoring, situation
simulation, and data analysis, providing valuable insights into the
performance and behavior of the modeled counterparts (Mazzetto,
2024; Afif Supianto et al., 2024).

Digital Twins emerge as a promising tool for urban development.
They allow virtual modeling of the urban environment and enable
real-time data analysis to support tailored strategies and policies
for smart, sustainable, and resilient cities (Afif Supianto et al., 2024).

Digital twins for tourism and cultural heritage preservation are
a current trend (Almeida et al., 2025). A specialized digital twin
for tourism and cultural heritage that handles dynamic data and
integrates data across different applications is shown in Figure 1.
One fundamental aspect of this proposal is the data-rich approach,
which is pivotal for tourism and cultural heritage and relies heavily
on artificial intelligence.

2.2 Digital Twin for Tourism and Heritage
Preservation - The Pelourinho Historic
Center Issues

The Historic Center of Salvador is one of the most significant cul-
tural and architectural heritage sites in Brazil and was designated a
UNESCO World Heritage Site. Despite its historical, symbolic, and
economic significance, Pelourinho faces a set of persistent, inter-
related urban challenges that directly affect both tourism sustain-
ability and heritage preservation. These challenges are intensified
by the area’s complex spatial configuration, its high tourist appeal,
and the limitations of traditional urban management approaches.

One of the central issues concerns the lack of systematic manage-
ment of tourist flows. Tourism activities in Pelourinho are highly
concentrated in specific streets, squares, and time periods, leading
to spatial and temporal imbalances. The absence of continuous
monitoring mechanisms results in overcrowding during peak hours

and underutilization of other areas, increasing pressure on historic
buildings, public spaces, and urban infrastructure. This phenome-
non contributes to overtourism, reducing the quality of the visitor
experience and negatively impacting residents’ well-being.

Another critical problem concerns human density and conges-
tion in heritage-sensitive spaces. Excessive visitor concentrations
accelerate physical degradation processes, such as the wear of pave-
ments, facades, and public equipment, while also increasing risks
to safety, accessibility, and emergency response. The lack of real-
time data and predictive tools limits public authorities’ capacity to
anticipate and mitigate these effects.

Pelourinho also faces significant environmental challenges, par-
ticularly those related to urban heat and noise pollution. The high
density of built structures, limited vegetation coverage, and intense
pedestrian activity contribute to the formation of urban heat islands,
which affect thermal comfort for both residents and tourists. In par-
allel, cultural events, street performances, vehicular circulation
in surrounding areas, and large tourist crowds generate elevated
noise levels, compromising the acoustic comfort of humans and
animals and potentially affecting the structural integrity of historic
buildings over time.

In addition to these issues, data fragmentation and institutional
silos constitute structural limitations to integrated urban manage-
ment. Information on tourism, cultural heritage, environmental
monitoring, and urban infrastructure is typically dispersed across
multiple institutions and formats, hindering comprehensive analy-
sis and coordinated decision-making. This fragmentation restricts
the ability to establish correlations between tourism dynamics,
environmental conditions, and heritage conservation indicators.

Furthermore, Pelourinho is increasingly exposed to climate change-
related risks, including rising temperatures and more frequent ex-
treme weather events. These factors exacerbate existing vulnerabil-
ities of historic structures and public spaces, demanding adaptive
and resilient management strategies supported by data-driven tools.

Given this context, Pelourinho constitutes a complex urban en-
vironment in which tourism pressure, environmental stress, and
challenges of heritage preservation coexist and interact. Address-
ing these issues requires an integrated approach that combines
real-time monitoring, historical data, spatial analysis, and predic-
tive modeling. In this sense, a specialized Digital Twin emerges
as a suitable technological solution to support the analysis, simu-
lation, and management of tourist flows, environmental impacts,
and preservation strategies in the Historic Center. By centralizing
heterogeneous data and enabling dynamic representations of urban
processes, the Pelourinho Digital Twin aims to provide actionable
insights for sustainable tourism management and the long-term
preservation of cultural heritage.

3 DIGITAL TWINWITH DYNAMIC AND
CUSTOMIZED DATA-CENTRIC AND QGIS
MAP-BASED APPROACH

The QGIS-based data-centric approach of the digital twin of Pelour-
inho (Pelourinho’s DT) (Figure 3) provides several key features for
managers, urban developers, and urban planners within the context
of a smart city strategy. The supported key features are:
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Figure 3: Pelourinho’s DT Data-Centric Approach.

• The integration of heterogeneous and diverse data sources
from IoT physical and logical sensors, social data from insti-
tutions dealing with Pelourinho’s settlement, and historical
and cultural heritage data elements;

• Flexible data analytics processing with multiple artificial
intelligence tools and algorithms; and

• Use of georeferenced data to facilitate spatial-data corre-
lation and management visualization with dynamic and
flexible input parameters.

3.1 The Pelourinho’s DT Databases and
Data-Centric Approach

The main principle of the data-centric approach adopted in this
research is to shift from advanced data models toward improving
the quality and quantity of the data. One of the main arguments
for this approach comes from the fact that Pelourinho’s DT uses
artificial intelligence, and AI is moving to data-centric AI since the
algorithms need data with quantity and quality (Zha et al., 2025;
Siegl et al., 2016).

The Pelourinho’s DT data-centric requirements are as follows:
• Dynamically integrate time-series data acquired with the

help of various types of IoT sensors for distinct DT’s situa-
tional analysis;

• Support diverse and specific types of data necessary for
analyzing the situation of Pelourinho’s tourism, cultural
heritage, and climate change; and

• To georeference all data relative to the QGIS map to sup-
port real-location in Pelourinho’s in-site management and
impact analysis.

The Pelourinho’s database is composed of the following elements
(Figure 3):

• A geographic QGIS database;
• An IoT-based database of sensed parameters relevant for

Pelourinho’s tourism and climate change impact analysis;
• A heritage-related historical database and social data data-

base; and
• An application-defined database for supporting Pelourinho’s

DT customization for different smart city management
strategies and applications.

The geographic and georeferenced QGIS database stores all data
in accordance with QGIS map-processing requirements and opera-
tions.

The IoT-based database stores all physical and sensor parameters
associated with the services and applications supported by the DT,
including tourism and climate change applications. All data is time-
referenced to allow time-series analysis supported by the DT.

The application-specific database includes data parameters, knowl-
edge, and information concerning the custom application and ser-
vices supported by the DT.

QGIS does not explicitly support a dynamic, data-centric ap-
proach. As such, the Pelourinho’s DT employs a database-to-QGIS
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mapping approach, as illustrated in Figure 3. In summary, it works
as follows:

• The used database stores IoT and other types of data, al-
lowing a generic set of service-specific data processing and
data analysis by distinct AI algorithms;

• Data stored in the databases map to the layers’ structure
used by the QGIS maps; and

• The deployed database structure ensures item Time-series
mappings and relations.

3.1.1 Pelourinho’s DT Data-Centric Deployment. The deployment
of Pelourinho’s Digital Twin adopts a data-centric approach, in
which data serves as the architecture’s structuring element. At the
same time, applications and visualization mechanisms act as access
and analysis layers.

The database used in Pelourinho’s DT is the open-source Post-
greSQL with the PostGIS extension, which supports spatial data
storage and manipulation (Salunke and Ouda, 2024).

A PostgreSQL database was chosen due to QGIS’s support for
PostGIS, including spatial capabilities for 2D, 3D, and 4D, spatial re-
lationships, and spatial analytics. In addition, it is high-performance
with large datasets, ensuring the DT’s scalability for large-scale
application scenarios.

As illustrated in Figure 3, the overall data deployment is based
on a set of logically distinct yet integrated databases (IoT, cultural
heritage, social, and application-dependent data) that feed a Service-
Specific Data Processing and Analytics (SSDPA) module and, sub-
sequently, the QGIS-based integration and visualization layer.

The service-specific data processing and analytics (SSDPA) mod-
ule is part of the DT main architecture. Regarding data manipula-
tion, the SSDPA supports spatial SQL queries and database-defined
views.

The main characteristics of the data-centric deployment adopted
in the Pelourinho’s DT are as follows:

• A central spatial database stores different types of data;
• Service-specific pre-processing is performed directly on the

database using spatial SQL;
• QGIS acts as an integration and visualization layer; and
• The database tables and views reflect the QGIS layer struc-

ture used for georeferenced operations.

3.2 A Use Case: Pelourinho’s Tourism Flux
The use case diagram presented in this study formalizes a practical
application of the Pelourinho Digital Twin focused on the analysis
and management of tourist flux within the Historic Center of Sal-
vador. The diagram defines the main actors, the system boundaries,
and the interactions that enable the Digital Twin to operate as a
monitoring, analytical, and decision-support platform.

Three primary actors interact with the Pelourinho Digital Twin
System. The Urban Manager (Public Authority) represents munic-
ipal and heritage management institutions responsible for regu-
lating urban space, tourism activities, and preservation policies.
The Tourism Planner acts as a strategic user focused on organizing
events, designing tourist routes, and managing visitation patterns.
The Researcher/Analyst represents academic and technical users
who employ the Digital Twin to investigate spatial, temporal, and
environmental dynamics associated with tourism.

At the core of the diagram lies the Pelourinho Digital Twin Sys-
tem, which encapsulates the data-centric infrastructure, analytical
models, and visualization tools described in the architectural frame-
work. The central use case, Monitor Tourist Flow, constitutes the
system’s primary functionality. It enables stakeholders to visualize
and track the spatial and temporal distribution of tourists across
streets, squares, and points of interest, using dynamic maps and
indicators generated from integrated data sources.

This core functionality explicitly includes two subordinate use
cases: Estimate Tourist Density and Identify Congestion Hotspots.
The first relies on the fusion of heterogeneous data collected from
different sources, such as camera detections, passiveWiFi/Bluetooth
signals, and statistical estimates, to generate reliable density mea-
sures. The second use case builds on these estimates to detect areas
of excessive concentration, thereby supporting early identification
of overcrowding risks in heritage-sensitive spaces.

The use case Simulate Tourism Flow Scenarios extends the mon-
itoring process by enabling prospective analyses. Through scenario
simulation, stakeholders can evaluate “what-if” situations, such as
cultural events, changes in pedestrian routes, or seasonal variations
in visitation. This function highlights the predictive capacity of
the Digital Twin, distinguishing it from conventional monitoring
systems.

Another relevant use case, Assess Environmental Impacts, con-
nects tourist flow patterns with environmental variables, particu-
larly urban noise levels andmicroclimatic conditions. By correlating
human density with acoustic pressure and temperature, the Digital
Twin supports integrated assessments of comfort, sustainability,
and heritage preservation.

Finally, the use case Support Decision-Making aggregates the
outputs of monitoring, estimation, simulation, and environmental
assessment. It represents the ultimate purpose of the Digital Twin:
to provide structured, data-driven insights that inform urban gover-
nance, tourism planning, and preservation strategies. This use case
depends on the results of multiple analytical processes, reinforcing
the systemic and integrative nature of the proposed Digital Twin.

Overall, the use case diagram demonstrates how the Pelourinho
Digital Twin uses a data-centric approach to tourism management.
By clearly defining actors, system functions, and their relationships,
the diagram illustrates how heterogeneous data are transformed
into actionable knowledge, supporting both real-time management
and strategic planning in a complex historic urban environment.
The use case diagram can be identified below

.

3.3 The Data-Centric Approach embedded in
the Pelourinho’s DT Architecture

The Pelourinho’s digital twin architecture is illustrated in Figure
5. It is composed of five layers, applications, and components (de
Souza and Martins, 2025). The architecture’s layers are hierarchi-
cal and interact together to represent, monitor, and optimize the
physical environment. The physical layer represents the real world,
including physical assets (buildings, urban infrastructure, equip-
ment, vehicles, people, and social-related data, among others).

The proposed architecture for the Pelourinho Digital Twin was
developed from a systemic vision that integrates heterogeneous
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Figure 4: Case Diagram - Pelourinho’s DT Tourism Flux Service

Figure 5: Pelourinho’s Digital Twin Architecture Layers

data sources, a centralized processing core, and analytical mod-
els for simulating urban phenomena. The figure developed in the

research’s conceptual model illustrates this organization by present-
ing, in a hierarchical manner, the elements comprising the physical
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environment, the data flows, and the computational layers that
support the operation of the digital twin.

The architecture is structured in three main blocks. The first
layer corresponds to the real world, where sensors and devices dis-
tributed throughout the Historic Center capture essential variables
such as temperature, humidity, noise level, people flow, and mi-
croclimatic conditions. This data is complemented by institutional
digital sources, such as the urban registry; heritage inventories
from IPAC (Instituto do Patrimônio Artístico e Cultural da Bahia)1
and IPHAN (Instituto do Patrimônio Histórico e Artístico Nacional na
Bahia); and existing 2D/3D models, as well as external resources,
including satellite images, national meteorological data, and public
geospatial databases. This layer is characterized by the diversity of
formats, resolutions, and periodicities, which reinforces the need
for a robust integration mechanism.

The second layer represents precisely this mechanism: the Digi-
tal Twin Data Hub, which constitutes the core of the data-centric
strategy. Inspired by the logic presented in data-centric architec-
tures for heritage preservation, the Pelourinho Data Hub integrates
three essential components:

• The raw data zone, which directly receives sensor records,
camera detections, acoustic data, and pre-processed spatial features;

• The processing and harmonization pipeline, responsible for
noise removal, inconsistency correction, temporal synchronization,
georeferencing via QGIS base layers, and merging multiple sources,
especially for estimating population density;

• The structured repositories, composed of geographic databases,
time series databases, and application-specific datastores. This set
is the organizing element of the entire architecture, as it ensures
spatial, temporal, and semantic coherence to the data used by the
digital twin models.

The third layer comprises analytical models and the simula-
tion core, in which structured data are transformed into dynamic
representations of the territory. At this level, human flow, micro-
climate, and sound-propagation models operate, using the Data
Hub’s geospatial and temporal databases to generate maps, indi-
cators, forecasts, and simulated scenarios. This layer also includes
predictive analytics modules and continuous updating mechanisms,
ensuring that the digital twin reflects themost recent state of Pelour-
inho.

Finally, the top layer of visualization and applications provides
dynamic maps, dashboards, and interfaces that support urban mon-
itoring, cultural heritage management, and planned intervention
in public space.

This organization demonstrates that the data-centric strategy is
not an additional element, but the structural axis that articulates all
the components of the architecture. While the real world provides
diverse and fragmented data, and analytical models require con-
sistent databases to function, it is in the Data Hub that the critical
mediation between these two dimensions occurs.

The overall architecture is sustainable only because the data-
centric strategy ensures that data is received, structured, spatialized,
and integrated, enabling the digital twin to operate with precision,
continuous updates, and simulation capabilities. In summary, the

1IPAC and IPHAN are governmental institutions in Bahia and Brazil that lead Cultural
Heritage across the state and country.

presented proposal encompasses all the necessary elements: sensors,
institutional databases, processing, models, and applications, and
illustrates how data centralization is the fundamental component
that sustains the Pelourinho Digital Twin.

4 FINAL CONSIDERATIONS
Specialized digital twins are a trend in cultural heritage and tourism
management in smart cities and digital transformation contexts,
where over-tourism and the preservation of cultural heritage assets
must be planned and enforced.

A data-rich approach is a must for specialized digital twins. The
QGIS map-based data-centric approach developed for Pelourinho’s
DT enables the integration of heterogeneous data—spatial, tempo-
ral, and semantic—into a central repository, ensuring consistency,
scalability, and flexibility for diverse uses of the Digital Twin.

In the case of Salvador Historic Center (Pelourinho), the data-rich
approach embedded in the Pelourinho’s DT architecture facilitated
the management and decision-making processes of managers in-
volved in the tourism economy and in the preservation of cultural
heritage assets, activities that are typically distributed over diverse
institutions.

Future work includes developing a new set of services and appli-
cations for the Salvador Historic Center (Pelourinho) for tourism
and cultural heritage, and mitigating the impact of social and cul-
tural events in Pelourinho.

In the context of tourism, we have examples such as urban heat-
island modeling, climate-risk scenarios, real-time visitor flow moni-
toring, and dynamic route recommendation systems. In the context
of cultural heritage and monument preservation, we have examples
such as façade degradation forecasting based on heat stress, digital
inventory of heritage assets, simulation of restoration scenarios,
and green areas planning and deployment.
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The launch of GPT-3 by OpenAI in 2020 revolutionized the field of Natural Language Pro-
cessing (NLP) by introducing highly advanced generative AI models capable of performing
complex tasks. This breakthrough accelerated the global adoption of artificial intelligence
in various fields, including automation, customer support, and content creation.However, in
the healthcare sector, the use of generative models requires caution, as errors or "hallucinati-
ons"can have serious consequences. A promising approach to improving the safety and accuracy
of these tools is Retrieval-Augmented Generation (RAG), which enables the model to access
external information in real time, ensuring up-to-date content, solution customization, and
greater transparency—without the need for retraining—while significantly reducing the risk of
hallucinations.In this context, this study explores the application of RAG in the Giselle Saúde
project, an initiative funded by Embrapii/MCTI, which leverages generative AI to detect signs
of depression in the elderly.

1 Introduction

In 2020, OpenAI introduced the Generative Pre-Training Transformer 3 (GPT-3), marking a
major milestone in the field of Natural Language Processing (NLP) [3]. This model fundamen-
tally advanced the state of the art by exhibiting the capability to comprehend and execute a
wide range of linguistic tasks with minimal or no task-specific training data (few-shot and zero-
shot learning), thereby achieving performance comparable to, and in some cases surpassing,
that of the most advanced supervised artificial intelligence systems available at the time. [2]

Following this milestone, there was a rapid expansion in the adoption of generative artificial
intelligence across multiple sectors, driving the development of new tools, process automation,
and the enhancement of services. However, for large language models (LLMs) to operate ef-
fectively, the formulation of well-structured and contextually appropriate prompts is essential
[6]. This challenge becomes particularly critical in the healthcare domain, where errors or
hallucinations generated by conversational agents may lead to severe consequences. [8]
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Among the strategies proposed to improve the quality and reliability of LLM outputs,
Retrieval-Augmented Generation (RAG) stands out for four primary reasons: (1) it enables the
integration of external knowledge sources, allowing access to information not included in the
model’s original training data; (2) it facilitates system governance by enabling straightforward
addition, removal, or updating of content [7]; (3) it reduces operational costs by eliminating the
need for model retraining to achieve customization; and (4) it enhances transparency by suppor-
ting the traceability of information sources, thereby mitigating the occurrence of hallucinations
[1] [5].

In this context, this study proposes the adoption of the Retrieval-Augmented Generation
(RAG) technique as a prompt engineering strategy to mitigate hallucinations in large language
models (LLMs), within the scope of a research project funded by Embrapii/MCTI that employs
generative artificial intelligence for the detection of depressive symptoms in older adults.

2 Releated Work

The RAG2 approach aims to reduce the semantic gap between retrievers and artificial intelli-
gence models, as well as retrieval systems, arising from differences in their training objectives
and architectural designs [9]. This discrepancy leads LLMs to passively accept the documents
provided by retrievers, which may result in misunderstandings during the generation process.
To address this limitation, the authors propose RAG2 as an enhanced framework that direc-
tly incorporates retrieval-related information into the generation process. Specifically, RAG2
leverages fine-grained retriever features and employs an R2-Former to effectively capture such
information. In addition, a retrieval-aware prompting strategy is introduced to integrate these
signals into LLM generation. Notably, RAG2 is particularly well suited for low-resource scena-
rios, in which both the LLMs and the retrievers remain unchanged.

The work of Patrick Lewis [4] highlights his seminal contribution to the development of the
Retrieval-Augmented Generation (RAG) technique, which enhances the accuracy of artificial
intelligence models by enabling access to external textual sources, such as corporate documents
or news websites. This approach contributes to the mitigation of errors commonly referred
to as ‘hallucinations’ and facilitates access to up-to-date information. In recent years, major
technology companies, including Microsoft, Google, Amazon, and NVIDIA, have adopted this
technique. Currently serving as Director of Machine Learning at Cohere, Lewis has continued
to advance RAG methodologies by promoting mechanisms that ensure AI systems explicitly
cite their sources, thereby enabling human verification of generated information and fostering
comprehensive traceability of knowledge.

It is important to note that the RAG implementation adopted in the Giselle project relied
on documents previously curated by the healthcare team and was developed using the Python
programming language, in conjunction with the LangChain framework and the ChromaDB
vector database. This approach may be considered a traditional implementation, given that,
at the time of development, there was a limited availability of specialized frameworks for RAG-
based systems. However, it is worth highlighting that this RAG will be an important feature of
the Giselle health platform to mitigate hallucinations from LLM, working in conjunction with
a prompt developed by the health team.

2
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Figura 1: Flowchart of the RAG Development Process.

3 Proposed Methodology
The Giselle Saúde project adopts a methodological approach centered on the application of
generative artificial intelligence to support the identification and monitoring of depressive indi-
cators in older adults. The system is implemented as a conversational agent designed to conduct
empathetic and supportive dialogues, guided by a specialized prompt developed collaboratively
with healthcare professionals.

A central methodological challenge involves the continuous refinement of this prompt to
ensure response accuracy and to mitigate hallucinations produced by the large language mo-
del (LLM). To address this issue, the Retrieval-Augmented Generation (RAG) technique was
employed, integrating information retrieval mechanisms with natural language generation to
enhance the contextual relevance and factual consistency of model outputs.

The RAG pipeline was constructed using a curated corpus of domain-specific documents,
previously selected and validated by healthcare professionals. These documents were embedded
and indexed in a vector database, enabling semantic retrieval of relevant content in response to
user queries. The retrieved information was then incorporated into the prompt provided to the
LLM, allowing the generation process to be grounded in authoritative and up-to-date sources.

The development and implementation of the RAG-based system followed a multidiscipli-
nary methodology, involving close collaboration between healthcare experts and information
technology professionals. This collaborative process ensured both clinical relevance and techni-
cal robustness, supporting the deployment of a reliable and transparent AI-driven solution for
mental health support among older adults. Figure 1 shows the flowchart for this work.

3.1 Scope Definition
The work began with the definition of the scope of the documents to be retrieved from scientific
databases and official platforms related to the topic, which, in this study, focuses on the mental
health of older adults.

3.2 Document Search
After defining which documents were relevant for the construction of the database, the he-
althcare team conducted a systematic search across multiple data sources, including scientific
databases (articles, dissertations, and theses), academic journals, and official websites addres-
sing mental health, social well-being, and geriatric depression scales for older adults.
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Figura 2: Loading and Breaking Documents into Chunks.

3.3 Document Approval

Once the documents related to the topic were identified, the healthcare team performed a
rigorous selection process, retaining only the most relevant materials and discarding those
deemed less pertinent to the study objectives.

3.4 Structured Documents

The subsequent step involved incorporating each selected document into an unstructured da-
tabase, which would later be used in the RAG generation process.

3.5 RAG Algorithm Implementation

After assembling the unstructured dataset on older adults’ mental health—curated by the
healthcare team—the information technology team initiated the implementation of the RAG
system. Initially, the technological tools to be employed were defined, including the GPT-
3.5 Turbo API, the Python programming language, the ChromaDB vector database, and the
LangChain and Streamlit libraries.

At this stage, the algorithm loads all documents in PDF format and subsequently divides
them into smaller segments (chunks) to enable vectorization and storage in the database. Figure
2 illustrates the code segment responsible for this process, using a chunk-size of 1000 characters
and a chunk-overlap of 200 characters. This configuration ensures that each text segment
contains sufficient contextual continuity, allowing the model to maintain semantic coherence
during data processing.

4
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Figura 3: Document Persistence Function.

3.6 ChromaDB Vector Database

Figure 3 illustrates the persistence function, which defines the storage directory and the docu-
ment vector container (document splits = [ ]) used to receive the loaded documents, as well as
the configuration parameters of the ChromaDB vector database.

3.7 Retrieved Chunks

At this stage, the system makes the data available in numerical (vectorized) form for querying.
For each user query, the most relevant text chunks are retrieved based on semantic similarity
measures, enabling efficient and context-aware information retrieval.

3.8 Response Generation

In the final stage, the large language model (LLM) generates responses grounded in the infor-
mation retrieved in the previous step, producing outputs that are more accurate and contex-
tually informed. Figure 4 presents the main execution function (main), which imports the rag
function—responsible for implementing the preceding stages—as well as the Streamlit library,
used to provide a graphical interface for displaying user queries, generated responses, and the
associated contextual information.

5
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Figura 4: Main function - streamlit.

4 Results and Discussion

By leveraging the RAG approach, the Giselle Saúde system queries a specialized knowledge base
whenever a user question is received, generating grounded and context-aware responses. This
strategy eliminates the need for retraining the large language model (LLM), thereby making
the adaptation process more agile and efficient.

Figure 5 presents the architecture of the Giselle platform, updated to incorporate the RAG
approach, as described in the following steps:

4.1 Prompt Service

This microservice manages the specialized prompt employed by the conversational agent. It
interfaces with a dedicated database (DB) that stores prompt versions, dialogue rules, and
parameters defined by healthcare professionals. The outputs generated by this service can
be consolidated into reports, which are subsequently delivered to healthcare professionals to
support clinical monitoring and assessment.

4.2 Retrieval-Augmented Generation (RAG) Service

The RAG service enhances the quality and reliability of language model responses by retrieving
relevant information from a vector database (DB). By grounding the generation process in
domain-specific and curated knowledge sources, this service improves contextual relevance and
reduces the incidence of hallucinations. Similar to the Prompt Service, the RAG component
contributes to the generation of structured reports for healthcare professionals.

6
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Figura 5: Giselle’s microservices architecture

4.3 Agent / Data Services (DS) API

This microservice functions as an integration and mediation layer, enabling communication with
external applications and resources available on the web (WWW). It facilitates interoperability
with third-party systems, allowing both data ingestion and dissemination. External applications
may also interact with older adults through this service, expanding the ecosystem of care.

Healthcare professionals receive analytical reports produced by the microservices, enabling
continuous monitoring of mental health indicators and supporting informed clinical decision-
making. In parallel, external applications can exchange information with the platform, main-
taining the older adult at the center of a connected and supervised care ecosystem.

Figure 6 presents as part of the experimental evaluation, the Giselle system enhanced with
the RAG approach was queried regarding factors associated with depression in older adults. The
system generated consistent and contextually grounded responses based on the curated docu-
ment corpus, explicitly indicating the sources from which the information was retrieved. These
results were positively evaluated by the healthcare team, comprising physicians, a psychologist,
a geriatrician, and a nutritionist.

5 Conclusions

The ability of the Retrieval-Augmented Generation (RAG) approach to incorporate new data
in real time, without the need for costly model retraining, demonstrates its effectiveness in
enhancing the accuracy and reliability of generated responses. Based on these findings, the
Giselle Saúde platform emerges as a robust and scalable solution for supporting older adults’
mental health, enabling more informed, adaptive, and human-centered interactions. These
results highlight the potential of RAG-based architectures to improve the trustworthiness and
applicability of generative artificial intelligence systems in sensitive healthcare contexts.
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Figura 6: System query using RAG

6 Future Work

This RAG component will be migrated to a new integration platform, n8n, which will enable
the Giselle Saúde chatbot to query the knowledge base via an API whenever required, with
improved agility and reliability. The system architecture has already been defined, and the
update process is currently underway. In addition to RAG, the Giselle platform has a prompt,
developed by the healthcare team using modern prompt engineering techniques, and, in the
future, a dataset to minimize or elucidate hallucinations in LLM.
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Abstract
The density of wireless networks has been consistently increasing.
Dealing with an increasing number of devices per area unit is a
pressing issue in the context of the Internet of Things (IoT), as well
as in cellular networks (5G and B5G). The Signal-to-Interference-
plus-Noise Ratio (SINR) model is particularly relevant in this con-
text, as it facilitates spatial reuse, which allows multiple devices
to transmit simultaneously within the same coverage area. This
model considers the cumulative interference from competing trans-
missions, enabling scheduling that maximizes simultaneous com-
munications. Given that the scheduling problem in SINR networks
is NP-hard, heuristics are necessary for practical solutions. This
work introduces Sk-Iterative, a greedy scheduling algorithm with
spatial reuse to solve the problem. The algorithm schedules links
produced with the DTE (Down-To-Earth) heuristics. Sk-Iterative
was implemented and evaluated via simulation. Results confirm
the efficiency of the scheduling strategy, showing that it produces
schedules that are close to the optimal.

Keywords
Wireless Networks, Spatial Reuse, Link Scheduling, Greedy Heuris-
tics, Dense Wireless Networks

1 Introduction
There is currently a clear trend toward dense wireless networks [28].
This is true in the Internet of Things [8, 11], in 5G and B5G cellular
networks [4], sensor networks [23] and several other contexts [21].
Both reliability and efficiency are at stake in a very dense network
[22]: as the transmission space is shared, the result is increased
interference between simultaneous transmissions. One common
way to address this issue is by separating transmissions into distinct
time slots using TDMA (Time Division Multiple Access) scheduling.
In its traditional form, TDMA scheduling only allows for a single
transmission per time slot [27].

The Signal-to-Interference-plus-Noise Ratio (SINR) model ac-
counts for the physical effects of transmissions to represent cumu-
lative interference [1, 10, 20, 24]. This model incorporates factors
like path loss, background noise, and mutual interference. It enables
“spatial reuse”, where simultaneous transmissions can coexist within
the same time slot, as long as those transmissions do not exceed
a predefined interference threshold. Nonetheless, scheduling with
spatial reuse under the SINR model is proven to be NP-complete
[13]. As a result, heuristics are needed to compute feasible schedules
in practice.

The Down-to-Earth (DTE) scheduling approach, proposed by [3],
is a heuristic aimed at enabling spatial reuse in wireless networks

by generating a set of links that connect all devices, giving each
and every device the same opportunity to transmit and receive mes-
sages. This process consists of two stages: (i) devices broadcast their
positions and identifiers within the network, using a traditional
method that assigns one device to a single time slot; (ii) each device
identifies its closest neighbor, calculates the minimum transmission
power needed to communicate safely, and adds additional links to
ensure a strongly connected transmission graph, which guarantees
directed paths between all devices. The scheduling algorithm then
processes these links to assign them to consecutive time slots, with
the primary goal of minimizing the total number of time slots used
to enhance communication opportunities by maximizing spatial
reuse.

This paper introduces the Sk-Iterative algorithm, a greedy
heuristic algorithm for scheduling with spatial reuse under the
SINR model. The Sk-Iterative algorithm takes as input the set
of directed links generated by the DTE heuristic. The algorithm
outputs a schedule of the links, assigning them to consecutive time
slots. Using a greedy strategy, the algorithm first identifies a set of
“candidate” links that can be scheduled. It then expands this set by
selecting additional links to ensure that all links are assigned to at
least one candidate time slot. Finally, a Set Covering Problem (SCP)
algorithm is applied to the candidate time slots, producing the final
schedule.

The Sk-Iterative algorithm is evaluated through simulations.
In experiments conducted on networks where devices are randomly
distributed within a Euclidean plane,Sk-Iterative was able to re-
duce the schedule size by up to 90% in networks with 100 devices,
compared to scheduling without spatial reuse. When compared to
the optimal algorithm, Sk-Iterative produced results that were
very close to the best possible, typically requiring only one addi-
tional time slot on average.

The remainder of this work is organized as follows. Section 2
describes the SINR model. Section 3 introduces the DTE heuris-
tic. Section 4 provides a detailed description of the Sk-Iterative
algorithm. Section 5 presents the simulation results, including com-
parisons with other algorithms. Finally, Section 6 concludes the
paper.

2 The SINR Model
Devices in a wireless network communicate over a shared phys-
ical medium and are subject to various interferences, both from
the environment and from competing transmissions [16]. Unlike
point-to-point networks, where all processes can communicate
simultaneously, wireless networks require a medium access con-
trol strategy to enable communication. One of the most commonly
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used strategies is TDMA, which schedules transmissions across
distinct time intervals. In its traditional form, only one transmission
is assigned per time slot.

To achieve a more accurate abstraction of real transmission
behavior in wireless networks, the physical interference model
known as Signal-to-Interference-plus-Noise Ratio (SINR) has been
proposed. The SINR model accounts for physical effects on trans-
missions, allowing for the development of efficient scheduling algo-
rithms. Specifically, it calculates the interference among multiple
potential transmissions, considering factors such as path loss and
background noise to enable multiple simultaneous transmissions
within the same time slot—this is known as spatial reuse.

It is intuitive to understand that a signal emitted from a source
weakens as it travels through the medium. More specifically, the
path loss of the power of the transmitted signal is inversely pro-
portional to the distance it travels [26]. Equation 1 illustrates the
relationship between the transmitted and received power in relation
to distance, where 𝑖 and 𝑗 represent the transmitter and receiver,
respectively, (𝑑 (𝑖, 𝑗)) is the distance between the devices, and (𝑃𝑇 )
is the transmitted power.

𝑃𝑖 𝑗 =
𝑃𝑇

𝑑 (𝑖, 𝑗)𝛼 (1)

The equation also includes constant 𝛼 , known as the path-loss
exponent. This constant varies depending on the communication
medium, and empirical measurements have shown that it can range
from 1.6 to 6 in indoor environments and from 2 to 4 in urban
settings [12].

The sensitivity of the receiver’s antenna is a crucial factor for
effective communication. Proper data reception requires that the
signal reaches the receiver with a predefined minimum intensity.
This value, typically expressed in decibel-milliwatts (dBm), ranges
from -85 dBm as established by the IEEE 802.11g standard to -120
dBm for more recent receivers [19].

Note that just exceeding the receiver’s sensitivity is not enough.
A signal experiences various fluctuations due to unwanted inter-
ference that cannot be controlled, known as background noise [3].
This noise, inherent to the environment, is typically treated as a
random constant 𝑁0, expressed in decibels.

To achieve efficiency, communications must be coordinated to
avoid mutual interference, which hinders proper signal reception
[12]. The total interference 𝑃𝐼 is the accumulation of all interfer-
ences caused by simultaneous transmissions at a receiver 𝑖 . Equation
2 demonstrates how to calculate the total interference for a network
with 𝜏 devices transmitting simultaneously, where 𝑖 and 𝑗 denote
the transmitter and receiver, respectively.

𝐼𝑖 =
∑︁
𝑘∈𝜏,
𝑘≠𝑖, 𝑗

𝑃𝑇𝑘
𝑑 (𝑘, 𝑖)𝛼 (2)

For example, consider the scenario depicted in Figure 1. In this
situation, three devices, 𝑎, 𝑏, and 𝑐 , are transmitting simultaneously
with a power output of 1mW to their respective receivers 𝑑 , 𝑒 , and
𝑓 , all within an urban environment (𝛼 = 4). Table 1 presents the
partial and total interference calculated for each transmission.

As observed, the distance between devices is a key factor in
determining the level of interference. In other words, the closer

Figure 1: Parallel communication scenario.

Table 1: Mutual interference computed for the example in
Figure 1.

𝐼𝑎 𝐼𝑏 𝐼𝑐 𝑃𝐼

𝑎 → 𝑑 – �
2.4e−08𝑚𝑊

�
3.9e−07𝑚𝑊

�
4.1e−07𝑚𝑊

𝑏 → 𝑒 1e−08𝑚𝑊 – 1.6e−07𝑚𝑊
�

1.7e−07𝑚𝑊

𝑐 → 𝑓 � 1.5e−08𝑚𝑊
�

2.4e−08𝑚𝑊
– �

3.9e−08𝑚𝑊

the devices are to each other, the greater the interference they
cause. The power used is also crucial for communication; thus, it
is important to choose a transmission power that is sufficient for
effective communication (i.e., reception by the receiver) while also
maintaining an acceptable level of parallel transmissions.

The SINR model takes into account the three properties of sig-
nals mentioned earlier (path loss, background noise, and mutual
interference) to determine whether the communication will be suc-
cessful. Equation 3 illustrates how to compute the SINR value for a
communication between transmitter 𝑖 and receiver 𝑗 in the presence
of 𝜏 simultaneous transmissions.

𝑆𝐼𝑁𝑅(𝑖, 𝑗) =
𝑃𝑇𝑖

𝑑 (𝑖, 𝑗)𝛼

𝑁0 + (∑𝑘∈𝜏,
𝑘≠𝑖

𝑃𝑇𝑘
𝑑 (𝑘, 𝑖)𝛼 )

(3)

The resulting SINR value must be lower than the so-called SINR
threshold for the communication between 𝑖 and 𝑗 to be successful.
The SINR threshold, denoted by 𝛾 , is expressed in decibels (dB).
Thus, a transmission occurs correctly if the SINR value is at least
equal to 𝛾 . The SINR threshold varies for each device, as it depends
on factors such as antenna capability and processing power, which
are linked to the technology used. Therefore, a successful communi-
cation, according to the SINR model, satisfies the inequality shown
in Equation 4.

𝑆𝐼𝑁𝑅(𝑖, 𝑗) ⩾ 𝛾 (4)
For defining the transmission power to be employed by the de-

vices, the most common strategy is oblivious power assignment.
This strategy establishes the power levels that are employed be-
forehand [27]. The specific value for the power to be assigned can
be computed in three different ways, described next. The uniform
assignment is the simplest approach, where all devices are assigned
the same power level. The linear assignment, on the other hand,
determines the power level based on the path loss between the trans-
mitter and receiver. Finally, the square root assignment computes
the power in proportion to the square root of the path loss.
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Equation 5 computes the transmission power 𝑃𝑇 , ensuring that
it meets the Signal-to-Interference-plus-Noise Ratio (SINR) thresh-
old (𝑔𝑎𝑚𝑚𝑎), computed as shown in Equation 4. Equation 5 also
employs the background noise (𝑁0), and path loss (𝑑 (𝑖, 𝑗)𝛼 ), which
characterizes a linear power assignment. However, the computed
value does not consider simultaneous transmissions, meaning that
any interference would make concurrent communications impossi-
ble.

𝑃𝑇 = 𝛾 · 𝑁0 · 𝑑 (𝑖, 𝑗)𝛼 (5)
To address this issue, making simultaneous transmission in the

same area possible, a margin value (𝛽) is introduced into the ex-
pression. This margin increases the power to levels that are high
enough to handle interference. The resulting expression is shown
in Equation 6.

𝑃𝑇 = 𝛾 · 𝑁0 · (𝑑 (𝑖, 𝑗) + 𝛽)𝛼 (6)
By applying the linear assignment power assignment strategy

to the example in Figure 1, and considering an SINR threshold of
1 dB and a margin 𝛽 = 10, the new values for transmitted power
(𝑃𝑇 ), received power (𝑃𝑅 ), total interference (𝑃𝐼 ), and the SINR ratio
computed (𝑆𝐼𝑁𝑅) are presented in Table 2.

Table 2: SINR values obtained with linear power assignment.

𝑃𝑇 𝑃𝑅 𝑃𝐼 𝑆𝐼𝑁𝑅

𝑎 → 𝑑
�

1.6e−02𝑚𝑊
�

2.56e−09𝑚𝑊
�

1.33e−09𝑚𝑊 � 0.40𝑑𝐵

𝑏 → 𝑒
�

3.2e−03𝑚𝑊
�

3.95e−09𝑚𝑊
�

6.72e−10𝑚𝑊 � 3.73𝑑𝐵

𝑐 → 𝑓
�

3.2e−03𝑚𝑊
�

3.95e−09𝑚𝑊
�

3.2e−10𝑚𝑊 � 4.76𝑑𝐵

Table 2 shows that the power values computed with the linear
assignment strategy result in better SINR ratios for the three trans-
missions. As the value for each transmission is computed based
on its corresponding path loss, the overall result is significantly
more balanced in comparison with the uniform strategy shown
previously, in which all devices are assigned the same value.

Time Division Multiple Access (TDMA) is a classical scheduling
method that defines transmission slots for a given time interval.
Several variations of the basic TDMA strategy have been proposed.
One such variation is the Spatial Reuse TDMA (STDMA) [2], which
allows multiple transmissions within the same interval while man-
aging interference among devices. The goal of STDMA is to mini-
mize the total number of time intervals needed for all devices to
communicate, thereby maximizing spatial reuse.

The scheduling problem in the SINR model is NP-complete [13].
Thus there is no polynomial-time algorithm that can find the opti-
mal schedule. As a result, various approximation algorithms have
been proposed to solve the problem in practice.

Scheduling algorithms can be classified in multiple ways. They
can be either topology-dependent, or topology-independent. They
can also be distributed or centralized. In a distributed strategy the
devices themselves compute the schedule. On the other hand, in
the centralized strategy a single central unit computes the whole

schedule. Additionally, scheduling algorithms may have different
targets: some compute the scheduling for devices, while others
focus on scheduling transmissions represented by links (pairs of
devices that communicate).

The algorithm proposed in this work is classified as distributed
(as it requires all devices to participate in computations), topology-
dependent (it relies on network topology information for computing
the schedule), and does link scheduling.

3 The Down-To-Earth Heuristic
The Down-To-Earth (DTE) heuristic determines the set of commu-
nication links to be scheduled. DTE also defines the transmission
power for each device. Experimental evidence from the simulation
of SINR scheduling algorithms indicates that enabling spatial reuse
in dense wireless networks is very challenging [3]. DTE addresses
this issue by restricting each device to communicate only with its
nearest neighbor, which reduces interference and improves the
potential for spatial reuse.

To further mitigate interference, each device transmits at the
minimum power required to ensure reliable communication with
its nearest neighbor, augmented by a small safety margin to tolerate
concurrent transmissions. This margin reduces the likelihood of
signal corruption due to additional interference, enabling spatial
reuse when feasible. The links generated by DTE form a trans-
mission graph that connects devices to their nearest neighbors
while ensuring that all devices can both transmit and receive mes-
sages. Moreover, the resulting graph must be strongly connected,
i.e., every device must have a directed path to every other device.
Achieving this property may require adding additional edges be-
yond nearest-neighbor connections.

The DTE heuristic takes as input a wireless network composed of
a set of devices distributed in the Euclidean plane. A 1-hop network
is assumed, i.e., all devices lie within mutual coverage range and
can therefore communicate directly with any other device. Note
however that although any device can in principle communicate
with any other other device, the DTE heuristic allows each node
to communicate with a single device, the closest one. The purpose
is to increase the chances that multiple devices will be able to
communicate simultaneously in that 1-hop network.

The DTE heuristic can be described in two main steps. The first
step enables each device to obtain the positions of all other devices.
In this step, every device first broadcasts its identifier and loca-
tion to the network. Initially, each device is aware only of its own
identifier and spatial coordinates. We emphasize that the adopted
system model is static: device membership is fixed over time and
nodes are immobile. In dynamic settings, additional mechanisms
for topology discovery [17, 18, 25] and monitoring [5–7] would be
required. Under the static assumption, however, topology discov-
ery can rely on standard CSMA/CA (Carrier Sense Multiple Access
with Collision Avoidance), ensuring that each node can successfully
disseminate its information. Once global position information is
available, devices define their communication neighbors and adjust
their transmission power accordingly.

The key intuition behind the Down-To-Earth (DTE) heuristic is to
restrict each device 𝑖 to communicate only with its nearest neighbor
𝑗 in the plane. Accordingly, DTE initially adds a single directed
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edge (i,j) from 𝑖 to 𝑗 to the transmission graph. However, relying
exclusively on nearest-neighbor edges may leave some devices
without outgoing (transmission) or incoming (reception) edges,
preventing them from sending or receiving messages. Moreover,
the resulting transmission graph must be strongly connected, i.e.,
there must exist a directed path between every ordered pair of
vertices in the graph.

To enforce strong connectivity of the transmission graph, a Min-
imum Spanning Tree (MST) algorithm is executed. MST structures
are widely used in distributed protocols, particularly those sup-
porting network-wide information dissemination (e.g., broadcast),
because they enable message propagation at minimal communi-
cation cost. Formally, an MST is a tree that spans all vertices of a
weighted graph while minimizing the total sum of edge weights.
Since devices have access to the global network topology, several
efficient MST algorithms can be applied. In this work, we adopt
Kruskal’s algorithm [15].

In summary, the DTE heuristic first determines the set of com-
munication links. These links ensure that every device (1) has at
least one outgoing link, enabling that device to transmit messages,
and (2) has at least one incoming link, enabling the reception of
messages. The resulting set of links forms a strongly connected
transmission graph. Subsequently, each transmitter adjusts its trans-
mission power. Recall that this design exploits the fact that each
device knows the positions of the neighbors to which it transmits.

At least one vertex will have two receivers: Since the proposed
approach relies on tree, all non-leaf vertices in the tree necessarily
have at least two outgoing edges: to its parent and its son in the tree.
Thus that non-leaf vertex will make transmissions to those two (or
more) receivers. In those cases, the power level is determined so
that the communication with the the farthest receiver is possible,
which ensures that the communication with the closest receiver
will of course also succeed. The transmission power is then set
to be linearly proportional to this distance. By assigning power
according to Eq. 7, all outgoing transmission links are guaranteed
to operate with sufficient power for reliable communication, using
a single power level per device.

As mentioned above, the device sets to itself the minimum trans-
mission power plus an additional margin, as shown in Eq. 7. This
expression is derived from Eq. 4 plus of the margin, denoted by
𝛾𝑠𝑝𝑎𝑟𝑒 in the equation. Thus 𝛾𝑠𝑝𝑎𝑟𝑒 ensures that the computed
power value is not exactly equal to the SINR threshold and allows
spatial reuse.

𝑃𝑇 = (𝛾 + 𝛾𝑠𝑝𝑎𝑟𝑒 ) · 𝑁0 · 𝑑 (𝑖, 𝑗)𝛼 (7)

The next step consists of scheduling the links defined in the
transmission graph. A subset of links can be assigned to each time
interval provided that their mutual interference does not prevent
successful reception. Every link must be assigned to some interval.
The resulting schedule is performed sequentially and repeated in-
finitely, enabling all devices to communicate over time, periodically.
This strategy requires message routing to guarantee that trans-
missions originating from any device can reach any other device.
An optimal solution would examine all feasible link combinations
under the SINR model; however, this yields exponential complexity,
making it impractical even for moderate values of 𝑛, the number of

devices. The Sk-Iterative algorithm presented in the next section
provides an efficient heuristic solution to this problem.

4 The Sk-Iterative Algorithm
This section introduces the Sk-Iterative algorithm (Stochastic k-
Iterative) for link scheduling in dense wireless networks under
the SINR model. The algorithm allocates transmissions to discrete
time slots. Devices are assumed to be distributed over a bounded
region in the Euclidean plane, and scheduling is performed over
the directed links generated by the DTE heuristic. Each link must
be assigned to at least one time slot, and the total number of slots is
denoted by (t). Through spatial reuse, multiple links may share the
same time slot, and the objective is to minimize 𝑡 by maximizing
concurrent transmissions. After 𝑡 time slots, all transmitters have
been scheduled at least once; the procedure is then repeated ad
infinitum.

The Sk-Iterative algorithm takes as input a set 𝐿 of links to be
scheduled and a parameter 𝑘 , which specifies the maximum number
of simultaneous transmissions allowed per time slot, expressed as a
percentage of the total number of links. Empirical evaluation using
the optimal algorithm indicates that the maximum number of links
assigned to a single time slot typically ranges from 10% to 20% of
the total number of links. Accordingly, in this work, 𝑘 is set to
0.2|𝐿 |.

The algorithm consists of two phases. In the first phase, sets of up
to 𝑘 links that can be assigned to a single time slot are constructed.
These sets, denoted by 𝐾set , represent candidate slot assignments.
In the second phase, the Set Covering Problem (SCP) is solved over
the candidate assignments [14]. The Set Covering Problem (SCP) is
a classic optimization problem that finds the smallest collection of
subsets that contain every element of a larger “universe” set. Thus
in the scheduling problem, the universe set is the set of all links,
and the subsets are of links assigned for each time slot.

In the first phase, candidate links are selected randomly for
each time slot. Initially, 𝑘 links are drawn at random from 𝐿. The
first link is assigned without restrictions, whereas each subsequent
link is assigned only if its transmission remains successful under
the interference generated by the links already placed in the slot.
Interference feasibility is evaluated using the SINR model. If a link
cannot be assigned, the next candidate link is tested. After all 𝑘
links have been evaluated, the time slot is finalized and a new slot
is constructed. This procedure is repeated for 𝜆 iterations, yielding
𝜆 candidate time slots.

To illustrate this process, consider a network with eight devices
distributed within a 100×100 m2 area. The scheduling is to be done
with 𝑘 = 2 devices per time slot. The parameters are set as follows:
SINR threshold (𝛾) = 20 dB, threshold spare (𝛾spare) = 50 dB,
background noise (𝑁0 = −90 dBm), and path-loss exponent 𝛼 = 4.
With 𝜆 = 30 iterations in the first phase, the candidate time slots
generated by Sk-Iterative include as example {0 → 5, 0 → 3},
{3 → 1, 4 → 6}, {5 → 2, 5 → 0}, {5 → 0, 5 → 2}, {5 → 2, 4 →
6}, {5 → 0, 5 → 6}, {3 → 0, 3 → 1}, {0 → 5, 0 → 3}, and
{6 → 4, 6 → 5}. It is possible to conclude that the algorithm does
produce a diverse set of candidate combinations, even for a small
network.
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Figure 2: Example network with 8 devices.

Across the 𝜆 iterations, all links in 𝐿 are considered as candidates
for assignment into time slots. After these iterations, a second
phase is executed, employing the Stochastic 𝑘-Greedy (Sk-Greedy)
strategy [9] to generate additional candidate time slots for the final
schedule. The reason for that second phase is that some links may
have not been assigned to any time slot. The goal is to guarantee
that every link is eventually assigned to at least one time slot.

The Sk-Greedy algorithm operates as follows. Recall that this
phase assigns links that have not been assigned to any time slot in
the previous phase. The first link is assigned without restrictions.
Each subsequent link is assigned to a time slot only if its transmis-
sion remains successful under the interference generated by the
links already placed in the same time slot. If a link cannot be as-
signed, the algorithm evaluates the next candidate. After all 𝑘 links
have been tested—whether assigned or not—the time slot is closed
and a new one is created. A main difference to the Sk-Iterative
approach is that links that have been assigned are removed from
further consideration in subsequent candidate time slots. This pro-
cedure continues until all links have been allocated to at least one
candidate time slot.

After the candidate time slots have all been defined, Sk-Iterative
computes the final schedule by solving a Set Covering Problem (SCP).
SCP is defined as follows: let𝑈 = {𝑢1, . . . , 𝑢𝑚} denote the universe
of elements, and let 𝑆 = {𝑠1, . . . , 𝑠𝑛} be a collection of subsets such
that 𝑠𝑖 ⊆ 𝑈 and

⋃
𝑠𝑖 = 𝑈 . The objective is to find the smallest

subcollection 𝑋 ⊆ 𝑆 that covers 𝑈 . Since the SCP is NP-hard, a
heuristic method is adopted, namely the greedy strategy proposed
by Grossman [14]. This approach iteratively selects the subset that
covers the largest number of currently uncovered elements, adding
it to the solution until all elements are covered. As a result, the
final schedule covers all links initially defined for the transmission
graph.

5 Simulation Results
The Sk-Iterative strategy was evaluated through simulation. This
section reports the results regarding the size of the resulting sched-
ule and compares it against other approaches.

First, the impact of the number of iterations (𝜆) on the schedule
size is evaluated. The algorithm was executed on networks with 30,
50, and 100 devices, varying 𝜆 from 0.5 to 5 times the number of

links to be scheduled, in increments of 0.5. The evaluation assumes
𝛾 = 20 dB, 𝛾spare = 50 dB, 𝑁0 = −90 dBm, and 𝛼 = 4, and employs
the greedy approach to solve the SCP.

Figure 3: Average size of the scheduling obtained with the
Sk-Iterative algorithm for different numbers of iterations
(𝜆).

The results are shown in Figure 3. A strong impact is observed
when increasing 𝜆 from 0.5 to 1.0 times the number of links to be
scheduled. For larger values, the curve quickly flattens, and from
𝜆 = 3.0 times the number of links onward it becomes nearly con-
stant, with a negligible slope. Therefore, the remaining experiments
consistently adopt 𝜆 = 3 times the number of links to be scheduled
throughout this work.

Next, results are presented comparing Sk-Iterative against the
optimal algorithm and a strategy based on Sk-Greedy. Since com-
puting an optimal schedule for large networks is computationally
expensive, it is only feasible for smaller and less dense instances. For
this reason, the comparison experiments were conducted separately
(one set comparing against the optimal algorithm and another set
comparing against the Sk-Greedy version). In both cases, the DTE
heuristic was applied to obtain the set of links to be scheduled, using
the same parameters adopted previously: 𝛾 = 20 dB, 𝛾spare = 50 dB,
and 𝛼 = 4. Networks were generated randomly over a planar area
of 100 × 100 m2.

In the first experiment, Sk-Iterative is compared against the
optimal algorithm considering a network with 8 devices, which
yields, on average, 14 DTE links. Results for 30 randomly generated
instances are shown in Fig. 4. The results indicate that Sk-Iterative
achieves good performance, producing schedules that closely ap-
proximate the optimal solution. On average, the difference between
the schedule sizes obtained by both approaches is only one time
interval.

Next, Sk-Iterative was compared against the Sk-Greedy ver-
sion. This experiment enables the evaluation of denser networks.
Fig. 5 shows results for randomly generated networks with 50, 75,
and 100 devices. For each network size, 30 independent instances
were generated. The application of the DTE heuristic produced
link sets of sizes 98, 148, and 198 for scheduling, respectively. The
results in Fig. 5 indicate that, in most cases, the schedules produced
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Figure 4: Average size of the schedules produced by the Sk-
Iterative and optimal algorithms.

by the Sk-Greedy version are approximately 40% larger than those
obtained with Sk-Iterative.

Figure 5: Average size of the schedules obtained by the Sk-
Iterative and SK-Greedy algorithms.

6 Conclusion
The Sk-Iterative algorithm is a heuristic strategy proposed to
address the scheduling problem in wireless links with spatial reuse
under the SINR model. It leverages a set of links generated by the
DTE heuristic to create a strongly connected topology. The algo-
rithm employs a greedy, iterative approach to generate candidate
assignments, followed by an application of the Set Covering Prob-
lem (SCP) algorithm. Simulation results indicate that the schedules
produced are very close to those generated by the optimal algo-
rithm. Future research will explore the use of the Sk-Iterative
algorithm to support efficient routing strategies and distributed
algorithms in wireless networks under the SINR model.
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ABSTRACT
The rapid evolution of blockchain technologies has intensified the
need for interoperable and multi-chain infrastructures, particu-
larly in domains that rely on secure and auditable data manage-
ment, such as healthcare. This paper presents a structured litera-
ture review on blockchain interoperability and multi-blockchain
architectures, with emphasis on their applicability to healthcare
data-sharing systems. Through a systematic examination of existing
models—including Polkadot, Hyperledger Cacti, and Cosmos—we
organize and analyze the main approaches proposed in the field.
The study offers three primary contributions: (i) the systematiza-
tion of the key technical and organizational challenges involved
in enabling interoperability across heterogeneous blockchains; (ii)
the mapping and classification of current solutions and architec-
tural strategies reported in the literature; and (iii) the identifica-
tion of multi-blockchain consensus as a promising and underex-
plored research direction for reducing external trust assumptions
in cross-chain operations. The findings aim to support researchers
and practitioners in understanding current limitations and guiding
future investigations on interoperable blockchain ecosystems.

KEYWORDS
Blockchain Interoperability, multi-blockchain architectures

1 INTRODUCTION
Distributed Ledger Technologies (DLTs), spearheaded by Bitcoin,
have revolutionized security, data integrity, and transparency across
various industries, from IoT [3, 32] to smart cities [22]. Blockchain’s
inherent immutability and transparency address traditional cyber-
security vulnerabilities. Its potential is particularly significant in
healthcare for secure data sharing and electronic health records
[14, 29, 34], and in AI for optimizing machine learning models
[29, 36].

The evolution of DLTs beyond initial use cases has driven a
critical shift towards seamless communication and interoperability
between disparate blockchain networks [6, 29]. This led to "multi-
blockchain networks" [23, 34], as the ecosystem moved from mono-
lithic to fragmented, specialized solutions, particularly evident in

healthcare studies [22, 31, 34]. The core challenge is enabling effec-
tive data exchange across these isolated systems while preserving
blockchain’s intrinsic security and trust [5, 14, 34]. Interoperability
is now a fundamental requirement for robust solutions in critical
domains [23].

This paper provides a holistic overview of multi-blockchain re-
search, focusing on critical trends and challenges relevant to global
scientific and industrial communities. Our work is structured as:

• RelatedWork:A review of existing literature on blockchain
interoperability and multi-blockchain architectures.

• Fundamentals: Conceptual foundation of blockchain, con-
sensus mechanisms, and cross-chain communication prin-
ciples.

• Multi-Blockchain Architectures: Analysis of prevalent
cross-chain communication approaches, including Relay
models, Polkadot, Hyperledger Cacti, and Cosmos.

• Trends andChallenges: Identified challenges such as com-
munication across heterogeneous systems, shared consen-
sus mechanisms, regulatory compliance, and decentralized
identity verification.

• Conclusion: Summarizes key findings and outlines future
research directions.

Our comprehensive analysis aims to inform future international
research, fostering integrated, secure, and scalable DLT solutions
worldwide. This has global relevance for bridging technological
divides and promoting responsible blockchain adoption.

2 RELATEDWORK
Recent research intensifies efforts for seamless DLT interoperability,
driven by rapid technological evolution and diversification. Semi-
nal reviews by [6] and [17] detail blockchain interoperability capa-
bilities, techniques (HTLCs, Relay/Sidechains), and foundational
mechanisms. A comprehensive survey by [37] further addresses
architectures, solutions, and challenges.

Recent research explores advanced architectures. [23] proposed
a Hierarchical Multi-blockchain design using proxy blockchains
and Inter-blockchain APIs. [34] introduced a cross-chain communi-
cation system with relay and proxy nodes for credential forwarding.
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[16] envisions global smart contracts for asset exchange, while [15]
surveys cross-chain security, addressing vulnerabilities.

Healthcare is a fertile ground for multi-blockchain applications
due to the need for secure, privacy-preserving, and interoperable
data-sharing. Private blockchains are explored for sensitive health
information management [1, 9, 20, 25, 30, 40]. [23] emphasizes inter-
operability as a basic prerequisite for robust solutions in healthcare
and other critical ecosystems. [2] proposed a secure multi-layered
architecture for medical data sharing and access control.

Multi-blockchain architecture remains evolving, particularly in
advanced interoperability and security [5, 6, 14, 23, 29, 34]. This
paper builds on this by providing a holistic view of current research,
identifying key trends and challenges, especially for advanced se-
curity and privacy.

3 FUNDAMENTALS
This section provides fundamental concepts for understanding
blockchain technology, its consensus mechanisms, and cross-chain
communication.

3.1 Blockchain Core Concepts
Blockchain and other Distributed Ledger Technologies (DLTs) fun-
damentally represent decentralized, distributed ledgers where con-
tent must be synchronized and identical across all participating
nodes. This ledger is structured as a chain of cryptographically
linked blocks, forming an immutable and auditable record. Each
block contains a set of validated transactions, and the cryptographic
link between blocks is established by embedding the hash of the
previous block within the current block’s header. This also includes
other metadata such as a nonce and the Merkle tree root of its trans-
actions, which effectively summarizes all transactions in the block
into a single hash, enabling efficient verification of inclusion [24].
The immutability stems from the fact that altering any transaction
would change its hash, propagating up the Merkle tree and altering
the block hash, thereby breaking the chain’s cryptographic link.

Blockchains can be broadly classified based on two primary
aspects: node participation and consensus participation [37].

Node Participation: This determines who can join and op-
erate a node within the network.
• Public (Permissionless) Blockchains: Networks

like Bitcoin and Ethereum allow anyone to join, vali-
date transactions, and operate nodes without prior au-
thorization. They are fully decentralized, often pseudony-
mous, and typically rely on economic incentives (e.g.,
block rewards) for security. Their open nature fosters
broad participation but can lead to lower transaction
throughput.

• Private (Permissioned) Blockchains: In these net-
works, such as Hyperledger Fabric, participation is
restricted. Nodes must be explicitly authorized by net-
work administrators to join, operate, and access the
chain state [17, 39]. This often results in higher per-
formance, enhanced privacy (known identities), and
more efficient governance suitable for enterprise use
cases, albeit with a trade-off in decentralization.

Consensus Participation: This refers to who can partici-
pate in the process of validating and adding new blocks.
• Private Blockchains: Consensus is solely managed

by a single organization or authority that controls all
participating nodes.

• Consortium Blockchains: Consensus is managed
by a pre-selected group of trusted nodes, often rep-
resenting multiple distinct organizations forming a
consortium [39]. This model provides a balance be-
tween decentralization and control, making it popular
for inter-organizational applications.

These classifications highlight the spectrum from fully decentral-
ized to centrally managed DLTs, each with distinct trust models,
performance characteristics, and application suitability.

3.2 Consensus Mechanisms
In any decentralized system, ensuring that all participating nodes
agree on a single, consistent state of the ledger is paramount. This
is achieved through consensus mechanisms, which are protocols
designed to regulate changes to the blockchain state and validate
transactions. The choice of consensus mechanism significantly im-
pacts a blockchain’s security, scalability, and decentralization prop-
erties. A comprehensive overview of these mechanisms is available
in [21]. Key mechanisms include:

Proof of Work (PoW): Introduced by [24]with Bitcoin, PoW
requires participants (miners) to solve a computationally in-
tensive cryptographic puzzle. The first node to find a valid
solution (a nonce that, when combined with block data,
produces a hash below a certain target) earns the right to
add the next block to the blockchain, receiving a reward.
While highly secure against Sybil attacks and expensive for
malicious actors to achieve a 51% attack, PoW is known for
its substantial energy consumption and limited transaction
throughput [19, 29]. The difficulty of the puzzle dynamically
adjusts to maintain a consistent block time.

Proof of Stake (PoS): As an energy-efficient alternative to
PoW, PoS selects validators based on the amount of cryp-
tocurrency they have "staked" (locked up) as collateral.
Nodes with larger stakes have a higher probability of being
chosen to create new blocks and validate transactions. This
mechanism significantly reduces energy costs, often offers
higher transaction throughput, and introduces economic
disincentives (slashing) for malicious behavior, as valida-
tors risk losing their staked assets [19, 29]. Variants include
Delegated PoS (DPoS) and Bonded PoS.

Proof of Authority (PoA): Primarily used in private and con-
sortium blockchains, PoA relies on a limited number of
pre-selected and explicitly trusted nodes (authorities) to
validate transactions and create new blocks. These authori-
ties are typically known, reputable entities, chosen for their
trustworthiness. This mechanism makes the consensus pro-
cess significantly faster and more efficient due to fewer
participants, offering high throughput and immediate final-
ity, albeit at the cost of some decentralization [19, 29]. Other
Byzantine Fault Tolerant (BFT) protocols, such as Practical
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Byzantine Fault Tolerance (PBFT) or Tendermint, are preva-
lent in permissioned environments, offering deterministic
finality and robust performance.

3.3 Cross-Chain Communication Principles
Cross-chain communication refers to the process by which an op-
eration initiated on one blockchain concludes or impacts another
blockchain [6, 8]. This capability is fundamental for realizing the vi-
sion of interconnected multi-blockchain networks, moving beyond
isolated ledger islands. [3] categorizes cross-chain interoperability
into three main modes, each with distinct technical underpinnings:

• Data Transfer: This involves one blockchain securely
copying or sending data to another, allowing for informa-
tion sharing without direct asset movement. Technically,
this can be achieved via light clients that verify crypto-
graphic proofs (e.g., Merkle proofs) of states or events on
the source chain without downloading the entire chain his-
tory. Oracles can also facilitate external data transfer by
relaying information off-chain.

• Asset Transfer:Assets aremoved from a source blockchain
to a destination blockchain. This typically involves a "lock
and mint" or "burn and mint" mechanism. The original asset
is "locked" or "burned" on the source chain, and an equiva-
lent "wrapped" or "pegged" representation is minted on the
destination chain. Cryptographic proof or multi-signature
schemes often secure this locking/burning process on the
source chain.

• Asset Exchange:This facilitates atomic swaps or exchanges
of assets between participants residing on different blockchains,
guaranteeing that either both transactions complete or nei-
ther does. A common method is the use of Hashed Time-
Lock Contracts (HTLCs), which employ cryptographic hash
functions and time-based conditions to ensure secure, trust-
minimized exchanges without a central intermediary.

A critical challenge in cross-chain communication is the inherent
"trust assumption" [7, 38]. A fundamental principle is that one
blockchain cannot natively validate a transaction occurring on an-
other blockchain without simulating the other chain’s consensus
mechanism or processing its entire state, which is often computa-
tionally infeasible or time-prohibitive. Consequently, most current
cross-chain solutions must assume trust in the consensus algorithm
of the participating chains or rely on external entities (e.g., relayers,
oracles, trusted third parties) to attest to the validity of cross-chain
events. This reliance on external trust rather than robust crypto-
graphic consensus presents a significant hurdle for achieving truly
decentralized and secure interoperability.

4 MULTI-BLOCKCHAIN ARCHITECTURES
Multi-blockchain architectures represent systems comprising two
or more independent blockchain networks, designed to overcome
the inherent isolation of standalone blockchains and facilitate broader
collaboration and data exchange. The proliferation of diverse blockchain
platforms, each optimized for specific use cases (e.g., privacy, through-
put, smart contract capabilities), necessitates robust interoperability
solutions. In recent years, a variety of approaches have emerged

to enable cross-chain communication, addressing the growing de-
mand for interconnected decentralized ecosystems [6, 37]. This
section provides an overview of key multi-blockchain architectural
patterns and prominent platforms and their technical specifics for
enabling cross-chain interaction modes, which includeData Trans-
fer, Asset Transfer, and Asset Exchange, as defined in Section
3.3.

4.1 Relay-Based Architectures and Sidechains
Relay-based architectures are a foundational approach to cross-
chain communication. Initially, this concept emerged with the divi-
sion between a "mainchain" and various "sidechains." In this model,
the mainchain would maintain an asset ledger capable of recog-
nizing and validating state changes on attached sidechains [17].
Over time, the concept of a relay evolved to describe a more generic
mechanism where one blockchain can initiate or trigger transac-
tions, smart contracts, or chaincodes on another blockchain [5, 33].
Relay chains act as intermediaries, monitoring and validating events
on connected chains (often called parachains, zones, or shards) to
enable secure cross-chain communication. They achieve this by
processing and verifying proofs of state transitions or transaction
finality from the connected chains. These architectures often em-
ploy "bridges"—specialized protocols or components—to facilitate
the transfer of data or assets between chains, including those with
different consensus mechanisms or virtual machines [27]. Bridges
can be custodial (relying on a trusted third party for validation) or
non-custodial (using smart contracts or light clients for trustless
verification). The design of these bridges is crucial for the security
and decentralization level of cross-chain operations.

4.2 Polkadot
Polkadot, an initiative co-founded by Dr. Gavin Wood, one of
Ethereum’s co-founders, is a prominent example of a Layer 0 blockchain
designed explicitly for blockchain interoperability [11, 33]. It func-
tions as a relay-based infrastructure where a central "Relay Chain"
connects numerous independent "Parachains." Parachains are application-
specific blockchains, often built using the Substrate framework,
which provides a Runtime Module Library (RML) for rapid de-
velopment of custom blockchain runtimes. These parachains can
have their own governance, consensus mechanisms, and data struc-
tures. Polkadot enables these parachains to communicate securely
and trustlessly via the Relay Chain through its Cross-Chain Mes-
sage Passing (XCMP) protocol. XCMP allows for the direct transfer
of messages (including asset transfers and data sharing) between
parachains without going through the Relay Chain itself for every
message, only for notarization and shared security. Crucially, all
parachains connected to the Relay Chain benefit from Polkadot’s
"shared security" model, meaning they inherit the Relay Chain’s se-
curity guarantees and finalize blocks together, rather than needing
to establish their own security infrastructure. This shared security
paradigm significantly simplifies the security burden for individual
parachains. While Polkadot fosters a heterogeneous environment,
allowing diverse parachains to connect, its direct interoperability
is primarily confined to chains within its own infrastructure [28].
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4.3 Hyperledger Cacti
Hyperledger Cacti is a project within the Hyperledger Foundation,
aimed at enabling interoperability specifically among Hyperledger
blockchains, such as Hyperledger Besu (an Ethereum client) and Hy-
perledger Fabric (a permissioned blockchain platform). Described
as a "pluggable interoperability framework," Cacti is the result of
a merger between Hyperledger Cactus and Hyperledger Weaver.
Its modular design allows it to support various ledger types, au-
thentication mechanisms, and smart contract languages through
a flexible plugin architecture. It facilitates cross-chain operations
between ledgers through either Relay or Node server flows, both
executed via a "connector." This blockchain-specific connector layer
incorporates contracts and validators, possessing the necessary
permissions to execute chaincodes and smart contracts on their
respective blockchains. The interoperability process typically in-
volves a request from a source ledger, which is then translated and
relayed by the connector to the target ledger for execution. This
flexible design allows for various trust models, from tightly coupled
enterprise ledgers to more decentralized configurations. Cacti’s em-
phasis on flexibility and extensibility makes it particularly suitable
for complex enterprise blockchain environments where diverse,
often permissioned, ledgers need to interact securely [5].

4.4 Cosmos
Cosmos positions itself as an "Internet of Blockchains," similar to
Polkadot in its ambition to connect disparate chains via a relay-
based infrastructure [12]. It organizes independent chains into
"Zones," which are sovereign blockchains, often running on the
Tendermint BFT (Byzantine Fault Tolerant) consensus algorithm.
Tendermint Core provides instant block finality and high through-
put, making Zones highly efficient. These Zones connect to "Hubs,"
which act as relay chains. Hubs maintain records of assets and
state changes exchanged between connected Zones. The Inter-
Blockchain Communication (IBC) protocol [11, 12] is central to
Cosmos, enabling secure and reliable token and data exchange
between Hubs and Zones. IBC works by allowing blockchains to
send data packets to each other, using light client verification to
prove the consensus state of the counterparty chain, without need-
ing to trust an intermediary. This ensures that message passing
is secure and trust-minimized, enabling permissionless transfer of
tokens (asset transfer) and arbitrary data packets (data transfer)
between any IBC-enabled chains. Cosmos’s design allows Zones
to maintain their sovereignty while still participating in a larger
interconnected ecosystem. Cosmos aims to provide a more open in-
teroperability framework, with ambitions to connect with external
blockchains like Ethereum and Bitcoin, distinguishing it from more
closed ecosystems like Polkadot [26]. The modularity of Cosmos’s
SDK simplifies the creation of custom Zones compatible with IBC.

5 TRENDS AND CHALLENGES
The blockchain landscape has profoundly transformed from singu-
lar public blockchains to fragmented, customizable, and private de-
ployments. This shift is evident in sensitive domains like healthcare
[22, 31, 34], supply chain management [18], and financial services
[13], where private or permissioned blockchains are increasingly

leveraged for data-sharing and collaborative operations. The im-
perative is to enable seamless data sharing and interaction among
isolated blockchain instances, preserving their intrinsic security,
immutability, and decentralization [5, 6, 14, 23, 29, 34]. This evolv-
ing context presents critical challenges and emerging trends for
detailed examination.

5.1 Heterogeneous Blockchain Interoperability
and Protocol Standardization

A paramount challenge is robust, trustless communication among
heterogeneous multi-blockchain systems. While platform-specific
solutions like Polkadot and Hyperledger Cacti advance commu-
nication within their ecosystems, a universally applicable inter-
blockchain communication protocol remains an active research
area [5, 6]. Cosmos’s IBC protocol attempts generalization, but
faces limitations, particularly for sensitive data where Hubs storing
asset data pose privacy concerns [7, 22, 23, 25]. Lack of academic
consensus on a definitive multi-blockchain architecture, coupled
with diverse consensus mechanisms, data models, and smart con-
tract environments, hinders seamless interoperability [27, 37].

5.2 Shared Consensus and Mitigating Trust
Assumptions

Current interoperability solutions frequently rely on an inherent
"trust assumption" regarding external systems [7, 38]. This implies
one blockchain must trust the validity of transactions reported by
another, as efficient native validation is prohibitive. A significant
challenge persists in cryptographically validating multi-blockchain
transactions without external validators. A compelling, largely un-
explored solution lies in multi-blockchain consensus protocols. Such
protocols would involve collaborative validation of cross-chain
transactions by nodes from multiple participating blockchains, sub-
stantially reducing external trust dependencies and enhancing over-
all security [15]. This paradigm shift from assumed trust to crypto-
graphically enforced shared validation represents a critical frontier
in interoperability research.

5.3 Sensitive Data Sharing and Regulatory
Compliance

Blockchain offers immense potential for data-sharing in healthcare
due to transaction immutability and enhanced accountability. There
is a strong drive to establish governance frameworks empowering
data owners to control access and audit usage [20, 40]. However,
blockchain’s intrinsic data handling, like permanent ledger stor-
age, challenges adherence to stringent data protection regulations
such as GDPR (Europe) and LGPD (Brazil) [31]. Recent research
focuses on integrating privacy-enhancing technologies, such as
Zero-Knowledge Proof (ZKP) algorithms, to modify data access
and enable compliant consensus processes [4, 10]. Further advance-
ments in securemulti-layered architectures for medical data sharing
are also explored [2].

91



D
ra
ft
–
PL
EA
SE

D
O
NO
T
D
IS
TR
IB
UT
E

Bridging Blockchains: A Comprehensive Analysis of Interoperability Challenges and Multi-Blockchain Architectures

Figure 1: Hyperledger Cacti overview

Figure 2: Cosmos Inter-Blockchain protocol

5.4 Decentralized Identity Verification
Reliable identity verification remains a persistent challenge in
blockchain systems, especially in healthcare and regulated indus-
tries. Traditional blockchain signatures, relying on asymmetric key
pairs, do not intrinsically derive verifiable real-world identities from
public keys. This necessitates robustmechanisms to link digital iden-
tities to real-world entities in a decentralized, privacy-preserving
manner. Recent studies focus on Decentralized Identifiers (DIDs)
and Self-Sovereign Identity (SSI) models to securely validate identi-
ties within blockchain ecosystems [4, 10, 35]. These approaches aim
to give individuals greater control over their digital personas and
personal data, aligning with decentralization and privacy principles
critical for widespread blockchain adoption.

Vou criar uma seção explícita de "Contributions" para a sua
apresentação, focando em destacar os pontos importantes.

Claro — segue uma seção explícita “Contributions” em português
acadêmico e em formato LaTeX, totalmente alinhada com o con-
teúdo real do artigo main.tex.txt (que é uma revisão de literatura).

A seção está precisa, formal e compatível com o escopo de um
artigo de revisão.

6 CONTRIBUTIONS
This article is structured as a literature review that synthesizes and
analyzes recent advances in blockchain interoperability and multi-
blockchain architectures, with particular attention to applications
in healthcare. The contributions of this review are threefold:

(1) Systematization of challenges: We consolidate and or-
ganize the main technical, governance-related, and reg-
ulatory challenges identified in the literature, including
heterogeneous blockchain communication, external trust
assumptions, sensitive data handling, and identity verifica-
tion issues in healthcare-oriented blockchain systems.

(2) Mapping of existing approaches: We survey and classify
prominent interoperability models and multi-blockchain
architectures—such as Relay-based mechanisms, Polkadot,
Hyperledger Cacti, and Cosmos—highlighting how each
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solution conceptualizes and implements cross-chain com-
munication.

(3) Identification of future research directions:We identify
multi-blockchain consensus as a promising and underex-
plored research avenue, emphasizing its potential to reduce
cross-chain trust assumptions and strengthen the validation
of multi-chain transactions.

These contributions provide a consolidated foundation for re-
searchers and practitioners seeking to understand the current land-
scape of interoperable blockchain ecosystems and to guide future
investigations in the field.

7 LIMITATIONS
While this article provides a structured review of blockchain inter-
operability and multi-blockchain architectures, several limitations
must be acknowledged. First, the study is based exclusively on
published literature, which may introduce publication bias and
exclude industry implementations or proprietary solutions that
are not publicly documented. As a result, some emerging interop-
erability mechanisms—particularly those used in commercial or
consortium-based healthcare systems—may not be captured in this
review.

Second, the rapidly evolving nature of blockchain technologies
poses an inherent limitation. New interoperability protocols, cross-
chain frameworks, andmulti-blockchain consensusmechanisms are
being proposed continuously, which means that the taxonomy and
classifications presented here reflect the state of the field at the time
of writing but may not encompass the most recent advancements.

Third, the review focuses primarily on conceptual and archi-
tectural aspects described in the literature, without performing
empirical validation or comparative benchmarking across solutions.
This restricts the ability to assess practical performance, scalability,
operational constraints, or real-world security trade-offs associated
with each interoperability model.

Finally, although the healthcare sector motivates much of the
discussion, the analysis does not perform domain-specific evalua-
tions of regulatory compliance, clinical workflow integration, or
healthcare-specific threat models. Future studies should investigate
these dimensions empirically and consider how interoperability
frameworks operate within real healthcare data ecosystems.

8 CONCLUSION
This article presented a structured literature review of blockchain
interoperability models and multi-blockchain architectures, with a
particular emphasis on their applicability to healthcare data-sharing
systems. Through this review, we (i) systematized the main techni-
cal and organizational challenges associated with heterogeneous
blockchain communication, identity management, and sensitive
data governance; (ii) mapped and classified relevant interoperability
approaches—such as Relay-based mechanisms, Polkadot, Hyper-
ledger Cacti, and Cosmos—highlighting how each architecture con-
ceptualizes and operationalizes cross-chain interactions; and (iii)
identified multi-blockchain consensus as a promising and underex-
plored direction for future research, with the potential to reduce
trust assumptions in cross-chain transactions.

However, the findings of this review must be interpreted in
light of its limitations. The study relies exclusively on published
literature, which may exclude industrial implementations and pro-
prietary interoperability mechanisms not publicly documented.
Additionally, given the rapid pace of development in blockchain
technologies, the landscape of interoperability solutions evolves
continuously, potentially introducing new approaches beyond the
scope of this review. Moreover, the analysis is conceptual in nature
and does not include empirical evaluation or benchmarking of the
surveyed architectures. Finally, although the healthcare sector mo-
tivates the discussion, domain-specific regulatory, operational, and
clinical constraints were not evaluated in depth.

Future work should address these limitations by conducting
empirical assessments of interoperability mechanisms, examining
real-world multi-blockchain deployments in healthcare ecosystems,
and exploring the practical feasibility of shared multi-blockchain
consensus protocols in reducing external trust assumptions.
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Abstract
This work examines the pressing issue of digital sovereignty in
Brazil, emphasizing the rapid arrival of Artificial Intelligence data
centers as a new form of critical infrastructure. It argues that de-
ploying such facilities requires robust governance, sustainability,
and transparency mechanisms, as well as enforceable environmen-
tal, social, and technological commitments. It further contends that
negotiations with investors must be legally structured, socially
fair, and guided by verifiable metrics, ensuring concrete benefits
for society—especially for communities directly affected. The pa-
per analyzes the Brazilian Artificial Intelligence Plan (PBIA) and
its conceptual conflict with the Special Taxation Regime for Data
Center Services (REDATA), showing that tax incentives alone do
not ensure technological sovereignty or the capture of strategic
value. Two main contributions are highlighted: (i) the book SABIÁ—
Brazilian Sovereignty and Autonomy in Artificial Intelligence—as a
guideline to accelerate PBIA implementation through an analytical
framework based on verifiable metrics (with emphasis on energy,
water, and enforceable governance and transparency clauses); and
(ii) the proposal AI Data Centers in Ceará: Strategies for Negotia-
tion, Governance, and Sustainable Development, which identifies a
favorable geopolitical window and positions the state to negotiate
high-impact social, technological, environmental, and economic
commitments, turning the arrival of data centers into a strategic
driver of development and sovereignty. As a SABIÁ case study, this
proposal was accepted by the Government of Ceará and converted
into a new public AI policy, designed to initiate a new develop-
ment cycle in the state and strengthen both the state’s negotiating
capacity and digital sovereignty.

Keywords
Energy-efficient computing and networking, Critical infrastructure
management, Green ICT and ICT for green, Environment friendly
ICT, AI applied to infrastructures and services, Advanced tech-
niques for networks and services monitoring

1 Introduction
The Artificial Intelligence economy has intensified the centrality of
the material infrastructure that sustains computation, storage, and

connectivity, shifting the AI debate from a strictly algorithmic plane
to a sociotechnical regime grounded in hardware, energy, and terri-
tory. Within this arrangement, large-scale data centers emerge both
as industrial policy artifacts and as sites of socio-environmental
friction, due to their intensive electricity consumption, continuous
water demand, land use, and impacts on transmission networks [9].

The energy dimension, therefore, cannot be treated as a mere
technological externality: it is the primary material driver of scala-
bility for AI systems and one of the key determinants of their social
and political acceptability. From an infrastructure political-economy
perspective, the “cloud” is an energy-situated device, territorially
negotiated and politically contested.

At the national level, the Brazilian Artificial Intelligence Plan
(PBIA) sets guidelines for research, innovation, workforce devel-
opment, and AI adoption in the country, with direct implications
for computational capacity demand and data governance [3]. How-
ever, implementing PBIA is not exhausted by the mere physical
presence of data centers within national territory. Technological
sovereignty requires institutional mechanisms capable of retaining
value, qualifying negotiated commitments, regulating access to data,
and establishing verifiable standards of transparency and auditing.
From the standpoint of infrastructure studies, PBIA’s materiality in-
volves normative arrangements, energy and data regimes, supplier
ecologies, and governance practices that determine who captures
value, who bears costs, and who exercises regulatory power.

In parallel, the federal government instituted the Special Taxation
Regime for Data Center Services (REDATA), designed to offer tax
incentives and conditionalities aimed at attracting and expanding
the sector [2]. The coexistence of PBIA and REDATA has reopened
the public debate on how to reconcile objectives of technological
sovereignty, sustainability requirements, and fiscal instruments.
This discussion has intensified with the global surge in appetite
for hyperscale facilities, which has repositioned data centers as
strategic assets for industrial policy and as elements of federative
competition for investment. From a political-economy standpoint,
PBIA and REDATA operate in distinct registers: the former ori-
ents national research and innovation capabilities, while the latter
emphasizes supply-side expansion via tax incentives. The tension
between them highlights the country’s longstanding difficulty in
aligning industrial policy, sustainability, and digital sovereignty.
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Against this backdrop, this paper contributes a systematized
presentation of an applied proposal that emerges from the debate
structured by SABIÁ—Brazilian Sovereignty and Autonomy in Ar-
tificial Intelligence—and is materialized in the document AI Data
Centers in Ceará: Strategy for Negotiation, Governance, and Sustain-
able Development [13]. We argue that Ceará, by positioning itself in
relation to an international hyperscale-associated problem, can turn
external constraints into an opportunity for subnational leadership,
provided it adopts policies grounded in verifiable commitments,
data and energy governance, empirically grounded sustainability,
and legal enforceability.

Through the lens of the political economy of infrastructure, this
move translates into a territorial strategy for value capture in a sec-
tor marked by global structures of technological dependence. From
the perspective of sociotechnical studies (STS), it means inscribing
the arrival of data centers into local regimes of energy, water, and
innovation, reconfiguring the relationship between territory, digital
sovereignty, and industrial policy.

The remainder of this paper is structured as follows. Section
2 outlines the international challenge of hyperscale data centers,
detailing their role as critical infrastructure and the material con-
straints of energy and water, alongside verifiable indicators for gov-
ernance. Section 3 introduces the SABIÁ framework as a national
strategy for digital sovereignty. Section 4 presents the empirical
application of these principles in the State of Ceará. Section 5 de-
tails the results and ecosystem impacts, and Section 6 concludes
the paper.

2 The international challenge of hyperscale
data centers

2.1 Data centers as critical infrastructure
The global expansion of AI data centers is taking place in an en-
vironment where power grids, water availability, and territorial
regulation become strategic bottlenecks. International reports point
to a rapid increase in energy demand associated with data centers
and networks, with significant impacts on power systems and equip-
ment supply chains [9]. In response, different jurisdictions have
adopted formal and operational restrictions, whether due to con-
nection constraints, temporary moratoria, industrial prioritization
criteria, or stricter socio-environmental requirements.

This movement shows that data centers are electricity-intensive
infrastructures and, in certain architectures, also water-intensive;
their social cost and territorial materiality are distributed asym-
metrically. The rejection or containment of new projects, therefore,
should not be read as merely symbolic, but as an attempt to avoid
systemic overload, tariff increases, environmental degradation, and
competition for critical resources.

Recognizing data centers as critical infrastructure thus shifts
the debate from the abstract sphere of software to sociotechnical
regimes that articulate energy, water, equipment, and territory—
and, consequently, to regulatory and industrial policy disputes.

2.2 Energy and water as material constraints
Hyperscale exposes the material dependence of AI systems on
the simultaneous consumption of electricity and water, turning
resources historically treated as supporting inputs into structural

constraints on expansion. Metrics such as Power Usage Effectiveness
(PUE) and Water Usage Effectiveness (WUE) become central not
only to measure operational efficiency, but also to inform industrial
policy decisions, environmental licensing, and energy planning.

On the electricity side, the growing use of Power Purchase Agree-
ments (PPAs) byAI companies seeks price predictability and compet-
itiveness. However, such contracts can strain local markets by priori-
tizing inflexible loads, redistributing risks, and producing territorial
asymmetries in development. In parallel, curtailment contexts—
wasting renewable energy due to grid constraints—reshape the
geography of hyperscale by turning systemic constraints into op-
portunities for energy arbitrage.

On the water side, WUE emerges as a decisive metric in regions
subject to water stress, implying trade-offs between computational
demand, climate security, agricultural use, and urban consumption.
The availability of water for cooling, often underestimated in pub-
lic debate, becomes a determining variable for data center siting
and for sociotechnical controversies over resource prioritization,
sustainability, and territorial justice.

From the political economy of infrastructure perspective, the
interplay among PUE, WUE, PPAs, and curtailment reveals that
AI expansion operates over material circuits of energy and water,
whose governance is not neutral. For sociotechnical studies (STS),
these dynamics reiterate that the “cloud” is a multi-scale device
that articulates engineering, regulation, territory, and sociotechni-
cal ecologies, redistributing costs, capturing value, and producing
controversies.

Governing AI data centers requires distinguishing between
operational-efficiency indicators, environmental-impact indicators,
and institutional-governance indicators. First, energy efficiency is
often expressed through Power Usage Effectiveness (PUE), defined
as the ratio between the facility’s total energy and the energy de-
livered to IT equipment [10]. Conceptually, the usefulness of PUE
follows from the fact that cooling and power-conversion losses can
dominate total consumption; thus, reducing the numerator while
keeping the denominator constant increases the share of energy
converted into computational service.

However, the literature points out limitations of PUE as a stan-
dalone criterion, since it does not capture the origin of energy, the
efficiency of the compute fleet, or systemic impacts on the territory
[6]. Therefore, to avoid oversimplified interpretations, PUE should
be combined with granular measurement requirements, indepen-
dent auditing, and decarbonization targets, as well as governance
mechanisms that prevent the indicator from being used merely as
a rhetorical instrument.

Second, the water component is formalized throughWater Us-
age Effectiveness (WUE), standardized as liters of water per kWh
associated with IT energy, with definitions consolidated in an inter-
national standard [11]. Here, the argumentative chain is straight-
forward: if a project consumes water at relevant volumes in regions
under water stress, it amplifies social and environmental risk. Thus,
in contexts of recurring drought, prioritizing reclaimed water and
cooling technologies less dependent on evaporation becomes a re-
quirement for water security, as has been discussed in Brazilian
news regarding conditions for data centers in the Northeast [1].

Third, carbon and renewable-energy indicators complement the
environmental reading: even a low PUE can coexist with high
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emissions intensity if the marginal energy mix is fossil-based. Gov-
ernance must therefore require periodic reporting on consumption,
energy provenance, emissions, and audit standards; otherwise, in-
formation asymmetries and regulatory capture may prevail. RE-
DATA, by establishing conditionalities for access to the regime,
offers an institutional precedent for linking benefits to requirement
verification, although such requirements must be operationalized
through monitoring and enforcement instruments [2].

Table 1 consolidates a set of indicators and verifiable require-
ments, distinguishing internationally standardized metrics from
governance indicators that can be contractually enforced by public
authorities.

From this set, the logic of public policy becomes stronger: rather
than assuming that installing data centers automatically yields
development, it becomes possible to require evidence, monitoring,
and enforceable commitments. This reduces the likelihood that a
territory absorbs diffuse costs without proportional participation
in the benefits.

A comparative reading of these cases indicates a recurring pat-
tern: when transparency rules, indicator auditing, and binding com-
mitments are absent, decisions tend to become reactive, culminating
in connection restrictions or localized suspensions. In other words,
room for subnational leadership emerges precisely when a territory
recognizes the problem before a crisis and structures anticipatory
governance mechanisms.

In the Brazilian case, investment attraction can be reorganized
under a logic of qualified negotiation. Rather than competing only
through tax incentives, public authorities can condition authoriza-
tions on verifiable obligations regarding energy efficiency, grid
resilience, water security, metric transparency, and capacity trans-
fer. This shift opens a strategic window for Ceará, which combines
international connectivity and an established digital-infrastructure
agenda, while also appearing in recent news about large-scale
projects [15].

3 The SABIÁ Book
The SABIÁ book emerges as a Brazilian response to the growing
concentration of technological power in large global corporations. It
stems from discomfort with exporting our data, talent, and energy
to foreign platforms, and from the hope of building a national
intelligence agenda guided by science, ethics, and sovereignty.

Its formulation builds on an intellectual and political trajectory
consolidated in the book “Digital Sovereignty, Colonization & Lit-
eracy” [14], which denounces new forms of algorithmic and infras-
tructural dependence. Both converge on an urgent repositioning
for Brazil: moving from a passive consumer to a producer, regulator,
and guardian of its own digital transformation. Today, sovereignty
is not defended only with borders, but with code, servers, and
collective awareness.

In this context, SABIÁ presents itself as a bridge between critical
thinking and public action. Its purpose is to turn reflection into
sovereignty—and sovereignty into the future. Conceived to support
and accelerate PBIA, SABIÁ is structured as a national program
of collaborative execution, involving universities, research centers,
companies, public institutions, and civil society, with the goal of

enabling the country to develop, apply, and regulate AI technologies
with autonomy and in the public interest.

The approach is inspired by a successful Brazilian experience in
technological governance: the Brazilian Digital Television System
(SBTVD). Created during Lula’s first administration (2003), SBTVD
demonstrated the effectiveness of coordinated articulation among
science, industry, and the state, mobilizing more than twenty R&D
institutions, 1,500 researchers, and 60 laboratories, resulting in the
Ginga middleware, recognized by the International Telecommunica-
tion Union as an international standard. This legacy of technological
autonomy now inspires the conception of SABIÁ.

The book systematizes the distinction between technological
sovereignty and technological autonomy: sovereignty refers to the
political and institutional capacity to set rules; autonomy concerns
the technical capacity to develop and maintain solutions without
structural dependence [12]. This distinction is fundamental for
understanding the arrival of data centers: their physical presence
can coexist with dependence if higher-value processing, model
governance, and economic appropriation remain externalized.

Beyond diagnosis, SABIÁ offers a propositional design: a frame-
work that links PBIA acceleration to the creation of material condi-
tions for execution—computational, institutional, and regulatory—
preventing the plan from being reduced to guidelines without in-
struments. AI data centers are treated as critical infrastructure not
only because of their scale, but because they underpin research,
public services, and computation-intensive productive chains.

A central axis is the conversion of commitments into verifiable
obligations. Instead of assuming that installing data centers au-
tomatically produces development, the framework proposes: (i)
auditable impact metrics (with emphasis on energy and water); (ii)
transparency and independent auditing; and (iii) social and techno-
logical commitments aimed at talent formation, R&D, and access to
computing capacity for scientific and public institutions. In this way,
sovereignty ceases to be an abstraction and becomes operational
through clauses, indicators, and governance.

SABIÁ also positions PBIA and REDATA as potentially com-
plementary instruments, as long as tax incentives do not replace
binding commitments. In practical terms, capturing strategic value
and reducing technological dependence require bargaining rules
and monitoring; without them, the country risks hosting resource-
intensive infrastructure with limited internalization of capabilities,
knowledge, and income.

More than a technical project, SABIÁ is a state strategy and a
gesture of national reconstruction, affirming that Brazil can create,
innovate, and steer its technological future with intelligence, ethics,
and sovereignty.

Aligned with PBIA, SABIÁ structures the program around five
interdependent strategic goals:

• Consolidate a public, cooperative, and federated AI infras-
tructure (regional supercomputers, DATA-SABIÁ, and open
platforms);

• Develop sovereign AI models, trained on Brazilian data and
aligned with the country’s cultural and linguistic diversity;

• Train talent distributed territorially, with emphasis on
youth from peripheries and underserved regions;
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Table 1: Indicators and verifiable requirements for governance and sustainability of AI data centers

Indicator Operational definition Basis Suggested enforceability

PUE Ratio between the data center’s total energy and the
energy delivered to IT.

ISO/IEC standard [10]. Instrumentation compatible with auditing; periodic
disclosure; targets consistent with climate and cooling
technology [6].

WUE Liters of water per kWh associated with IT, as
normatively delimited.

ISO/IEC standard [11]. Water inventory with water source, percentage of reuse,
and contingency plan; integration with the territory’s
water-security policy.

Renewable energy Percentage of effectively consumed energy sourced from
verified renewables.

Contractual and regulatory
evidence.

Documented proof; alignment with grid expansion and
the regional energy mix; obligations linked to licensing.

Transparency and
auditing

Publication of data series and independent auditing of
indicators.

Regulatory and compliance best
practices.

Third-party auditing; penalties for underreporting;
reporting standards and reproducibility requirements.

Capacity-related
commitments

Reserved capacity and investment in training, R&D, and
the local ecosystem.

REDATA conditionalities [2]. Binding targets for R&D, training, and access to
compute resources for STI institutions; access
governance and accountability.

Jurisdiction and data
access

Rules for data processing and access, with attention to
extraterritorial legislation.

International legal debate [17]. Contractual clauses, key governance, access auditing,
and localization requirements depending on data nature.

Table 2: International cases and controversy vectors associated with large-scale data centers

Location (example) Critical resource Externality and debate Institutional response (evidence)

United States
(high-concentration hubs)

Power grid and
transmission

Rapid load growth associated with the expansion of large
facilities, raising debates about planning and systemic
cost.

Studies and sector discussions have increasingly treated
data centers as a relevant load for grid planning and
supply [9].

Ireland (Greater Dublin) Energy and connection
capacity

Data centers reached a significant share of national
electricity consumption, amplifying concerns about
security of supply.

Connection guidelines and measures with restrictions in
grid-stressed regions and additional conditions for new
projects [4, 5].

Singapore Energy, emissions, and
efficiency

Restrictions were adopted in view of energy limitations
and carbon targets, with a restart conditioned on
sustainability criteria.

Restart via competitive calls, with efficiency and
decarbonization criteria as eligibility requirements [7, 8].

Netherlands (national
guidance)

Land use and energy Public debate on territorial compatibility of hyperscale
facilities and their infrastructure costs.

Adoption of planning guidance and instruments to
restrict/condition hyperscale data centers [16].

• Integrate universities, Federal Institutes, research centers,
and local companies into a distributed network for innova-
tion and technology transfer;

• Promote citizen-centered, transparent governance, ensur-
ing social control over data, algorithms, and decisions.

4 A SABIÁ application: the “AI Data Centers in
Ceará” proposal

4.1 The “AI Data Centers in Ceará” proposal
The document “AI Data Centers in Ceará: Strategy for Negotiation,
Governance, and Sustainable Development” [13] is a proposal built
from principles and guidelines of the SABIÁ book [12].

It is a concrete application of the framework, aimed at formulat-
ing public policy to attract hyperscale data centers to the State of
Ceará. Its central purpose is to convert the arrival of major investors
into territorial, scientific, and technological development, aligning
incentives and commitments through anticipatory governance and
verifiable metrics.

While SABIÁ operates at the national level as a strategy for
digital sovereignty and PBIA acceleration, the Ceará document
reorganizes that vision at the subnational scale, translating it into
operational guidelines for negotiation, licensing, energy planning,
social commitments, and institutional transparency. In doing so,

it positions Ceará as a strategic actor in the geopolitics of data
centers, mobilizing distinctive assets such as a renewable energy
matrix, international connectivity, an innovation ecosystem, and
world-class universities.

The document is structured as an instrument of state bargain-
ing and regulatory capacity, organized around ten guidelines that
treat data centers as development vectors rather than neutral in-
frastructure. Central elements include industrial and technologi-
cal induction through commitments, talent formation, university–
industry–state integration, public transparency, federated territorial
governance, and the need for long-term energy and environmental
planning.

4.2 Ceará as an empirical case
Beyond framing data centers as geoeconomic assets, the document
argues that investment attraction must move from a race for in-
centives to qualified negotiation, in which fiscal concessions are
conditioned on capacity transfer, applied research, open digital
infrastructure, and mechanisms of technological sovereignty.

In this sense, PBIA and REDATA cease to be competing instru-
ments and become complementary, provided that commitments are
legally enforceable and auditable. This logic materializes in the ten
proposed guidelines that structure the state’s strategic positioning:
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(1) Data centers as vectors for the future and sustainable de-
velopment;

(2) The global opportunity and Ceará’s strategic role;
(3) Tax incentives as leverage, not an end in themselves;
(4) Industrial and technological induction: the value of negoti-

ated commitments;
(5) Data centers as geoeconomic assets;
(6) Qualified employability and local talent formation;
(7) Transparency, governance, and open innovation;
(8) Long-term energy and environmental planning;
(9) Binding environmental targets and compensation mea-

sures;
(10) Digital sovereignty and regional leadership.

Taken together, PBIA, REDATA, and the Ceará guidelines oper-
ate at different yet complementary levels: PBIA formulates the
ambition; REDATA creates attractiveness; and Ceará develops
mechanisms for territorial value capture and sovereignty. In the
technology-governance literature, such an arrangement qualifies
Ceará as a subnational strategic node for AI, where federative poli-
cies, critical infrastructure, and institutional capabilities translate
into bargaining power and the production of national value.

Ceará is therefore a relevant empirical case for digital sovereignty
studies because it combines rare material and institutional condi-
tions: strategic infrastructure (renewable energy, submarine cables,
and ports), international connectivity, positive territorial asymme-
tries, and subnational bargaining capacity. By shifting public policy
from attraction to value capture, the state transforms incentives
into enforceable commitments. And by operating within technolog-
ical federalism and institutionally adopting the proposal, it turns
a civil-society initiative into public policy, qualifying itself as a
subnational strategic node in the AI geoeconomy.

5 Results
The results systematized by this article are organized into three
complementary planes. First, the debate on digital sovereignty was
previously structured in a work dedicated to problematizing colo-
niality and technological literacy, providing a conceptual basis to
treat infrastructure as a political, economic, and institutional issue,
through the book Digital Sovereignty [14]. This foundation matters
because it shifts the analysis from technological promises to the
material and distributive conditions of implementation.

Second, conceptual accumulation and a critical reading of ten-
sions between public policy instruments converged into SABIÁ,
which presents recommendations aimed at accelerating PBIA based
on governance, auditable metrics, and enforceable commitments
[12]. The public debate on compatibility between PBIA and RE-
DATA reinforces the timeliness of the problem and the relevance of
analytical instruments that avoid vague inferences and normative
generalizations.

Third, the applied work materializes in the “AI Data Centers in
Ceará” proposal, whose objective is to qualify the social, environ-
mental, and economic negotiation of major investments by aligning
commitments, governance, and transparency [13]. The proposal
was delivered to the Governor and accepted by the state, resulting
in the creation of an AI study group to address these issues. This

institutional development becomes even more relevant given re-
cent news about hyperscale projects in the territory, with potential
to stress energy and water systems and, consequently, to demand
anticipatory institutional design.

Finally, the chain of actions resulting from the initiative is enter-
ing the Ceará innovation ecosystem, impacting multiple strategic
axes (Figure 1).

Figure 1: Strategic Axes (AI Data Centers in Ceará).

This means that young people with a computer at home can gain
access to high-performance cloud computing networks, enabling
innovative production. Research units in universities and innova-
tion hubs at different scales can leverage the infrastructure to share
data and support technology transfer.

The plan calls for a strong commitment-oriented effort in aware-
ness, literacy, and digital transformation, enabling Ceará’s citi-
zens to access future technologies and think creatively about data-
network uses, thereby building a culture of digital sovereignty.

In the areas of education and interiorization, Digital Culture
programs develop content production that supports sovereignty-
building processes. Resources are planned so that the development
of intellectual property—such as the games industry—can benefit
from negotiated commitments, connecting to strategic plans and
current legal certainty in a structured way, as shown in the model
in Figure 2.

Nonetheless, it is essential to recall that SABIÁ is a gateway for
building an innovation identity and culture, supported by an asset
arising from an opportunity generated by data centers in Ceará.
The study group formed by organized civil society and government
members will prioritize more mature environments for the practical
application of negotiated social commitments.
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Figure 2: Detailed view of Axis 8 (Technology Transfer).

6 Conclusion
The international cases analyzed show that hyperscale data centers
have become a global distributive problem: by exerting pressure on
energy, water, and territory, they induce institutional responses that
range from connection restrictions to new sustainability standards
[4]. In this context, the opportunity for Ceará does not stem from
any presumed natural advantage, but from its ability to structure
anticipatory governance that converts infrastructure attraction into
value retention, training, R&D, and transparency.

The articulation between PBIA and REDATA should therefore
be treated as an institutional-design problem: incentives must be
subordinated to verifiable requirements, and sovereignty must be
operationalized through clauses, auditing, and indicators, with spe-
cial attention to water security and grid resilience [2, 10, 11]. At
this point, SABIÁ and the “AI Data Centers in Ceará” proposal offer
a methodological path: turning metrics into obligations, commit-
ments into public policy, and social participation into method [12,
13].

Applying this approach in deployment territories such as Ceará
should be understood as a stage of empirical validation. The goal
is not to claim results that do not yet exist, but to indicate how
requirements and indicators can guide negotiations and licensing
before impacts consolidate.

Finally, the initiative’s social assets are being debated, with a fo-
cus on benefits for Ceará’s citizens, institutions, and businesses. The
models start from a social commitment with support orchestrated
by the current ecosystem, impacting innovation sectors. In this
way, Ceará can take the lead by offering a replicable governance
model for AI critical infrastructure in Brazil—opening a subnational
space for digital sovereignty and industrial policy applied to the
hyperscale economy.
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Abstract
Urban violence poses a significant challenge for citizens and munic-
ipalities, necessitating strategies to effectively disseminate official
information while residents seek timely access to critical informa-
tion. This study presents ‘Voice of the Streets (VOS)’, an Information
and Communications Technology (ICT) service designed to detect
and classify violence in social media messages and understand its
effects in physical environments. Using Design Science Research
(DSR) as the methodology, this study developed a platform that in-
tegrates social sensing with a machine learning model to categorize
the severity of violence. Results demonstrate the platform’s feasi-
bility in integrating external data sources, processing multiple data
instances, and supporting the visualization of violence patterns.

CCS Concepts
• Information systems→ Spatial-tempor
al systems; • Human-centered computing → Computer sup-
ported cooperative work; • Applied computing → Law, social and
behavioral sciences.

Keywords
Social Sensing, Violence Detection, Social Data Management

1 Introduction
An urban environment is an agglomeration of continuous built-up
areas, with a high frequency of activities that involve and affect
the geographical space [15]. These activities are related to complex
dynamics, such as active commuting, physical spaces maintenance,
music concerts, and urban violence. Understanding these dynamics
is becoming important as the number of people living in cities
grows. To obtain a complete picture, about 4.9 million people live
in areas affected by organized crime in Rio de Janeiro [21].

Urban Violence is a type of spatiotemporal event that occurs in
physical environments like cities, towns, and metropolitan areas.
Examples include violent crimes, robbery, vandalism, gang wars
[2, 10]. This kind of event brings adverse impacts on society. For
example, in 2024, gunfire clashes caused the suspension of classes
in 368 public schools in Rio de Janeiro [12]; in 2023, for example, the
Brazilian government spent on public security investments about
R$ 18.785 billion, corresponding to a 13% increase compared to
2022, when R$16.629 billion were spent. It is essential to detect such
events in near real-time and with high accuracy to respond to these
challenges and reduce the cost to society.

Meanwhile, the presence of inhabitants in urban dynamics, such
as urban violence, represents an opportunity to build collective
knowledge about spatiotemporal dynamics. People are an excellent
source of urban data compared with traditional physical sensor-
based architectures [19]. Today, thanks to tools such as social me-
dia, mobile devices, and wearables, each person can be a broadcast
source [19]. These combinations offer an opportunity to build sys-
tems that leverage the ubiquitous capabilities of social sensing.

In countries like Brazil there are official channels for reporting
crime, these mechanisms often involve unidirectional communica-
tion that does not facilitate immediate interaction between citizens.
On the other hand, the use of social media to report data is an
already recognized tool to report crimes in Brazil, with successful
examples like "Onde Tem Tiroteio (OTT) 1" and "Fogo Cruzado" 2.
In this scenario, the present study seeks to answer the following
research question: How can a method be developed to systemati-
cally detect and classify levels of violent events in social media text
posts?

This paper proposes a software-based approach, Voice of the
Streets (VOS), to detect and classify violence reports from human
sensors. The proposal, which is a work in progress, uses sensors,
machine learning, and notification methods to monitor the city and
provides an interface for consuming processed social sensing data.
Our goal is to define an approach that could serve as a detection
agent for an urban violent event, based on observations of citizens
already embedded in the daily routine of urban space.

The present work is organized as follows: section 2 presents
the research methodology; Section 3 introduces the fundamental
concepts to understand our proposal; section 4 presents the related
literature and the difference to this work;section 5 presents VOS
and provides a conceptual system description; section 6 describes
the prototype implemented to validate the feasibility of the VOS;
and Section 7 presents the discussion followed by section 8 final
considerations and future directions.

2 Methodology
The motivation for VOS development is a lack of appropriate tools
for using social sensing data and Information and Communication
Technologies (ICTs) to understand patterns of violence severity in
urban environments. To address this issue, the present work adopts
the implementation of Design Science Research (DSR) proposed by
[4].

1https://ondetemtiroteio.com/website/ott/index.html
2https://fogocruzado.org.br/
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DSR is a research method whose objectives involve proposing,
creating, and using artifacts that intervene in real-world situations
to improve or solve problems [4]. Our adaptation has eleven stages:
problem identification; problem Awareness and literature Review;
Identification of Artifacts and Configuration of Problem Classes;
Proposal of Artifacts to solve the Specific Problem; Design of the
Selected Artifact; Artifact Development; Artifact Evaluation; Ex-
plication of Learning; Conclusions; Generalization for a Class of
Problems; Communication of Results.

The problem identification began with a previous study that pro-
posed a model to detect patterns in general urban named CidadeS-
ocial [15]. While using the proposed architecture for a specific
dynamic — urban violence — it was recognized that there was a
lack of a sensing platform dedicated to detecting and classifying
the level of violence. Even though the project had already explored
communication in urban settings, it lacked an artifact that enables
automated analysis and knowledge generation based on human-
sensing observations.

The following stages, problem awareness and literature review,
were conducted interactively. Initially, the CidadeSocial was chosen
as a base model for supporting communication in urban environ-
ments [15]. This work confirmed the wide range of urban dynamics,
ranging from topics such as urban mobility to public services. In
a second iteration, during the development of a master’s degree
dissertation, the model was specialized to urban violence [16]. The
understanding from the ’problem awareness’ stage worked as an
input for the literature review. A targeted review was conducted
across Google Scholar, the IEEE Digital Library, the Brazilian Sym-
posium on Multimedia and the Web (WebMedia) 2025 Proceedings,
and HAL’s open archive, with a specific focus on publications from
the ADVANCE workshop.

Based on the results of the targeted review, we analyzed the
characteristics of each related work and evaluated the extent to
which each solution addresses our research gap. Afterward, in
the artifact building, development, and evaluation, we proposed a
system that combines techniques such as social sensing, machine
learning, and software development to address the requirements.
The ’explication of learnings’ and ’communication of results’ are
the corresponding phases that explain the results achieved and that
have led to this research paper.

3 Fundamental Concepts
3.1 CidadeSocial: humans into social sensors
CidadeSocial is an information system focused on sharing infor-
mation via mobile devices through crowdsourcing. The project
was initially named UFRJ Social [7] to facilitate information ex-
change among the academic community across different university
campuses. After observing similarities between the dynamics in
universities and other urban environments, the application was
named CidadeSocial [3]. CidadeSocial was also chosen as part of
the framework to demonstrate the integration of social sensing
data into emergency preparedness strategies [5]. As a last step in
maturity, the project evolved to an architecture that supports un-
planned communication [15] and also enables understanding urban
dynamics, such as violence [16].

Figure 1: The registration and initial setup flow. From left to
right: the landing screen, the user data entry form, the pref-
erence selection interface, and the home screen displaying
the geolocation dashboard. View full-size image

In the CidadeSocial, users can exchange contextualized informa-
tion about events and infrastructure (e.g., events, problems, news,
and security incidents in the city) without needing to belong to any
group or interact with acquaintances on social media. In addition,
the application is always concerned with maintaining a summary of
the user’s location on their device. This way, it remains operational
even if the person has no signal (which is essential, considering
that in many places there is no Wi-Fi or the mobile connection is
weak).

In this mobile application, users can retrieve information using
tags, or “interests”, and their geolocation. There is an active rec-
ommendation, meaning that when entering a location, the user is
notified of topics of interest.

CidadeSocial was chosen as the platform to facilitate the pilot
studies at the "Voice of the Streets" platform for the following rea-
sons: VOS is part of the CidadeSocial project’s ecosystem. However,
it is essential to note that VOS is source-agnostic. In other words, it
can be integrated with other text-based sources.

3.2 Detecting and Classifying Urban Violence
with VISAGE

The concept of violence has a substantial role in the functioning
of VOS, as their goal is to detect violence from social media text
messages and understand their level of severity and what story
it tells about a physical environment. To quantify violence, the
present work uses the proposal from the previous work of [17],
named VISAGE.

At VISAGE, Souza et al. [17] adapted the QOVS — Quantification
of Violence Scale — a proposal made by Tyrer et al.[18], which anal-
yses three dimensions from a violent report: planning, intention,
and consequence. Each dimension can receive a numerical score,
ranging from 1 to 6 for the planning dimension, and 0 to 5 for in-
tention and consequence [18]. The sum of these three components
yields a total score that quantifies the overall magnitude of the
violent episode.

VISAGE is a computational approach that turns QOVS into an
automated model to classify levels of violence. To simplify the
classification process, VISAGE organises violent reports into classes.
The main idea is that these classes function as levels on a scale, with
the first position encompassing situations with no violence and the
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Figure 2: Adaptation of QOVS made by [17]. View full-size
image.

last encompassing extremely high violence. To this end, five classes
were defined based on specific score ranges as specified by Tyrer
et al. [18] and represented in Figure 2. The violence is calculated
based on the score of a violent report on a topic. As mentioned
earlier, violent episodes can motivate citizens to report them on
social media. The purpose of these classes is to assess the degree
of violence in this report. A Multinomial Naive Bayes classifier
was implemented within VISAGE to automate the classification of
messages based on their violence levels.

4 Related works
Spatial-temporal event detection is a collection of processes that
includes (i) sensing (e.g., social sensing), (ii) extraction of events
of interest, and (iii) the application of actionable events detected
[20]. Interest in this type of research grew due to the importance
of dynamics such as disasters, health, the environment, crises, and
crime. This section presents some current research that uses a type
of sensing to detect or address urban violence.

Rocha et al. proposed two unsupervised and complementary
heuristics, based on temporal and entity recognition approaches,
to cluster videos related to violent events in cities [13]. Compared
with state-of-the-art models like GPT-4, their approach performed
better in sparse-event scenarios. The difference between our work
is in the sensing and application of the event detected. While Rocha
limited their work to data from YouTube, the present research is
platform-agnostic, and the aim is to understand which patterns
posts about a violent event reveal about the city.

Pongpaichet et al. proposed an intelligent system designed for
extracting and visualizing crime metadata from vast corpora of
online news articles [9]. Unlike general approaches based on social
media content, they built their sensing process on news from reli-
able Thai sources. By applying a multi-class classifier and Named
Entity Recognition, they categorized each news article into seven
crime types, built a deep learning cross-lingual model to extract
this information, and built visualizations. The main difference with
this work is the application of the detected event, whereas in [9]
the system was designed for monitoring violence; the present work
aims to help return this information to human sensors. In this con-
text, human sensors are the individuals who act as observers and
providers of information about physical environments.

Heredia et al. presented an interactive system to explore and
explain spatial-temporal anomalies in urban data, using spatial-
temporal visualizations and Large Language Models to generate

explainable contexts [6]. The proposed system addresses the lack
of explainability in solutions for spatial-temporal event detection
in urban environments. The main difference in this work is that it
focuses on statistical methods rather than AI-based explainability.

In the context of urban dynamics, [15] has proposed a general
model for detecting patterns. The paper proposed an architecture
based on geolocation and interests that enables humans to act as
sophisticated sensors, even without a prior connection. As a result,
the authors implemented a platform called CidadeSocial, with util-
ity for general scenarios such as urban mobility and community
engagement. Although this work is a continuation, the focus here
is on developing a platform that can sense violence and help under-
stand how it operates in urban environments like the city of Rio de
Janeiro.

5 VOS plataform
The VOS platform is a social sensing software designed to identify
and classify violence in social media messages systematically. Also,
the VOS platform allows sending notifications for the social sensors,
which represents a way to implement non-planned communication
— communication where people do not necessarily know each other
[15, 16].

According to [19], a social sensing application can be classified as
a model-centric application. This type of system uses generalizable
models built from sensory data, and it can support human decision-
making beyond the immediate location or context of collection. VOS
fits into this classification because it uses social media data to detect
and classify the level of violence in a post. Also, the information
about the level of violence is directly related to the geolocation.
Thus, reports of violence not only identify a specific occurrence
but also reveal spatial patterns, allowing the understanding of how
patterns of violence across different regions of the city correspond
to their severity.

In the following subsections, there are descriptions of: VOS fea-
tures; system architecture; a sample implementation; and the ma-
chine learning building process.

5.1 System Entities
As previously mentioned, violence is the primary entity of VOS.
However, because it is a system that performs analyses and infer-
ences using social media data, integration with other social media
platforms requires additional entities.

The first entity, User, represents humans who produce external
data or interact with the system. Each user instance includes ba-
sic information such as username, email, and password for local
authentication. Additionally, geolocation data is stored. There are
two user types: local and external. Local users are created directly
on the platform to manage and visualize data. External users are
instances created to represent authors of posts from CidadeSocial.

The Topic entity represents messages posted on other social
media platforms. This entity has a struct containing fields such
as title, description, latitude, and longitude. The-re are ad-
ditional attributes that represent more complex geometric repre-
sentations, facilitating spatial analysis. It is worth noting that VOS
does not create posts, but they originate on another social media
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platform. This entity also stores attributes that record the creation
and update dates, enabling analysis of temporal trends.

The entity Violence is directly associated with a single topic
and captures information related to episodes of violence predicted
in the context of the system. Among its attributes are the unique
identifier (id), the class indicated by the machine learning system
(predicted_class)—the classes being modeled in the QOVS exten-
sion [18]— and the creation (created_at) and update (updated_at)
dates. This entity is used for analyzing sensitive topics, enabling
automatic classification and event logging.

The Interest entity represents categories that can be associated
with multiple users and topics. The interest might work as a tag
of a post or even the subject of a text. Combined with violence
and location, this entity helps understand the main ts attributes,
including name, the name of the interest; description, details; and
the created_at and updated_at dates.

The MLModel entity stores information about the machine learn-
ingmodels used in the system. Attributes include name and description
to identify and describe the model, file
_path for the path of the stored file, is_active to indicate whether
the model is in use, as well as type_of_model and metric that
characterize the type and evaluation metric of the model, respec-
tively. There are fields that stores the creation and update dates, as
well as the identifier of the user responsible for the upload.

The Alert entity was designed to manage alert issuance from
the VOS. Its attributes include urgency for the alert’s urgency level,
expiration_date for the expiration date, and the fields headings
and contents, which contain the alert’s title and content, respec-
tively. The creation (created_at) and update (updated_at) dates
are also recorded. Essentially, an alert can only be created by a
single local user.

5.2 Architecture
In terms of architecture, VOS comprises three main components:
the web interface, the social sensing REST API, and the exter-
nal notification service. The core component is the REST API,
which manages all requests and redirects them to the appropri-
ate internal components. Also, the API is responsible for coordi-
nating the logic of sending alerts to the end user via an exter-
nal notification system. It consists of six subcomponents: Machine
Learning Model Service, Integration Agent, User Service
Adapter, Relational Database, Entity Analysis Service, and
Internal Notification Service.

The Machine Learning Service is responsible for classifying
violence present in social media text posts based on the method
and models generated at [17]. It is worth noting that this service is
out of scope to cover the entire Machine Learning Lifecycle 3. This
architecture is designed to receive a trained model, excluding steps
such as data collection, pre-processing, and model training. The
results of this component are stored in the Relational Database.

The Integration Agent performs scheduled tasks to reconcile
entities from social media and other configured social sensing data
sources, including users, topics, interests, and places. The frequency

3data collection, feasibility study, documentation, model monitoring, and model risk
assessment

Figure 3: Domain model of the server-side application.View
full-size image.

Figure 4: High-level component diagram of the server-side
architecture of the ’Social Sensing Rest API’.

of automated tasks is configurable, and each entity has its recon-
ciliation task performed separately. The data originates from the
Relational Database component of Application Server 1.

The Internal Notification Service is responsible for send-
ing and recording alerts. When a user uses the Web Interface
component to send an alert, the Internal Notification Service will
send the data to the External Notification Service and record the
information from this event in the Relational Database. This
component is only used by the Web Interface component.
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5.3 Implementation
Accordingly, within the methodology, a solution to a real-world
problem must be implemented and validated. To accomplish this,
all the described components and entities were implemented to
test the architecture’s feasibility. In the following subsections, we
describe the implementation of the Social Sensing Rest API, the
VOS Web Interface, and the External Notification Service.

5.3.1 Social Sensing Rest API. The Social Sensing Rest API was
implemented using the Python programming language and the
FastAPI framework 4 — a tool for building APIs in Python. This tool
was chosen because it enables the integration of machine learning
models built in the same programming language. This component
has six other subcomponents.

The implementation was organized using a layered architectural
approach, separating code for handling HTTP requests (routers),
business logic (services), and data models (models). There is also
code responsible for orchestrating data integration and analysis
tasks called Task Scheduling. The table brings an example of sample
routes. The Table 1 shows sample REST endpoints.

The Relational Databasewas implemented using PostgreSQL
5, an open-source relational database system (RDS). The choice of
this tool over other RDS tools was due to support for Geometric
Types. This data type provides a built-in geometric data type that
represents 2D spatial objects on a planar surface. As a result, the
geometric data type allows the social sensing API to perform the
requested geo queries.

As defined before, the Integration Agent searches for data in
an external source and persists it in the Relational Database. At
the implementation level, a class called Integration has methods
like get_topics and get_places that query an API and persist
the related entities in the database; for example, save_topics per-
sists the data from get_topics. Also, in the implementation, the
Scheduler class defines the periodic execution of the integration
logic.

The User Service Adapter manages the operations related
to Users. At the router layer, some methods expose endpoints for
CRUD 6 operations on the User Entity. In the business logic layer,
there are methods that save user data from the external API to the
local User model. All the produced data is persisted in the Relational
Database.

The Machine Learning Model Service was implemented to
perform three operations: manage pickle files 7; performing predic-
tions; save predictions result. At the router layer, there is only one
endpoint to handle requests to create and update these models via
HTTP requests. In the Business logic layer, there is the MLService
class, which deserializes the model and predicts the violence level
from a text. This classification engine uses a Bayesian model (Mul-
timodel Naive Bayes) to categorize messages according to their
severity. Based on prior evaluations conducted within the VISAGE
framework, the chosen model achieved an accuracy of 84.42% and
a weighted F1-Score of 0.81.
4https://fastapi.tiangolo.com/
5https://www.postgresql.org/
6Create, Read, Update, and Delete
7The pickle module implements binary protocols for serializing and deserializing a
Python object structure. “Pickling” is the process whereby a Python object hierarchy
is converted into a byte stream, and “unpickling” is the inverse operation [11].

The Entity Analysis Service analyses records of topics
stored in the database to generate statistics and identify patterns
related to violence. In terms of routing, there are endpoints for
defined queries such as: a group of topics within a time range; the
number of topics per violence level; topics posted within a square
area. For business logic, schedulers define the frequency at which
analyses are executed.

The last subcomponent is the Internal Notification Service,
which handles creating and sending notifications to the External
Notification Service. In the routing, there is an endpoint to trigger
or send a JSON object with the notification details. In the business
logic layer, there is a class named OneSignalService. This class
contains all the logic to authenticate with the external API and send
data to the Social Media Platform.

Table 1: Sample Social Sensing Rest API Endpoints

Method Endpoint Description

POST /auth/token
Login for access
token

GET /topics/ List topics with filters
POST /topics/ Create a new topic

GET /violence/class
Get violence count by
class

POST /mlmodels/{id}/predict
Make a prediction
using a specific
model instance

5.3.2 Web Interface. TheWeb Interface component is the front-end
application that allows the user interaction with the data produced
and handled by Social Sensing Rest API. The Web Interface
was implemented as a Single Page Application (SPA) built with
React 8 version 18. The user interface is strongly based on the
Material UI 9 (MUI v6). The application is organized in 8 different
React components: (i) Dashboard, (ii) ClassesViolencia, (iii) Home,
(iv) MapPage, (v)Reports, (vi)Settings, (vii)UserProfile. The general
geographical data visualization was built using the Chart.js 10. The
Table 2 has a description of each implemented table, and the Figure 5
shows a screenshot of MapPage.

5.3.3 Notification system. Sending Notifications is an essential
feature in VOS. In this implementation, it was considered sending
notifications to the Android application of CidadeSocial [15] to
validate the concept of creating communication from social sensing
data. To achieve this, the Internal Notification Service was
integrated with an External Notification Service, a third-
party service for sending notifications.

Considering that the notification was implemented only for An-
droid devices, the tools to implement external notifications are:
OneSignal to send text to phones; and Firebase Cloud Messaging
(FCM) 11 to handle phone infrastructure. The integration between
8https://react.dev/
9https://mui.com/material-ui/
10https://www.chartjs.org/
11https://firebase.google.com/
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these two is based on the device token, a primary identifier gener-
ated by FCM for each Android device.

This token will serve as the primary address, allowing the notifi-
cation server to route notifications to devices with the CidadeSocial
installed. It is important to note that, without this identifier, it would
not be possible to define the correct target.

Table 2: Main components of the social sensing platform.

Component – Description

(i)Dashboard.jsx – Main component containing all other
pages related to the social sensing application.
(ii)ClassesViolencia.jsx – Displays statistical information
regarding topic violence classification, such as the number of
events per topic.
(iii)Home.jsx – Renders the dashboard home page with a list
of topics published by application users.
(iv)MapPage.jsx – Contains all maps of the social sensing
platform, such as the topic map and the heatmap.
(v)Reports.jsx – Generates and displays analytical reports
on data collected in the platform, including violence statistics,
user interactions, and trends.
(vi)Settings.jsx – Displays and allows modification of plat-
form settings, such as user preferences, permissions, and notifi-
cations.
(vii)UserProfile.jsx – Displays and edits user profile infor-
mation, including personal data, interaction history, and display
preferences.

6 Experimental Evaluation of the Artifact
This section corresponds to the artifact evaluation stage proposed
by [4]. The evaluation aims to determine whether the VOS can
systematically detect and classify levels of violence in social media
text posts. To verify this section, it uses three indicators: (i) the
capacity to integrate with data generated in a social media platform;
(ii) the capacity to produce insights based on social media data;
(iii) the capacity to process multiple topics based on their level of
severity.

It is important to note that all user interface screenshots are
originally in Portuguese, considering that the case study was con-
ducted in a Brazilian context. To ensure clarity for international
readers, English translations are provided in the figure captions
and corresponding descriptions.

6.1 Pilot Study 1 - Integration with External
Sources

This test validates the capability to connect VOS to external sources.
In this scenario, a violent event is simulated in the city of Rio
de Janeiro. For the pilot study, six non-human test users in the
CidadeSocial Application. The login information is described in
Table 3. The creation process was repeated for all users after the
user administrator was created at VOS.

The next step was to generate data that simulated user interac-
tions. The main goal of this stage was to create an alert in VOS. Ana
Souza started a thread by posting and sharing a question about a
traffic jam on a highway. Her post draws attention to the local situ-
ation, generating a series of responses that accumulate additional
information through comments from other users, such as Bruno
Lima, Carla Mendes, and Felipe Santos, as shown in Figure 6.

Table 3: List of users with emails and usernames

Name Email Username

Ana Souza ana.souza@example ana.souza
Bruno Lima bruno.lima@example bruno.lima
Carla Mendes carla.mendes@example carla.mendes
Daniel Oliveira daniel.oliveira@example daniel.oliveira
Eduarda Castro eduarda.castro@example eduarda.castro
Felipe Santos felipe.santos@example felipe.santos
Gabriela Ferreira gabriela.ferreira@example gabriela.ferreira

In our pilot test, the administrator user logged into VOS could
see all post interactions after the scheduled execution of the inte-
gration components. Thus, the admin user can decide to send an
alert reporting the violent episode to all users with the mobile app
installed via push notification. The Figure 7 shows screenshots of
VOS to visualize the same posts made on CidadeSocial and the alert
on an Android mobile.

6.2 Pilot Study 2 - Processing multiple data
instances

The multi-topic sensing test aims to evaluate the social sensing
platform’s ability to process many topics. The test process is de-
scribed in Figure 8. The dataset used for this step is the same as that
used at [17]. The data is a stratified sample of 1745 posts from the
X 12 social media platform. All posts are from the Brazilian context
and cover: Rocinha police clashes in 2017, messages about the 2013
Brazilian protests, posts about the military police strike in Espírito
Santo in 2017, and posts from profiles that talk about security (like
@fogocruzadoapp).

The dataset label process was manual. Two master’s degree
students, native Portuguese speakers, conducted the classification
of messages into five levels of severity (NVI, lVL, mVL, HVL, and
VHVL) based on the adaptation of QOVS (planning, intent, and
consequence). As a result, the dataset has 1.093 NVI, 491 VHVL,
109 HVL, 29 MVL, and 29 LVL.

Each row of the dataset used for machine learning training and
testing is associated with a Cidade Social user (according to Table
16), an interest, and a fictitious location. It is worth noting that the
locations are in the "Ilha do Fundão" region and near the central
area of the city of Rio de Janeiro. This choice aims to facilitate the
visualization of topics on the map. Regarding interests, if the text
has any level of violence associated with it, it receives the label
“crime”; otherwise, it will receive the label “others.” Once combined,
the topics are persisted in the VOS relational database.

12x.com
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Figure 5: Navigation Flow at VOS. The central screen shows the feed of collected posts. The red arrows display the interaction
paths: accessing the data summary with statistical charts and heatmaps (bottom left), and inspecting the details and geolocation
of a post (bottom right). View full-size image.

Figure 6: Topic details and interaction flow. From left to right,
the screens depict the expansion of a conversation thread.
The highlights indicate distinct user contributions: individ-
ual comments (green and cyan boxes) and the engagement
counter (purple box) representing the topic’s reach. View
full-size image.

After the topics are generated and persisted, the automated rou-
tines of the social sensing platform are executed: (1) topic synchro-
nization and (2) violence classification. The first routine copies the
published topics to the platform’s relational database. Next, the

violence classification routine queries the new topics and applies
the implemented machine learning model. The classification results
are then available for viewing on the platform. The complete flow
of this test is illustrated in Figure 8.

The topics in VOS are initially displayed in a list, where the orig-
inal tweets are converted into formatted text posts. By selecting a
specific topic, you can access details such as title, full text, associ-
ated interest, and location. Figure 5 shows a concrete example of
this display.

6.3 Pilot Study 3 - Producing insights based on
social media data

Pilot Test 3 aims to validate the platform’s ability to generate in-
sights into the physical environment. As a setup for this stage, the
same setup as generated for the Pilot Study 2 was used. After per-
sisting the data in the VOS relational database, it was possible to
view aggregated details of the imported posts, such as the tempo-
ral distribution of publications and the number of posts per class
of violence. After automatic classification, the numbers obtained
were: 1,093 publications without violence, 491 with severe violence,
109 with high violence, 29 with medium violence, and 29 with low
violence. These values correspond exactly to the distribution of
samples per class of violence in the labeled dataset, as shown in
Figure 5.
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Figure 7: Cross-platform communication mechanism. The figure depicts the transition from the VOS (left), where safety threats
are identified and composed into alerts (center), to final dissemination via the mobile notification system (right).View full-size
image.

Figure 8: Illustration of multi-topic sensing test.

The other type of visualization produced at VOS is understand-
ing the density of posts in a region. Since the posts contain latitude
and longitude information, the map allows you to view the exact
location of each publication and identify areas of higher concentra-
tion based on publication density. Two types of visualization were

used: publication point map and density map. Figure 9 shows the
comparison between an area with high concentration and another
with low concentration of posts.

Figure 9: Comparison between maps with low and high topic
density in VOS.View full-size image.

7 Discussion
The tests carried out to validate the architecture demonstrate that it
fulfilled its primary objective: enabling unplanned communication
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in scenarios characterized by so-called urban violence. The ability
to integrate information technology components, such as mobile
devices, content recommendation algorithms, machine learning
models, and notification services, proved functional in practice.

However, some limitations have been identified and warrant
highlighting. Dependence on third-party alerting services intro-
duces variable communication latencies. In addition, the need for
human moderation to send alerts, although necessary to avoid false
positives, is a bottleneck that can slow notification speed.

Another test performed was an experiment that emulates user
interaction on the platform. The test sought to track the flow of
information between people. Although there are significant dif-
ferences in a real scenario—such as latency, differences in device
hardware, and asynchronous communication—the test created a
context in which people exchanged information without needing
to know each other beforehand, acting as sensors that allowed the
moderating agent to issue the alert. The alert was successfully is-
sued, allowing users who did not interact directly to communicate
promptly.

8 Final Considerations
This paper presented a social sensing platform for detecting and
classifying urban violence using textual posts from social media.
This platform is named Voice of the Streets. Data produced by
humans in urban settings can provide information about physical
environments. VOS supports the integration with social sensing
data sources, the generation of statistics-based knowledge from
this data, the use of a machine learning model to detect and classify
violence, and the capability to produce alerts for people involved
in the urban dynamic.

8.1 Challenges to the validity of the proposal
In addition to demonstrating the feasibility of the work, it is worth
noting that the implementation and experiments conducted with
the software architecture served to understand the limitations of
the proposal presented in this study.

From an ethical perspective, this work presents an artifact that
directly addresses data and metadata related to human beings. The
misuse of such data, from a moral standpoint, could put the lives
of several users at risk. For example, false negatives produced by
the social sensing platform could lead to content recommendations
that are not aligned with the actual situation at the time. In the case
of extremely violent events, people could be placed in situations
that put their lives at risk.

Another concern is that recommendations and information gen-
erated on the platform could be misused. For example, when it
is understood that a point in the city is safe, or when it is made
clear that it is a point of interest, malicious users can use this in-
formation to be in these locations and commit crimes. Finally, the
spread of fake news and other dangerous, biased information is a
challenge not exclusive to large social media platforms. The lack of
a fact-checking system currently limits the VOS.

8.2 Contributions
The contributions of this work are part of a set of scientific and
technological efforts aligned with two sets of challenges in com-
puter science research: Major challenges in computer science in
Brazil proposed by the Brazilian Computer Society (SBC) at its 3rd
seminar to define the themes [14]; Major Challenges in Information
Systems Research in Brazil proposed by the Special Commission
on Information Systems (CESI)[1].

One challenge addressed is the discovery of patterns in the con-
text of Smart Cities. The article presents the construction and eval-
uation of a tool based on social sensing and machine learning that
classifies reports of urban violence by severity. This contribution
also enables the construction of statistical data, which aligns with
Smart City data statistics [14].

When we talk about the challenges posed by CESI, this disser-
tation also aligns with challenge 2—Information Systems and the
Open World Challenges —proposed in GranDSI-BR [1]. The so-
cial sensing architecture directly encourages citizens to participate
in the urban context by sharing information without prior prepa-
ration. The work therefore contributes to the discussion on how
information systems can foster new forms of interaction between
government and society, with the potential to build more inclusive
and democratic digital ecosystems.

Moreover, this work contributes to the context of SDG 16 (Peace,
Justice, and Strong Institutions), proposing and validating a system-
atic approach for the automatic classification of violence severity
based on the QOVS [18], which provides a mechanism for mapping
patterns of urban violence. Although not the focus of this work,
this capability could support public policies aimed at target 16.1 —
reducing all forms of violence [8].

Other important contribution is the relation of this work with the
core themes of the ADVANCE workshop by proposing a software-
based solution that helps to build an evolution in ICT Service for
urban dynamics. While in the previous work [15] and it was estab-
lished a general architectural model ofr social sensing (CidadeSo-
cial) focusing on general urban dynamics, this paper advances that
infrastructure by proposing and implementing a specialized service
layer for urban violence.

8.3 Future Works
The current work on its social sensing module used a Bayesian
classifier as a base model. A natural next step is to deepen the vio-
lence detection capability by exploring more advanced techniques
to improve the model’s accuracy and generalization.

The next step is to use a Multimodal Model. This would allow
VOS to understand not only text but also visual (images) and au-
ditory (short audio clips) evidence. The research would also focus
on developing a deep learning model for fusing textual, visual, and
audio features. This would allow us to achieve what has already
been proposed by the related works.

Also, it is important to recognize that the literature review in
this work focused only on traditional academic research. To gain
a holistic understanding of this domain, future work will include
a multivocal literature review. This methodological approach will
allow the expansion of the search to the grey literature, enabling
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the identification and understanding of solutions from industry,
such as mobile applications and other commercial approaches.

Another future path is to understand how bias mitigation and
fact-checking could increase the reliability of spatial-temporal plat-
forms, as one limitation identified was the potential for the spread
of false or biased information. A future line of research would be
the development of a fact-checking module. This could involve the
use of knowledge graphs to cross-reference information from dif-
ferent reports on the same event, or the implementation of models
to detect anomalies and inconsistencies in the data.
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Abstract
The GISSA system (Intelligent Governance in Health Systems) is
a computing platform, implemented in 2020, that automatically
collects data from Ministry of Health information systems in Brazil:
e-SUS, CNES, SIM, SINASC, SI-PNI, and SINAN. It does so through
data-extraction bots, analyzes these data using multiple intelligent
technologies, and transforms them into integrated information that
supports decision-making at different levels of health management.
In 2021, the Networks and Systems Laboratory team at IFCE (LAR)
implemented “Smart GISSA”, a health-governance system based on
Machine Learning, defended as a doctoral dissertation at the Fed-
eral University of Ceará [9]. In 2024, the same LAR team developed
“Giselle Saúde”, a sentiment-detection system using Generative AI
in Digital Health [16]. This paper presents GISSA GPT, an evolution
of Smart GISSA that incorporates Large Language Models (LLMs),
leveraging the expertise acquired by the LAR team in building
Giselle Saúde. It is an agent-oriented prototype for digital health
governance with the following characteristics: (i) a generative-AI
environment inspired by Smart GISSA; (ii) an event-driven de-
sign for integration among modules; and (iii) Retrieval-Augmented
Generation (RAG) mechanisms to anchor responses in verifiable
sources, implemented with modern technologies (n8n, LangChain,
ChromaDB, etc.) and able to incorporate new protocols and guide-
lines selected by a multidisciplinary team [13, 18]. Considering
that Giselle Saúde focuses on mental health, future work proposes
integrating GISSA GPT with Giselle Saúde.

Keywords
e-Health, Workflow Management, Information and Data Manage-
ment, Decision Analysis and Methods, Big Data Management, Pri-
vacy protection and Privacy-by-design, Security and Trust Manage-
ment, AI for services infrastructure optimization

1 Introduction
The expansion of digital health initiatives has been driven by the
increasing volume of clinical and administrative data, the need to
broaden access, and advances in information and communication
technologies. However, in sensitive domains such as healthcare,

expanding access and automating workflows is not enough. Infor-
mation provided by digital systems must be traceable, auditable,
and aligned with ethical and regulatory practices; otherwise, it may
lead to inadequate decisions and deepen care asymmetries [19, 3,
18].

Large Language Models (LLMs), based on Transformer architec-
tures, have shown the ability to generate coherent text, synthesize
information, and interact through natural language [17, 7]. Yet,
such models are not verifiable knowledge bases. Because they op-
erate probabilistically, they can produce plausible statements that
are incorrect or unsupported by evidence—a phenomenon often
described as hallucination. In healthcare, responses without docu-
mentary support can lead to severe clinical and social consequences,
especially in surveillance, mental health, and vulnerable popula-
tions [2, 18].

Retrieval-Augmented Generation (RAG) has been used to miti-
gate these limitations by combining document retrieval with con-
trolled text generation. By grounding responses in a validated cor-
pus, the approach promotes transparency, auditability, and gov-
ernance, making it possible to trace the origin of the information
used by the model [13, 20, 18].

This paper presents GISSA GPT, an agent-oriented architecture
for governance and decision support in digital health, conceived
as an evolution of Smart-GISSA and based on recent experience
with Giselle Saúde, a platform for older adults’ mental health that
uses Generative AI for sentiment detection and analysis [9, 16].
It comprises a Sentiment Detector (SD) and a Generative Virtual
Assistant (GVA) to analyze sentiments expressed in interactions
between users and health professionals, identifying older adults
who may require professional evaluation for specialized care based
on urgency, resulting in in-person or remote consultations [16].

The proposal seeks to address pain points observed in surveil-
lance and management environments, such as: (i) low transparency
regarding the origin of information; (ii) difficulty integrating ser-
vices and institutional documents; and (iii) lack of natural-language
explanations across multiple heterogeneous sources. GISSA GPT is
presented both as an architectural reference and as a reproducible
design protocol, including limitations and mitigation mechanisms.

The scope includes decision support and governance based on
indicators, alerts, and institutional documents, with traceability
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and an audit trail; it includes conversational interaction with ex-
plicit sources and controlled retrieval over repositories validated
by technical and health teams. It excludes automated diagnosis,
therapeutic prescription, and individualized guidance in urgent
situations, which must be handled by licensed professionals [18].

2 Smart GISSA
The GISSA platform (Intelligent Governance in Health Services)
provides the foundation on which Smart-GISSA was built. Its archi-
tecture was designed to overcome data fragmentation by acting as
a large integrator of health information [15, 9].

The architecture can be seen in Figure 1:

Figure 1: High-level view of the Smart-GISSA.

Smart-GISSA represents the evolution of the GISSA platform by
incorporating an intelligence layer that transforms the system from
a data repository into a predictive analytics tool [9]. The new archi-
tecture expands the capabilities of the original system, preserving
the solid data-integration base while adding new specialized web
services (WS):
• WS AI (Artificial Intelligence): a microservice that encap-

sulates trained Machine Learning models, returning predic-
tions, classifications, and risk analyses (e.g., probability of ma-
ternal/infant death or epidemic trends) [9].

• WS ONTO (Ontology): organizes domain knowledge to make
sense of heterogeneous data, with semantic relationships and
inferences (e.g., diseases, symptoms, risk factors), contributing
to semantic interoperability [11, 12].

• WS CHATBOT: a service that enables natural-language ques-
tions and contextualized answers based on the platform’s data
and analyses [14].
The Smart-GISSA architecture is conceived as a layered model,

following the data value chain: from capture at primary sources,
through integration and storage in the Data Warehouse, to the
application of AI models and the delivery of results to end users
through multiple interfaces. As shown in Figure 2, this modular,
microservice-based approach provides greater flexibility, scalability,
and ease of maintenance, enabling new functionalities and models
to be added independently [9, 4].

Figure 2: Layered Smart-GISSA architecture with specialized
services.

Among the services implemented in Smart-GISSA, the following
stand out:
• Data Mining for Risk of Death (DMRisD): Maternal and

infant deaths are tragedies, many of which could be prevented
with timely intervention. The challenge is to identify high-risk
pregnant women and newborns as early as possible, within a
critical time window. The DMRisD approach was designed to
support risk stratification and prioritization in surveillance and
care pathways [9].

• Data Mining for Epidemics (DMEpi): Arboviruses such as
Dengue, Zika, and Chikungunya represent an ongoing threat to
public health. Predictive models can help anticipate spatial and
temporal risk, complementing traditional surveillance [6, 8].
This technological and institutional trajectory forms the basis

on which GISSA GPT is positioned.

3 Theoretical background
3.1 Digital health and virtual assistants
Recent literature characterizes digital health as an umbrella field
that integrates eHealth, mHealth, telemedicine, connected devices,
and intelligent systems aimed at organizing care and enabling com-
munication between professionals and users [19, 3]. In this context,
virtual assistants have been used for triage, health education, and
decision support across different domains, potentially improving
access, standardization, and continuity of care [10, 14].

However, the same attributes that enable personalization and
real-time interaction also intensify concerns about privacy, bias, al-
gorithmic opacity, and technological dependence—especially when
Generative AI is used in clinical domains [4, 2, 3]. In such cases,
traceability and explainability become requirements for governance
and safety, allowing reconstruction of the informational path that
supports a given answer [13, 19].

The challenge becomes even more pronounced in mental health,
where communication involves emotional, cultural, and linguistic
nuances. In the Giselle Project, the generative assistant is described
as capable of producing responses that combine contextual ade-
quacy with the user’s emotional and cultural state. Even so, the
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project itself emphasizes that such innovations require clinical stud-
ies to assess efficacy, effectiveness, and safety, as well as explicit
responsible-use policies [16].

In this scenario, GISSA GPT aims to advance the governance
axis. Its distinguishing feature is not merely the use of LLMs, but
the integration of specialized agents, RAG, and mechanisms for
observability, auditability, and documentary traceability [13, 20].
By grounding answers in controlled and verifiable repositories val-
idated by technical and health teams, GISSA GPT treats virtual
assistants as infrastructure components for decision support, rather
than generic conversational systems [19]. Thus, the proposal shifts
the focus from access and interaction to transparency, verifiability,
and care governance—core aspects in regulated, high-risk environ-
ments [19, 3].

3.2 The Giselle Saúde Project as a motivating
case

The Giselle Saúde Project is presented as a platform focused on
older adults’ mental health, composed of a Sentiment Detector and a
Generative Virtual Assistant [16]. Its operational goal is to identify,
through conversational interactions, signals indicating the need
for professional evaluation, referring users to in-person or remote
care according to urgency and priority criteria, thereby integrating
technology and human care [16].

The paper describing the Giselle architecture details a model
in which the prompt is co-designed by health professionals and
implemented by a technical team, guiding the dialog flow and han-
dling sensitive cases. The design explicitly highlights the need for
safety mechanisms, human oversight, and informed consent, and
shows that mental health recommendations require traceability,
justification, and accountability [19].

As a motivating case, Giselle exposes a gap that goes beyond
mental health: generative conversational assistants are not, by them-
selves, auditable decision-support systems. Coupling an LLM to
a chatbot enables natural interaction, but it does not satisfy re-
quirements such as audit trails, information provenance, integra-
tion across heterogeneous sources, governance, and explainability—
which are essential in regulated domains [2, 4]. In scientific and
technological terms, this translates into open challenges such as:
• the absence of verifiable sources in generated answers;
• the difficulty of reconstructing reasoning and data provenance;
• the lack of integration with epidemiological indicators and insti-

tutional documents;
• the absence of governance and policy layers for safe use;
• the need for human escalation mechanisms;
• and the demand for reproducible protocols to evaluate efficacy,

effectiveness, and safety.
Such limitations are generalizable and appear in recent literature

discussing clinical copilots and decision-support systems based on
Generative AI, which face barriers related to auditability, institu-
tional integration, and regulatory robustness [2, 4].

In this sense, GISSA GPT is proposed as an architectural advance
oriented toward governance, integrating specialized agents, RAG
components, and documentary traceability to support decision-
making in surveillance and health management environments [13,
20]. The architecture results not only from applying LLMs, but from

internalizing the gap observed in Giselle: conversational assistants
must operate as institutional infrastructure, not merely as natural-
language interfaces [19].

3.3 Capabilities and limitations of LLMs for
digital health

Large Language Models (LLMs) based on Transformer architec-
tures, such as ChatGPT, have expanded the frontier of digital health
applications by enabling information synthesis, document summa-
rization, guideline translation, and natural-language interaction [17,
7, 4]. Functionally, these models act as mediators between users and
systems, converting indicators, clinical records, and administrative
workflows into narratives that are easier to understand, potentially
improving communication, health education, and decision support
in institutional contexts [4, 19].

These capabilities are especially relevant in domains character-
ized by diverse documents, formats, and ontologies—a typical case
in healthcare, where clinical guidelines, epidemiological data, ad-
ministrative protocols, and care histories coexist as heterogeneous
sources [3, 12]. In such scenarios, conversational mediation by LLMs
can reduce linguistic and cognitive barriers while enabling inte-
gration across previously fragmented systems. For mental-health
assistants, as discussed in the previous subsection, this mediation
includes emotional, cultural, and linguistic nuance.

Nevertheless, adopting LLMs in digital health involves substan-
tive challenges. Because of their probabilistic nature, these models
do not operate as verifiable knowledge bases and can generate plau-
sible statements that are incorrect or unsupported by documentary
evidence. In regulated domains, answers without traceable evidence
can undermine clinical safety, institutional trust, and continuity of
care, amplifying ethical and social risks for vulnerable populations
[2].

Recent literature thus identifies a set of limitations that are par-
ticularly relevant for digital health:

• (i) lack of traceability—difficulty identifying which sources and
reasoning support the answer;

• (ii) low auditability—inability to reconstruct the informational
path for oversight and institutional responsibility;

• (iii) limited integration with legacy systems—need for interoper-
ability with protocols, indicators, and official documents;

• (iv) algorithmic opacity—difficulty explaining and interpreting
outputs in clinical decisions;

• (v) insufficient governance—lack of explicit policies for responsi-
ble use in regulated environments.

In light of these limitations, the literature suggests comple-
menting LLMs with additional verification, human oversight, and
documentary-integration mechanisms, such as RAG, specialized
agents, audit trails, and informed consent [13, 20, 19]. These mech-
anisms shift conversational assistants from an access/interaction
axis to a transparency/governance axis, which is essential in public
systems and surveillance/management environments that require
accountability, safety, and institutional alignment [19, 3].

Accordingly, the Giselle case discussed earlier highlights a tech-
nological gap that motivates this work: LLMs can generate dialog,
but they do not guarantee governance, and building digital health
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systems based on Generative AI requires architectures that incor-
porate traceability, explainability, and integration with institutional
workflows—requirements addressed by the GISSA GPT proposal
[19].

4 Related Work
The advance of digital technologies applied to healthcare has pro-
duced a diverse ecosystem of solutions aimed at epidemiological
surveillance, decision support, automated triage, health education,
and service management. These solutions can be grouped into
three main streams in recent literature: (i) health data monitoring
and analysis systems; (ii) conversational assistants and intelligent
agents for healthcare; and (iii) Generative AI architectures and
Retrieval-Augmented Generation (RAG) techniques.

(i) Health data monitoring and analysis systems. Platforms
such as NSSP/BioSense illustrate the centrality of institutional in-
frastructures for data collection and analysis, combining data in-
tegration, dashboards, and alerts to support decisions and pub-
lic health planning [8]. Other contemporary initiatives, such as
Outbreaks Near Me, have also been described as mechanisms for
monitoring and risk communication in public health [5]. In Brazil,
discussions on standardization and interoperability indicate that
sustainable integration requires well-defined models and processes,
especially when consolidating heterogeneous repositories and ra-
tionalizing administrative data [1, 3]. In this context, GISSA and
Smart-GISSA align with approaches that aim to unify sources and
enable distributed, multipurpose analyses while maintaining gov-
ernance and consistency over data use [9, 15].

(ii) Conversational assistants and intelligent agents in
healthcare. Conversational assistants have been investigated as
technologies for access, health education, and support across dif-
ferent domains, including mental health [14, 10]. The literature
also reports limitations related to traceability, explainability, and
risk mitigation, particularly when conversational systems operate
without explicit integration to governed repositories and without
formal accountability mechanisms [18]. The Giselle Saúde project
contributes to this stream by combining Generative AI with senti-
ment detection/analysis and human supervision, describing require-
ments tied to consent, safety, and cultural adequacy for vulnerable
populations [16].

(iii) Generative AI, RAG, and governance. Large Language
Models (LLMs) have been explored for tasks such as information
synthesis, result explanation, and mediation of natural-language
queries [4]. However, a recurring concern is that LLMs are not ver-
ifiable knowledge bases and may produce plausible but incorrect
answers, complicating auditing when there is no grounding in evi-
dence [2, 18]. Retrieval-Augmented Generation (RAG) techniques
have emerged as an alternative to ground answers in traceable
sources by combining retrieval of relevant excerpts from controlled
corpora with conditioned text generation [13, 20]. In digital health,
this arrangement is often considered relevant for transparency
and governance, although there is still limited systematization of
RAG and observability practices for institutional decision-making
environments [19, 18].

Convergence and gaps. The literature offers relevant contri-
butions but still presents gaps for the problem addressed in this
paper:
(1) Governance and auditing. Fewworks treat LLMs as auditable

components embedded in formal health-management work-
flows, with recorded context to support decisions [18].

(2) Operational integration. Conversational systems often do
not integrate, within a single pipeline, epidemiological indica-
tors, analytical/predictive models, and institutional normative
documents [19].

(3) Institutional explainability. Part of the literature discusses
clinical or algorithmic explanations; there is less emphasis on
explanations aimed at managers and oversight bodies, with
explicit traceability and provenance [18].

(4) Agent-based orchestration. The combination of specialized
agents, RAG, LLMs, and observability mechanisms is still rarely
described as a structured arrangement for digital health [13,
20].
GISSA GPT positions itself in this space by proposing an ar-

chitecture that integrates governed data (GISSA), analytical ser-
vices (Smart-GISSA), and institutional documents; offers natural-
language conversational interaction mediated by agents; incor-
porates RAG techniques to anchor answers in traceable sources;
and includes observability and auditing mechanisms to support
decision-making in digital health [19, 18, 13].

5 GISSA GPT Architecture
The GISSA GPT architecture was designed to reuse the existing in-
frastructure of GISSA and Smart-GISSA while incorporating Large
Language Models (LLMs) as a conversational interface module and
Retrieval-Augmented Generation (RAG) mechanisms organized
around specialized agents [13, 20]. Its central goal is to support
governance and decision-making in digital health while preserving
traceability, auditability, and alignment with institutional work-
flows [19, 3].

Structurally, GISSA GPT adopts a microservice- and event-
oriented approach, in which relatively independent modules com-
municate through queues, webhooks, and APIs. The architecture
is organized into functional modules: (i) data ingestion and gover-
nance; (ii) analytics and risk services; (iii) the sub-symbolic module
(LLM and RAG); (iv) agent orchestration; (v) natural-language in-
teraction; and (vi) observability and auditing [4, 13].

5.1 Overview
At a high level, GISSA GPT acts as a conversational governance
layer over the GISSA/Smart-GISSA ecosystem:
• it receives natural-language questions and commands from man-

agers and health professionals;
• it identifies intent and task type (indicator query, protocol expla-

nation, summary generation, risk analysis, etc.);
• it triggers specialized agents that query GISSA indicators, Smart-

GISSA predictive models, and institutional documents;
• it uses RAG to ground the answer in verifiable sources;
• it returns an explained response with explicit references to the

origin of data, an audit trail, and the option to record the inter-
action for governance purposes.
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The architecture is agnostic to the LLM provider (it can consume
different models via APIs), but it requires that every generated an-
swer be linked to a set of retrieved evidence and that the interaction
be logged with sufficient metadata for later auditing [19, 13].

5.2 Functional modules
5.2.1 Data and governance module (GISSA). The first module
reuses GISSA as the primary data source:
• extraction bots collect data from the Ministry of Health systems

(e-SUS, CNES, SIM, SINASC, SI-PNI, SINAN, among others);
• the data are integrated into an analytical repository (data

lake/data warehouse), with standardized dictionaries, schema
versioning, and access policies;

• data quality, anonymization/pseudonymization, and aggregation
rules are applied according to current digital-health norms and
data-protection requirements.
This module ensures that any query handled through GISSA GPT

is supported by governed, documented, and versioned data [19, 3].
When applicable, standardization may adopt semantic interoper-
ability references and electronic health record modeling approaches
(e.g., openEHR/ADL archetypes) to maintain consistency over time
and across services [1, 12].

5.2.2 Symbolic module (Smart-GISSA). The second module corre-
sponds to the Machine Learning services developed within Smart-
GISSA:
• predictive models and risk classifiers;
• population stratification services;
• anomaly detection or identification of relevant epidemiological

patterns.
These services are exposed as independent APIs and can be in-

voked by GISSA GPT agents to compose natural-language answers
[9]. Thus, the LLM does not generate predictions autonomously; it
orchestrates and explains results produced by validated models [2,
19].

5.2.3 Sub-symbolic module (LLM and RAG). The thirdmodule orga-
nizes the documentary knowledge relevant for health governance:
• clinical protocols and national guidelines;
• resolutions, ordinances, and technical notes;
• internal manuals, administrative flows, and GISSA documents;
• institutionally validated reports and dashboards.

Documents are processed in an indexing pipeline (for exam-
ple, using LangChain + ChromaDB or equivalent), with chunking,
metadata enrichment (source, date, version, document type), and
creation of vector and symbolic indices [13, 20]. During interaction,
the RAG module:
(1) receives the natural-language query;
(2) generates a vector representation of the question;
(3) retrieves the most relevant passages (documents, protocols,

notes);
(4) provides this context to the LLM, which must cite or explicitly

indicate the sources used.

5.2.4 Agent orchestration module. The fourth module hosts intelli-
gent agents responsible for specific tasks. Examples:

• Epidemiology Agent— queries GISSA indicators, applies filters
(time, territory, age range), and produces analytical summaries;

• Data Quality Agent — checks integrity, completeness, and con-
sistency of requested indicators;

• Governance/Compliance Agent — verifies whether the an-
swer involves protocols, norms, or regulatory risk and injects
additional explanations;

• Explanation Agent — turns numeric and technical outputs into
narratives understandable to non-specialist managers.
Orchestration is performed by an agent manager and a workflow

orchestrator (e.g., n8n), following an event-driven model: the arrival
of a new question, alert, or data update generates events that may
trigger one or more agents. Results are consolidated and sent to the
natural-language interaction module [4, 13].

5.2.5 Natural-language interaction module. The fifth module is the
interface between users and the GISSA GPT ecosystem:
• access channels (web interface, institutional chatbot, integration

with existing systems);
• conversation management module (session, contextual history,

turn control);
• LLM gateway (responsible for sending prompts enriched with

RAG context + agent outputs and receiving responses).
This module implements policies for:

• scope control (types of questions that can be answered);
• response filtering (blocking attempts at individualized diagnosis

or prescription);
• explicit limitations (warnings about decision-support nature and

the need for professional validation).

5.2.6 Observability and auditing module. The sixth module con-
centrates observability and governance mechanisms:
• interaction logs (query, retrieved context, triggered agents, used

sources, model versions);
• usage dashboards (what types of questions are asked, by which

user profiles, with which sources);
• audit trails for safety, quality, and impact assessment;
• alerts for anomalous behavior (e.g., misuse outside scope).

This module is essential to treat GISSA GPT as institutional
infrastructure, enabling retrospective inspection of decisions, work-
flow review, and policy adjustment [19, 3].

5.3 Interaction flow
In simplified terms, a typical interaction flow is as follows:
(1) Input — a manager or health professional formulates a natural-

language question (e.g., “Which neighborhoods show the high-
est risk of dengue outbreaks next month?”).

(2) Classification — the system identifies the task type (indicator
query + prediction + risk explanation).

(3) Agent orchestration — the orchestrator triggers:
• the Epidemiology Agent, which queries GISSA and Smart-

GISSA models;
• the Data Quality Agent, which assesses indicator reliability;
• the RAG module, which retrieves relevant protocols and

documents.
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(4) LLM synthesis— the LLM receives agent outputs and retrieved
document passages and generates a natural-language response,
including:
• an explanation of risk factors;
• source and date indications;
• interpretive cautions when applicable.

(5) Output and logging — the response is delivered to the user,
accompanied by references and, optionally, a formal record in
the auditing module, including the context used to support the
decision.
With this design, the LLM does not replace GISSA or Smart-

GISSA; it acts as a mediation and explanation layer reinforced by
specialized agents and RAG [13, 19].

Figure 3 represents the conceptual GISSA GPT architecture as
a functional chain that integrates conversational interaction, or-
chestration of specialized agents, RAG mechanisms, an LLM-based
generative module, and auditing and governance modules [13, 20].
At the entry point, the user (a manager or health professional)
interacts with a conversational interface (web/chatbot), whose ut-
terance is forwarded to a conversation manager and task classifier
responsible for identifying the interaction goal. This module co-
ordinates queries to GISSA/Smart-GISSA APIs, enabling access to
epidemiological indicators, analytical models, and other preexisting
resources.

Figure 3: Conceptual GISSA GPT architecture.

Structured information is then routed to the agent orchestration
module, which aggregates epidemiology, data quality, governance,
and explanation agents. These agents complement processing with
checks, repository queries, contextualization, and justifications.

The RAGmodule queries two categories of sources: (i) the GISSA
data repository, containing data and analyses; and (ii) institutional
documents, such as guidelines, protocols, and norms. The consoli-
dated result is forwarded to the generative LLM, which produces the
final answer associated with references or retrieved documentary
excerpts [13, 20].

The output is submitted to auditing, logging, and traceability
modules, enabling retrospective inspection, and it can feed dash-
boards and governance mechanisms oriented to decision support
and digital surveillance [19, 3].

6 Concluding remarks
This work presented GISSA GPT, an agent-oriented architecture
for governance and decision support in digital health, built on the
GISSA/Smart-GISSA ecosystem and inspired by lessons from the
Giselle Saúde project [9, 16]. The proposal starts from the diagnosis
that LLMs, while useful as a conversational mediation layer, are
not sufficient to sustain decisions in regulated domains without
additional modules for governance, traceability, and institutional
integration [18].

Conceptually, GISSA GPT contributes by treating virtual assis-
tants not as isolated interfaces, but as components of an institutional
decision-support infrastructure coupled to governed data, validated
predictive models, and normative documents [19, 18]. The combi-
nation of a data module (GISSA), analytical services (Smart-GISSA),
RAG, specialized agents, and observability mechanisms forms an
architectural arrangement that addresses gaps identified in the
literature, such as lack of audit trails, difficulty of operational inte-
gration, and low explainability for managers and oversight bodies
[18, 13].

Technologically, the proposed architecture describes how LLMs
can be repositioned from autonomous answer generators to orches-
trators of evidence and explanations grounded in verifiable sources.
By requiring that each response be anchored in institutionally rec-
ognized indicators, models, and documents, GISSA GPT shifts the
value axis of natural-language interaction toward the ability to
support governance processes in digital health [13, 18].

This work is predominantly architectural and exploratory. It does
not yet provide large-scale clinical or operational validation, nor
systematic metrics of impact on decision quality, response time, or
user trust. These limitations motivate the agenda for future work.

As follow-ups, four main directions stand out:
(1) prototyping and institutional pilots, with controlled deploy-

ment in surveillance and management environments, to evalu-
ate performance, usability, acceptability, and effects on decision
workflows;

(2) integration with Giselle Saúde, exploring scenarios in which
GISSA GPT acts as a governance and explanation module for
aggregated cases, while Giselle remains focused on individual
mental-health interaction with clinical safeguards [16];

(3) a formal governance evaluation, including metrics of trace-
ability, auditability, adherence to norms, and perceived risk by
managers, health professionals, and oversight bodies [18];

(4) generalization of the architecture to other digital health do-
mains and other public administration sectors, where LLMs can
be combined with governed data and institutional rules [19].

In summary, GISSA GPT does not aim to replace health profes-
sionals or automate clinical decisions, but to provide an architec-
tural reference for incorporating Generative AI responsibly into
digital health infrastructure [18]. By articulating data, models, doc-
uments, and agents under a governance logic, this work seeks to
contribute to anchoring the use of LLMs in public policy in re-
quirements of transparency, accountability, and public interest [18,
19].
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Abstract
The secure, privacy-preserving sharing of genomic data across mul-
tiple institutions is a critical enabler for precision medicine, yet it
remains fundamentally constrained by the identifiability and im-
mutability of genomic data. While blockchain technologies have
been proposed to provide decentralized governance, auditability,
and tamper resistance for genomic data sharing, blockchain-only
solutions are insufficient because they expose transaction metadata,
access patterns, and smart-contract logic, leaving significant pri-
vacy risks unresolved. Zero-Knowledge Proofs (ZKPs) have recently
emerged as a key cryptographic primitive for addressing such limi-
tations, enabling verifiable access control, policy compliance, and
computation correctness without disclosing sensitive genomic data.
Although several surveys examine ZKPs or blockchain in isolation
or across heterogeneous application domains, there is currently
no dedicated survey that systematically analyzes their combined
use in multi-party blockchain-based genomic data sharing sys-
tems. This paper addresses this gap by presenting a comprehensive,
domain-specific survey of ZKP-enabled blockchain architectures
for genomic data sharing. We classify existing approaches by ar-
chitectural models, ZKP techniques, governance mechanisms, and
threat-mitigation capabilities, and then compare their assumptions,
performance characteristics, and deployment maturity. Further-
more, we identify open challenges in scalability, interoperability,
proof overhead, and regulatory compliance, and outline future
research directions for secure, scalable, and ethically compliant
genomic data-sharing ecosystems.

CCS Concepts
• Security and privacy → Information-theoretic techniques;
Privacy protections; Data anonymization and sanitization; •
Social and professional topics→ Genetic information.

Keywords
Blockchain, Zero-knowledge proof, Privacy-preserving, Genomic
data privacy

1 Introduction
1.1 Context and Inspiration
The rapid advancement of genomic sequencing technologies has
fundamentally transformed biomedical research and precisionmedicine
by enabling large-scale analysis of genetic variation across individ-
uals and populations [6, 24]. Collaborative genomic data sharing

among hospitals, research laboratories, and pharmaceutical stake-
holders has become essential for accelerating disease discovery,
improving diagnostic accuracy, and supporting personalized ther-
apeutic strategies [9, 22]. However, genomic data are uniquely
sensitive: a single genome is inherently identifiable, it remains fun-
damentally unchanged (but not entirely) over an individual’s life,
and it encodes hereditary information that may implicate biolog-
ical relatives. Once disclosed or misused, the associated privacy
risks are irreversible, making secure and trustworthy genomic data
sharing a critical challenge [15, 23].

Despite the need for multi-party collaboration, most existing
genomic data-sharing infrastructures rely on centralized reposito-
ries or trusted intermediaries [14]. All of these architectures are
subject to external single points of failure threats, amplify insider
threats, and limit transparency and accountability across institu-
tional boundaries. To address these limitations, blockchain tech-
nologies have been proposed as decentralized infrastructures that
provide immutability, auditability, and tamper-evident governance
for genomic data sharing [1, 5]. These properties are particularly
attractive in cross-organizational biomedical ecosystems where
trust assumptions are distributed.

However, blockchain alone is insufficient to meet the stringent
privacy requirements of genomic data sharing. The transparency of
distributed ledgers exposes transaction metadata, access patterns,
and smart-contract execution traces, which may enable inference
attacks or indirect donor re-identification even when raw genomic
data are stored off-chain [8, 25]. Moreover, smart contracts are
executed deterministically and publicly, potentially revealing au-
thorization logic, policy parameters, or usage patterns that can
be exploited by adversaries [17, 26]. These limitations have been
widely acknowledged, yet many blockchain-based genomic plat-
forms continue to rely on coarse-grained access control or implicit
trust assumptions that fall short of providing strong privacy guar-
antees [20].

On the other hand, Zero-Knowledge Proofs (ZKPs) have emerged
as a powerful cryptographic primitive that reconciles blockchain
transparency with the confidentiality demands of genomic data.
ZKPs allow a prover to demonstrate the validity of a statement—such
as authorization, policy compliance, or correctness of computa-
tion—without revealing the underlying genomic data [11, 12].When
integrated with blockchain and smart contracts, ZKPs enable veri-
fiable access control, privacy-preserving governance, and auditable
compliance, while preventing disclosure of sensitive genomic at-
tributes or analytical behavior [19]. This capability is particularly
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relevant for multi-party genomic data sharing environments in-
volving heterogeneous stakeholders, regulatory constraints, and
asymmetric trust relationships.

Although blockchain and ZKP technologies have both been stud-
ied extensively, existing surveys typically analyze them either in
isolation or across broad cross-domain application areas such as
finance, supply chains, or digital identity systems [13, 28]. In the
genomic domain, prior reviews mainly focus on blockchain-based
consent management, access logging, or secure storage, often treat-
ing ZKPs as a future enhancement rather than a core architec-
tural component [3, 20]. As a result, there is currently no ded-
icated survey that systematically examines how ZKPs are inte-
grated into blockchain-based genomic data sharing systems, nor
how these integrations address domain-specific threats such as
donor re-identification, unauthorized genomic inference, and tran-
sitive privacy risks affecting genetic relatives.

This paper addresses this gap by presenting a comprehensive,
domain-specific survey of Zero-Knowledge Proof–enabled blockchain-
based genomic data sharing (ZBGDS) systems. The survey is struc-
tured around architectural models, cryptographic mechanisms, gov-
ernance strategies, and threat-mitigation capabilities specific to
genomic data ecosystems.

Contributions. Our main contributions are summarized as fol-
lows:

(1) Domain-specific synthesis: that presents the first struc-
tured survey dedicated exclusively to ZBGDS, offering a
focused analysis of architectural, governance, and opera-
tional requirements that distinguish GD-sharing from con-
ventional BC applications.

(2) Concept-to-model progression: that provides an inte-
grated account of ZKP techniques in ZBGDS, tracing the
progression from foundational principles to system mod-
els. This includes detailed coverage of threat mitigation
mechanisms, performance–privacy trade-offs, and emerg-
ing opportunities for secure genomic computation.

(3) Real-world and forward-looking insights: By incorpo-
rating recent ZBGDS prototypes and genomic BC platforms,
this part identifies practical deployment constraints and
extracts application-driven insights. In addition, it outlines
key open challenges and proposes future context-sensitive
research directions to guide the next generation of privacy-
preserving GD infrastructures.

From a regulatory and ethical perspective, the surveyed ap-
proaches are examined in the context of data protection and gov-
ernance requirements, including consent management, auditabil-
ity, and compliance with regulations such as the General Data
Protection Regulation (GDPR). In particular, the tension between
blockchain immutability and data subject rights, as well as the
role of cryptographic techniques in supporting privacy-by-design
principles, is considered throughout the analysis.

The remainder of this paper is organized as follows. Section 2
introduces background concepts and threat models relevant to
ZBGDS. Section 3 reviews and compares ZKP-based architectures
and mechanisms for blockchain-enabled genomic data sharing. Sec-
tion 4 discusses open challenges and future research directions, and
Section 5 concludes the paper.

1.2 Analysis Scope and Research Methodology
Recent surveys [13, 28] typically provide multi-domain, high-level
conceptual discussions on the integration of ZKPs in BC-based tech-
nologies, including financial transactions, IoT security, and supply
chain assurance. In contrast, other literature primarily emphasizes
secure BC implementation logic and SC access-governance policies,
without ZKP integration, to prevent data leakage and threats. The
discussions focus on isolated cryptographic solutions or suggest
ZKPs for future work [3, 20]. This gap underscores the need for a
state-of-the-art analysis of the intersection of ZKPs, BC governance,
and multi-party GD sharing.

To address these limitations, our study particularly focuses on
ZKPs within BC-based GD-sharing (ZBGDS) ecosystems. Figure 1
examines the full spectrum of ZBGDS components covered in this
survey, including the challenges of the existing system, mitigation
of threats, technological advances, and future research directions.
Our review purpose is not merely to summarize existing ZBGDS
ecosystems, but more crucially, to develop a coherent analytical
perspective on how privacy-preserving ZKP techniques are in-
corporated into a decentralized genomic governance context. The
intersection of blockchain, cryptography, and genomics spans mul-
tiple disciplines, and our analysis is guided by three main questions
about current research, with a technical and architectural focus.

• In what ways are ZKP mechanisms integrated into BC-
based systems designed for genomic data sharing?

• What advantages of privacy, security, and governance threat
handling are addressed by ZKP-enabled blockchain sys-
tems?

• What technical limitations, performance trade-offs, and
deployment challenges are reported in existing ZKP-based
genomic data-sharing frameworks?

Researches are included in our study if they proposed genomic-
focused blockchain systems with ZKPs techniques, and discussed
access control governance aspects relevant to sensitive data sharing.
The exclusion criteria for our analysis focused solely on blockchain
infrastructure and excluded ZKPs in domains unrelated to genome
data governance, and consisted solely of abstracts or non-scientific
content. The selection process used a multi-stage screening process:
title and abstract assessment to determine thematic relevance, fol-
lowed by full-text evaluation to ensure alignment with the research
questions and eligibility criteria. Although the review aims to pro-
vide focused and technically grounded coverage, it remains subject
to inherent limitations, including terminological variation across
disciplines, the continuous evolution of cryptographic techniques,
and the limited public availability of experimental or prototype
implementations.

2 Background, Preliminaries and
Threat-Resilience Capabilities in ZBGDS

ZBGDS ecosystems combine decentralized governance with ad-
vanced cryptographic techniques to mitigate threats in GD. This
section introduces the key principles underlying BCwith ZKPs (Sec-
tion 2.1) and explains how their integration contributes to threat
resilience in multi-party data-sharing workflows (Section 2.2).
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Figure 1: Four core dimensions in ZBGDS: threat prevention, technological advancements, current challenges, and future
directions.

2.1 Background concepts
The transformation of BC systems [10] provides immutably decen-
tralized ledgers whose entries are replicated across a network of
independently operated nodes. Each node is structured as a linked
block sequence encompassing a set of validated transactions and
a cryptographic hash pointer to its predecessor. This chain cre-
ates an append-only log whose data records are no longer being
modified. Modern implementations [9, 17] also include consensus
mechanisms, SC agreements, and ZKPs integration.

Consensus mechanisms: determine a node’s agreement on
the next valid block. Depending on the deployment model, ZBGDS
systems may rely on Proof-of-Authority (PoA) [1], Byzantine-fault-
tolerant (BFT) protocols [27], or other permissioned-network con-
sensus mechanisms. By eliminating reliance on any single authority,
consensus ensures that decisions regarding access, consent updates,
or analytic requests remain tamper-evident and auditable across
institutions.

SC agreement: extends predefined infrastructure with data
access policies. Within ZBGDS, SC [23] can formalize consent
management between donors and recipient parties, as well as re-
quest regulations and usage constraints. SC transparency for such
accountability otherwise exposes operational metadata. Because
transactions and contract executions are publicly visible, ZBGDS
faces challenges in managing genome information. BC technology,
therefore, typically adopts hybrid on-chain/off-chain storage [25]:

the chain records policy states and commitments, while genomic
datasets and computational payloads reside in external repositories.
This separation preserves decentralization and verifiability with-
out disclosing high-dimensional genomic content on a permanent
ledger.

ZKPs integration: complements the BC governance between
parties to prove the correctness of computational actions without
disclosing the underlying data [12]. A ZKP consists of three main
stages: proof generation, where a prover constructs a cryptographic
witness without gaining access to the hidden inputs. In the second
stage, ZKPs are stored with asymmetric encryption [11] in the BC
system. When SC is invoked for identity validation, the transaction
is executed through proof verification in the third stage.

2.2 Threat Prevention Capabilities
Genomic datasets encode deeply personal information in biological
characteristics, making them vulnerable to misuse even when tradi-
tional safeguards are in place. As shown in Figure 1, ZBGDS handles
several critical threats that directly endanger personal identity and
sensitive biological traits.

Unauthorized data analysis: adversaries with non-consenting
access to genomic features might infer phenotypic traits, disease
predispositions, or ancestry information. The risk is amplified by
modern machine-learning pipelines, which can extract clinical or
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behavioral insights from even small genomic fragments. Such unau-
thorized analysis not only violates individual consent but may also
facilitate discriminatory practices in insurance, employment, or
social contexts.

Donor identity re-identification: genomic sequence functions
as a quasi-immutable biometric identifier, linkage attacks combining
demographic attributes, public genealogy platforms, or previously
leaked genomic datasets. The inherent stability and uniqueness of
DNA sequences make these attacks particularly difficult to prevent
or remediate. This elevates re-identification risk to one of the most
severe privacy threats in biomedical data governance.

Predictive family-relative reconstruction: genomic similar-
ities allow transitive exposure. Due to hereditary structure, pre-
dictive family-relative inference places entire genetic lineages at
risk, challenging biomedical data governance. This transitive pri-
vacy risk challenges traditional consent models, as individuals may
expose entire family networks, shifting genomic privacy from an
individual to a collective concern.

The presence of high-risk genomic markers is hardly tackled
by traditional BC frameworks. ZKPs offer a structural protection
form in the accuracy of computations, the validity of access rights,
or the compliance with governance policies. Within ZBGDS work-
flows, ZKPs ensure that only authorized, policy-aligned operations
are executed while concealing user-specific attributes, dataset con-
tents, and analytical behavior. This integration significantly offers
a privacy-preserving framework aligned with multi-party data-
sharing environments.

3 Advancements and Model Comparisons in
ZBGDS Schemes

3.1 ZBGDS Referential Architecture
Figure 2 presents a high-level view of a ZBGDS system, organized
into three sequential phases that capture the interactions among ge-
nomic donors, medical clinics, BC components, and data consumers.
This architecture illustrates how ZKPs and BC operate together to
enforce policy-compliant GD exchange.

In Data Collection and Commitment (Phase 1), the medical
clinic collects and preprocesses the donor’s GD, then stores the
resulting data commitments in the BC ledger while the GD is stored
off-chain in external repositories for alleviating computational cost.
During this stage, the clinic performs GD validation, metadata
generation, and commitments. These commitments, as defined in
the associated SC, are subsequently anchored to the BC storage,
forming the basis for subsequent verification steps.

Proof Generation and Registration (Phase 2) is carried out
in the ZKP module. The system then generates proofs attesting
properties such as data integrity, consent validity, and compliance
with access-control policies. These proofs are typically recorded
in BC on-chain storage, enabling transparency, tamper-resistance,
and auditability across participants.

Finally, GD consumers (hospitals, pharmaceutical companies,
research institutions) can request access or perform queries through
Secure Access and Verification (Phase 3). When such a request
in the transation is made, the SC triggers the ZKP verification
process, allowing the consumer to obtain validated outputs without
accessing raw genomic content or sensitive donor information.

This mechanism preserves privacy by rigorously enforcing access
policies.

3.2 ZBGDS Advancements
ZKPs introduce several foundational advances that shape how GD-
sharing systems are designed and deployed in BC-based architec-
tures. Each advancement reflects a core architectural principle that
enables secure, policy-compliant, and privacy-preserving genomic
workflows in multi-party environments.

Zero-Trust Verification: enable an operational model in which
neither donors, medical clinics, nor GD consumers need to trust
one another. ZKPs allow stakeholders to verify compliance with
genomic access policies, data integrity requirements, or query cor-
rectness without revealing any raw genomic content or consent
information. This zero-trust approach is essential for operations
across institutional, geographic, and regulatory boundaries, and
for addressing misaligned incentives that can cause serious privacy
breaches.

Tamper-Resistant Privacy Preservation: Combining BC im-
mutability with succinct ZKPs strengthens privacy guarantees
against tampering and misuse. ZKPs ensure that computations,
access rules, and audit trails remain verifiable without exposing ge-
nomic sequences or sensitive metadata. ZBGDS model limits attack
surfaces arising from ledger transparency and provides a technically
enforceable pathway for regulated biomedical deployments.

Selective Disclosure and Cost-Aware Deployment: By en-
abling selective verification of specific genomic attributes or policy
constraints, ZKPs can reduce unnecessary data exposure and verifi-
cation redundancy. However, proof generation and on-chain verifi-
cation incur additional computational and gas costs that must be
carefully managed to ensure practical deployment in performance-
constrained biomedical environments.

Together, these three innovations establish ZKPs as a funda-
mental supplementary element for building scalable, trusted, and
privacy-preserving GD-sharing architectures in distributed settings.

3.3 Evolution and Comparative Analysis of
BC-Based Platforms Toward ZKP-Enabled
ZBGDS Architectures

Table 1 illustrates that while early blockchain-based systems pri-
marily improve governance auditability, ZKP-enabled architectures
increasingly target re-identification and inference threats, albeit at
the cost of higher computational and deployment complexity.

This subsection compares the evolution of blockchain-based
genomic data-sharing platforms, highlighting how successive gen-
erations address trade-offs in governance, privacy, and scalability
through different cryptographic and architectural choices.

The transformative era of BC technologies over the past decade
provides essential context for understanding how ZBGDS have
emerged. From early basic ledgers with transaction integrity to
SC-enable platforms and, more recently, privacy-preserving proof
systems, each generation has directly shaped the feasibility, scala-
bility, and trust assumptions of genomic governance architectures.

The first generation of BC platforms, initially designed through
linked blocks and transparent auditability, the further extended
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Figure 2: High-level ZBGDS Architecture

to GD provenance. Early genomic prototypes introduced Proof-of-
Work (PoW) mechanisms to ensure integrity-preserving timestamp-
ing of sequencing data. One such architecture is Atalay M. Ileri et
al. work [16] on Coinami frameworks adapted the PoW concept
by integrating DNA sequence alignment into the block validation
process, thereby converting otherwise computational difficulty into
useful high-throughput sequencing (HTS) analysis tasks. Kuo et
al. also promoted iDASH Secure Genome Analysis Competition
2018 [18] on BC-based genomic dataset access logging through
one in three competition tracks. The contest demonstrated that
BC-based ledgers could adopt multiple cross-site access records and
support accurate queries within a short period, highlighting the fea-
sibility of decentralization for large genomic repositories. Despite
these advances, first-generation systems typically relied on trusted
intermediaries and lacked self-automated mechanisms for trans-
parent agreement and stakeholder governance, which motivated
the design of later SC–enabled architectures. However, these first-
generation systems provide limited cryptographic privacy guar-
antees and lack automated, fine-grained governance mechanisms
suitable for sensitive multi-party genomic data sharing.

SC introduced in the second generation enables self-executing
programs for independent authorization and event-driven gover-
nance. POPS-G (Privacy and Ownership Protection System for
Genomics), proposed by Dakshayini et al. [7], secures sensitive
genetic data while emphasizing patient ownership via SCs, and

Federico Carlini et al. present Genesy [5] for safeguarding services
and authorized transactions among research institutions, hospi-
tals, and pharmaceutical companies. On the other hand, Beyhan et
al. introduce KeyGen [8], a dual-BC architecture that combines a
permissioned Hyperledger Fabric chain for private data index man-
agement with an Ethereum-derived chain for public computation,
and integrates cryptographic key management to enable verifi-
able GD sharing while preserving confidentiality. Despite these
advances, SC-based architectures remain inherently transparent,
incur high gas costs due to re-executed SC verification, and provoke
GD leakage. Therefore, this article highlights future directions in-
volving ZKPs and verifiable computation to achieve a more secure
and efficient privacy-preserving mechanism. While smart contracts
improve programmability and automate governance, their inherent
transparency and execution costs remain fundamental limitations
for privacy-sensitive genomic workflows.

Through the third generation of non-interactive ZKPs integra-
tion into ZBGDS architecture, though contributions remain limited,
it primarily targets three directions: decentralized genomic access
control, privacy-preserving governance for federated biomedical AI,
and verifiable healthcare data exchange. In decentralized genomic
access control, Alghazwi et al. [2] introduced the DARC protocol,
which applies Groth16 zk-SNARKs (Zero-Knowledge Succinct Non-
Interactive Argument of Knowledge) combined with Merkle Forest
structures to verify credentials without revealing identities. This
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Table 1: Comparative Overview of Blockchain Generations in GD Sharing Architectures

Article Genomic Use
Case

ZKP / BC Tech-
niques

Primary Threats Ad-
dressed

Research Contribu-
tions

Considerations &
Limitations

Generation 1: Basic BC Architecture

[16] DNA sequence anal-
ysis

Signed token, PoW Governance auditabil-
ity

Converts into HTS read
mapping (30 CPU days
per human genome)

Early design, de-
pendent on trusted
intermediaries, no
automated governance

[18] Genomic dataset ac-
cess logging

MultiChain (Bitcoin
BC fork)

Governance auditabil-
ity, access traceability

Demonstrated 800,000
cross-site access
records queried in 3
minutes

Speed, scalability, and
memory cost evalua-
tion limited

Generation 2: SC–Enabled Governance

[5] Cross-institution
GD exchange

Hyperledger Fabric,
GDPR standards

Unauthorized access,
consent enforcement

Consent management,
tokenized exchange,
and auditability

Transition to consor-
tium BC required;
difficulty replicating
large data; tension with
GDPR Right to Erasure

[7] NFT-based genomic
ownership protec-
tion

ERC-721 Smart
Contracts, IPFS
off-chain storage

Unauthorized access,
ownership misuse

Real-time consent
management and
ownership-based shar-
ing

No integration with
existing healthcare
databases

[8] GD sharing Dual-BC (Hyper-
ledger + Ethereum),
key management

Unauthorized access,
governance auditability

Combines pri-
vate/public chains
enabling verifiable
sharing

System complexity,
transparency leakage,
high cost; full deploy-
ment needed

Generation 3: ZKP-Enhanced Platforms

[4] DNA STR profile PoW/PoS ZKPs Re-identification, foren-
sic misuse

Conceptual workflow
with key rotation, se-
cure access control, and
auditing

High-level design; lim-
ited ZKP integration
and implementation de-
tails

[2] Dataset credentials FL zk-SNARK
(Groth16)

Unauthorized access,
identity leakage

DARC verification pro-
tocol with low proof
generation time ( 2.4 s)

Trusted issuers re-
quired; high gas cost
( 212k gas); no revoca-
tion or Sybil resistance

[21] Clinical diagnostics Transformer-based
ZBGDS

Inference attacks, unau-
thorized model updates

Secure FL updates with
auditability and a fair-
ness gap <3%

High computational
cost; ZKP overhead;
limited model inter-
pretability

design supports an important step toward decentralized authoriza-
tion and selective attribute disclosure of such sensitive genomic
resources. However, key aspects such as scalability, credential re-
vocation, Sybil resistance, and proof-generation efficiency remain
unresolved, leaving DARC far from real-world operational biomed-
ical deployment.

In privacy-preserving governance for federated biomedical AI,
Oyebode et al. [21] proposed a ZKP-enhanced federated learning
(FL) framework in which institutions prove local compliance up-
dates before global model aggregation. This mitigates poisoning and
improves accountability but introduces substantial computational

overhead, particularly when applied to Transformer-based archi-
tectures. Additionally, institution interoperability and real clinical
integration remain unaddressed.

Another innovative ZBGDS approach has been suggested for
the management of DNA short tandem repeat (STR) profiles using
PoW/Proof of Stake (PoS) in Arunkumar et al. [4]. Their model
outlines secure access control, key rotation, and auditability for
forensic genomics. However, it remains mostly a high-level con-
ceptual workflow, with no concrete ZKP implementation, limited
empirical evaluation, and limited integration. As a result, its contri-
bution lies primarily in motivating the genomic identification of
ZKPs rather than in deployable mechanisms. While smart contracts
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improve programmability and automate governance, their inherent
transparency and execution costs remain fundamental limitations
for privacy-sensitive genomic workflows.

Overall, these early studies demonstrate the feasibility of inte-
grating non-interactive ZKPs into biomedical and governance of
GD. However, they collectively suffer from similar limitations: high
proof-generation costs, lack of standardization, lack of interoper-
ability, trusted setups, incomplete identity and revocation mech-
anisms, and, most importantly, a complete absence of real-world
deployment across heterogeneous healthcare scenarios. Table 1
synthesizes the core ZKP techniques, contributions, and limitations
of ZBGDS representatives.

While these ZKP-enabled architectures demonstrate clear pri-
vacy and governance advantages over earlier generations, their
practical deployment exposes a range of unresolved technical and
operational challenges.

4 Open Challenges and Research Directions
In the realm of cryptographic platforms, ZBGDS has demonstrated
considerable promise in enhancing privacy while still promoting
collaborative research. However, some technical and operational
limitations remain, which presents potential solutions to achieve
practical, scalable deployment. In this section, we categorize these
issues into two main areas: existing systematic challenges (Sec-
tion 4.1) encompassing current bottlenecks in real-world scenarios,
and future development directions (Section 4.2) outlining ongoing
research opportunities to improve ZBGDS performance, scalability,
and interoperability.

4.1 Existing systematic challenges
Current ZBGDS ecosystems face several open challenges that hin-
der real-world deployment and scalability. These limitations arise
not only from cryptographic overheads but also from operational,
environmental, and methodological gaps that emerge when the-
oretical models confront the complexity of real-world healthcare
ecosystems.

Time-Consuming (Latency): Generating ZKPs for large-scale
genomic datasets remains computationally intensive. Producing a
zk-SNARK or similar non-interactive proof often requires intensive
preprocessing, a large memory footprint, and slow execution time.
Proof creation and verification can introduce significant delays
that hinder real-time multi-institutional research analysis work-
flows, where even small latencies can accumulate into processing
bottlenecks.

Context-unaware resources & constraints: often overlook-
ing the heterogeneity of computational environments and network
constraints through participating institutions in current ZBGDS im-
plementations. Cloud-based, on-premises, and hybrid deployments
have varying performance characteristics, yet most frameworks as-
sume uniform resource availability, which limits data orchestration
and robustness. As a result, less-resourced institutions may expe-
rience disproportionately higher delays or failures, inadvertently
widening the technological gap among participants and weakening
the collaborative nature of GD sharing.

Over-theoretical scenario uniformity: evaluating in con-
trolled, idealized environments that do not reflect the variability of

real-world GD-sharing. Many factors, such as incomplete data, het-
erogeneous consent policies, and fluctuating user participation, are
often underexplored, thereby reducing the practical applicability
of research prototypes. In practice, genomic workflows encounter
incomplete metadata, diverse access-control policies, intermittent
connectivity, evolving roles and permissions, and varying ethical
constraints. Without evaluating systems under realistic conditions,
current ZBGDS frameworks risk underestimating the engineering
required for deployment across heterogeneous biomedical infras-
tructures.

These limitations reveal that current ZBGDS architectures re-
main far from production maturity. High-proving latency, limited
awareness of heterogeneous computational contexts, and reliance
on overly simplified evaluation settings collectively constrain their
reliability, scalability, and adaptability in real genomic ecosystems.
Addressing these systemic gaps requires future research that in-
tegrates performance-aware ZKP engineering, context-adaptive
orchestration mechanisms, and realistic, compliance-aligned de-
ployment models to ensure that privacy-preserving GD sharing
can function effectively across diverse biomedical landscapes.

4.2 Future research directions
With the target of reducing identified vulnerabilities, certain prin-
cipal directions in ZBGDS research suggest improving efficiency,
scalability, and adaptability, without compromising privacy and
security.

Performance–Security Balance: achieve an optimal trade-off
between complex cryptographic privacy and proof size. Although
ZKPs provide strong privacy guarantees, their generation and inte-
gration into smart contracts can incur significant computational
overhead. Research into collaboration among non-interactive proof,
storage optimization, and hybrid blockchain approaches may help
reduce latency without compromising security. The main objective
is to scale to population-level genomic datasets without imposing
prohibitive costs on participating medical institutions.

Capacity-aware Scalability: incorporate scalable storage, proof
aggregation, and decentralized indexing in ZBGDS platforms. Effi-
cient batching, recursive proofs, and off-chain computation frame-
works remain essential research opportunities. Integrating verifi-
able computation frameworks into genomic infrastructures may
further support dynamically adaptable systems that vary with in-
stitutional resources, network conditions, and workload patterns.

Transactional Change Accommodation: leverage flexible
and update-friendly smart contract designs. Ensuring auditability
in terms of dynamic consent, data revocation, and evolving access
privileges while preserving privacy over time remains unresolved,
particularly for long-term genomic storage. This direction calls for
cryptographic proofs, combined with programmable governance
mechanisms that can evolve alongside biomedical and regulatory
needs.

Platform Standardization and Optimization Strategy: To fa-
cilitate cross-institutional collaboration and the adoption of ZBGDS
platforms, interoperability must be established through standard-
ized APIs, semantic metadata encoding, and integrated regulatory
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compliance (e.g., GDPR, HIPAA). These standards should be comple-
mented by optimization strategies that span storage, computation,
and protocol design.

Advancing ZBGDS requires a holistic approach that leverages
cryptographic innovation, system optimization, regulatory align-
ment, and domain-specific bioinformatics expertise. The conver-
gence of BC, ZKPs, and genome science creates a pathway toward
privacy-preserving GD ecosystems.

5 Conclusion
This survey provided a focused ZBGDS examination, highlighting
the unique architectural, operational, and privacy requirements.
We further advanced a concept-to-model perspective by unifying
ZKP principles with emerging system designs, emphasizing their
role in threat mitigation and performance–privacy trade-offs. Com-
plementing this, recent prototypes and platforms have advanced
practical applications and highlighted unresolved challenges that
continue to shape ZBGDS’s future directions. In general, our analy-
sis underscores the central role of ZKPs in enabling trustworthy,
privacy-preserving GD infrastructures, while highlighting the need
for interdisciplinary progress to translate into real-world applica-
tions.
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Abstract
The GISSA system (Intelligent Governance in Health Systems) is
a computing platform, implemented in 2020, that automatically
collects data from Ministry of Health information systems in Brazil:
e-SUS, CNES, SIM, SINASC, SI-PNI, and SINAN. It does so through
data-extraction bots, analyzes these data using multiple intelligent
technologies, and transforms them into integrated information that
supports decision-making at different levels of health management.
In 2021, the Networks and Systems Laboratory team at IFCE (LAR)
implemented “Smart GISSA”, a health-governance system based on
Machine Learning, defended as a doctoral dissertation at the Fed-
eral University of Ceará [9]. In 2024, the same LAR team developed
“Giselle Saúde”, a sentiment-detection system using Generative AI
in Digital Health [16]. This paper presents GISSA GPT, an evolution
of Smart GISSA that incorporates Large Language Models (LLMs),
leveraging the expertise acquired by the LAR team in building
Giselle Saúde. It is an agent-oriented prototype for digital health
governance with the following characteristics: (i) a generative-AI
environment inspired by Smart GISSA; (ii) an event-driven de-
sign for integration among modules; and (iii) Retrieval-Augmented
Generation (RAG) mechanisms to anchor responses in verifiable
sources, implemented with modern technologies (n8n, LangChain,
ChromaDB, etc.) and able to incorporate new protocols and guide-
lines selected by a multidisciplinary team [13, 18]. Considering
that Giselle Saúde focuses on mental health, future work proposes
integrating GISSA GPT with Giselle Saúde.

Keywords
e-Health, Workflow Management, Information and Data Manage-
ment, Decision Analysis and Methods, Big Data Management, Pri-
vacy protection and Privacy-by-design, Security and Trust Manage-
ment, AI for services infrastructure optimization

1 Introduction
The expansion of digital health initiatives has been driven by the
increasing volume of clinical and administrative data, the need to
broaden access, and advances in information and communication
technologies. However, in sensitive domains such as healthcare,

expanding access and automating workflows is not enough. Infor-
mation provided by digital systems must be traceable, auditable,
and aligned with ethical and regulatory practices; otherwise, it may
lead to inadequate decisions and deepen care asymmetries [19, 3,
18].

Large Language Models (LLMs), based on Transformer architec-
tures, have shown the ability to generate coherent text, synthesize
information, and interact through natural language [17, 7]. Yet,
such models are not verifiable knowledge bases. Because they op-
erate probabilistically, they can produce plausible statements that
are incorrect or unsupported by evidence—a phenomenon often
described as hallucination. In healthcare, responses without docu-
mentary support can lead to severe clinical and social consequences,
especially in surveillance, mental health, and vulnerable popula-
tions [2, 18].

Retrieval-Augmented Generation (RAG) has been used to miti-
gate these limitations by combining document retrieval with con-
trolled text generation. By grounding responses in a validated cor-
pus, the approach promotes transparency, auditability, and gov-
ernance, making it possible to trace the origin of the information
used by the model [13, 20, 18].

This paper presents GISSA GPT, an agent-oriented architecture
for governance and decision support in digital health, conceived
as an evolution of Smart-GISSA and based on recent experience
with Giselle Saúde, a platform for older adults’ mental health that
uses Generative AI for sentiment detection and analysis [9, 16].
It comprises a Sentiment Detector (SD) and a Generative Virtual
Assistant (GVA) to analyze sentiments expressed in interactions
between users and health professionals, identifying older adults
who may require professional evaluation for specialized care based
on urgency, resulting in in-person or remote consultations [16].

The proposal seeks to address pain points observed in surveil-
lance and management environments, such as: (i) low transparency
regarding the origin of information; (ii) difficulty integrating ser-
vices and institutional documents; and (iii) lack of natural-language
explanations across multiple heterogeneous sources. GISSA GPT is
presented both as an architectural reference and as a reproducible
design protocol, including limitations and mitigation mechanisms.

The scope includes decision support and governance based on
indicators, alerts, and institutional documents, with traceability
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and an audit trail; it includes conversational interaction with ex-
plicit sources and controlled retrieval over repositories validated
by technical and health teams. It excludes automated diagnosis,
therapeutic prescription, and individualized guidance in urgent
situations, which must be handled by licensed professionals [18].

2 Smart GISSA
The GISSA platform (Intelligent Governance in Health Services)
provides the foundation on which Smart-GISSA was built. Its archi-
tecture was designed to overcome data fragmentation by acting as
a large integrator of health information [15, 9].

The architecture can be seen in Figure 1:

Figure 1: High-level view of the Smart-GISSA.

Smart-GISSA represents the evolution of the GISSA platform by
incorporating an intelligence layer that transforms the system from
a data repository into a predictive analytics tool [9]. The new archi-
tecture expands the capabilities of the original system, preserving
the solid data-integration base while adding new specialized web
services (WS):
• WS AI (Artificial Intelligence): a microservice that encap-

sulates trained Machine Learning models, returning predic-
tions, classifications, and risk analyses (e.g., probability of ma-
ternal/infant death or epidemic trends) [9].

• WS ONTO (Ontology): organizes domain knowledge to make
sense of heterogeneous data, with semantic relationships and
inferences (e.g., diseases, symptoms, risk factors), contributing
to semantic interoperability [11, 12].

• WS CHATBOT: a service that enables natural-language ques-
tions and contextualized answers based on the platform’s data
and analyses [14].
The Smart-GISSA architecture is conceived as a layered model,

following the data value chain: from capture at primary sources,
through integration and storage in the Data Warehouse, to the
application of AI models and the delivery of results to end users
through multiple interfaces. As shown in Figure 2, this modular,
microservice-based approach provides greater flexibility, scalability,
and ease of maintenance, enabling new functionalities and models
to be added independently [9, 4].

Figure 2: Layered Smart-GISSA architecture with specialized
services.

Among the services implemented in Smart-GISSA, the following
stand out:
• Data Mining for Risk of Death (DMRisD): Maternal and

infant deaths are tragedies, many of which could be prevented
with timely intervention. The challenge is to identify high-risk
pregnant women and newborns as early as possible, within a
critical time window. The DMRisD approach was designed to
support risk stratification and prioritization in surveillance and
care pathways [9].

• Data Mining for Epidemics (DMEpi): Arboviruses such as
Dengue, Zika, and Chikungunya represent an ongoing threat to
public health. Predictive models can help anticipate spatial and
temporal risk, complementing traditional surveillance [6, 8].
This technological and institutional trajectory forms the basis

on which GISSA GPT is positioned.

3 Theoretical background
3.1 Digital health and virtual assistants
Recent literature characterizes digital health as an umbrella field
that integrates eHealth, mHealth, telemedicine, connected devices,
and intelligent systems aimed at organizing care and enabling com-
munication between professionals and users [19, 3]. In this context,
virtual assistants have been used for triage, health education, and
decision support across different domains, potentially improving
access, standardization, and continuity of care [10, 14].

However, the same attributes that enable personalization and
real-time interaction also intensify concerns about privacy, bias, al-
gorithmic opacity, and technological dependence—especially when
Generative AI is used in clinical domains [4, 2, 3]. In such cases,
traceability and explainability become requirements for governance
and safety, allowing reconstruction of the informational path that
supports a given answer [13, 19].

The challenge becomes even more pronounced in mental health,
where communication involves emotional, cultural, and linguistic
nuances. In the Giselle Project, the generative assistant is described
as capable of producing responses that combine contextual ade-
quacy with the user’s emotional and cultural state. Even so, the
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project itself emphasizes that such innovations require clinical stud-
ies to assess efficacy, effectiveness, and safety, as well as explicit
responsible-use policies [16].

In this scenario, GISSA GPT aims to advance the governance
axis. Its distinguishing feature is not merely the use of LLMs, but
the integration of specialized agents, RAG, and mechanisms for
observability, auditability, and documentary traceability [13, 20].
By grounding answers in controlled and verifiable repositories val-
idated by technical and health teams, GISSA GPT treats virtual
assistants as infrastructure components for decision support, rather
than generic conversational systems [19]. Thus, the proposal shifts
the focus from access and interaction to transparency, verifiability,
and care governance—core aspects in regulated, high-risk environ-
ments [19, 3].

3.2 The Giselle Saúde Project as a motivating
case

The Giselle Saúde Project is presented as a platform focused on
older adults’ mental health, composed of a Sentiment Detector and a
Generative Virtual Assistant [16]. Its operational goal is to identify,
through conversational interactions, signals indicating the need
for professional evaluation, referring users to in-person or remote
care according to urgency and priority criteria, thereby integrating
technology and human care [16].

The paper describing the Giselle architecture details a model
in which the prompt is co-designed by health professionals and
implemented by a technical team, guiding the dialog flow and han-
dling sensitive cases. The design explicitly highlights the need for
safety mechanisms, human oversight, and informed consent, and
shows that mental health recommendations require traceability,
justification, and accountability [19].

As a motivating case, Giselle exposes a gap that goes beyond
mental health: generative conversational assistants are not, by them-
selves, auditable decision-support systems. Coupling an LLM to
a chatbot enables natural interaction, but it does not satisfy re-
quirements such as audit trails, information provenance, integra-
tion across heterogeneous sources, governance, and explainability—
which are essential in regulated domains [2, 4]. In scientific and
technological terms, this translates into open challenges such as:
• the absence of verifiable sources in generated answers;
• the difficulty of reconstructing reasoning and data provenance;
• the lack of integration with epidemiological indicators and insti-

tutional documents;
• the absence of governance and policy layers for safe use;
• the need for human escalation mechanisms;
• and the demand for reproducible protocols to evaluate efficacy,

effectiveness, and safety.
Such limitations are generalizable and appear in recent literature

discussing clinical copilots and decision-support systems based on
Generative AI, which face barriers related to auditability, institu-
tional integration, and regulatory robustness [2, 4].

In this sense, GISSA GPT is proposed as an architectural advance
oriented toward governance, integrating specialized agents, RAG
components, and documentary traceability to support decision-
making in surveillance and health management environments [13,
20]. The architecture results not only from applying LLMs, but from

internalizing the gap observed in Giselle: conversational assistants
must operate as institutional infrastructure, not merely as natural-
language interfaces [19].

3.3 Capabilities and limitations of LLMs for
digital health

Large Language Models (LLMs) based on Transformer architec-
tures, such as ChatGPT, have expanded the frontier of digital health
applications by enabling information synthesis, document summa-
rization, guideline translation, and natural-language interaction [17,
7, 4]. Functionally, these models act as mediators between users and
systems, converting indicators, clinical records, and administrative
workflows into narratives that are easier to understand, potentially
improving communication, health education, and decision support
in institutional contexts [4, 19].

These capabilities are especially relevant in domains character-
ized by diverse documents, formats, and ontologies—a typical case
in healthcare, where clinical guidelines, epidemiological data, ad-
ministrative protocols, and care histories coexist as heterogeneous
sources [3, 12]. In such scenarios, conversational mediation by LLMs
can reduce linguistic and cognitive barriers while enabling inte-
gration across previously fragmented systems. For mental-health
assistants, as discussed in the previous subsection, this mediation
includes emotional, cultural, and linguistic nuance.

Nevertheless, adopting LLMs in digital health involves substan-
tive challenges. Because of their probabilistic nature, these models
do not operate as verifiable knowledge bases and can generate plau-
sible statements that are incorrect or unsupported by documentary
evidence. In regulated domains, answers without traceable evidence
can undermine clinical safety, institutional trust, and continuity of
care, amplifying ethical and social risks for vulnerable populations
[2].

Recent literature thus identifies a set of limitations that are par-
ticularly relevant for digital health:

• (i) lack of traceability—difficulty identifying which sources and
reasoning support the answer;

• (ii) low auditability—inability to reconstruct the informational
path for oversight and institutional responsibility;

• (iii) limited integration with legacy systems—need for interoper-
ability with protocols, indicators, and official documents;

• (iv) algorithmic opacity—difficulty explaining and interpreting
outputs in clinical decisions;

• (v) insufficient governance—lack of explicit policies for responsi-
ble use in regulated environments.

In light of these limitations, the literature suggests comple-
menting LLMs with additional verification, human oversight, and
documentary-integration mechanisms, such as RAG, specialized
agents, audit trails, and informed consent [13, 20, 19]. These mech-
anisms shift conversational assistants from an access/interaction
axis to a transparency/governance axis, which is essential in public
systems and surveillance/management environments that require
accountability, safety, and institutional alignment [19, 3].

Accordingly, the Giselle case discussed earlier highlights a tech-
nological gap that motivates this work: LLMs can generate dialog,
but they do not guarantee governance, and building digital health
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systems based on Generative AI requires architectures that incor-
porate traceability, explainability, and integration with institutional
workflows—requirements addressed by the GISSA GPT proposal
[19].

4 Related Work
The advance of digital technologies applied to healthcare has pro-
duced a diverse ecosystem of solutions aimed at epidemiological
surveillance, decision support, automated triage, health education,
and service management. These solutions can be grouped into
three main streams in recent literature: (i) health data monitoring
and analysis systems; (ii) conversational assistants and intelligent
agents for healthcare; and (iii) Generative AI architectures and
Retrieval-Augmented Generation (RAG) techniques.

(i) Health data monitoring and analysis systems. Platforms
such as NSSP/BioSense illustrate the centrality of institutional in-
frastructures for data collection and analysis, combining data in-
tegration, dashboards, and alerts to support decisions and pub-
lic health planning [8]. Other contemporary initiatives, such as
Outbreaks Near Me, have also been described as mechanisms for
monitoring and risk communication in public health [5]. In Brazil,
discussions on standardization and interoperability indicate that
sustainable integration requires well-defined models and processes,
especially when consolidating heterogeneous repositories and ra-
tionalizing administrative data [1, 3]. In this context, GISSA and
Smart-GISSA align with approaches that aim to unify sources and
enable distributed, multipurpose analyses while maintaining gov-
ernance and consistency over data use [9, 15].

(ii) Conversational assistants and intelligent agents in
healthcare. Conversational assistants have been investigated as
technologies for access, health education, and support across dif-
ferent domains, including mental health [14, 10]. The literature
also reports limitations related to traceability, explainability, and
risk mitigation, particularly when conversational systems operate
without explicit integration to governed repositories and without
formal accountability mechanisms [18]. The Giselle Saúde project
contributes to this stream by combining Generative AI with senti-
ment detection/analysis and human supervision, describing require-
ments tied to consent, safety, and cultural adequacy for vulnerable
populations [16].

(iii) Generative AI, RAG, and governance. Large Language
Models (LLMs) have been explored for tasks such as information
synthesis, result explanation, and mediation of natural-language
queries [4]. However, a recurring concern is that LLMs are not ver-
ifiable knowledge bases and may produce plausible but incorrect
answers, complicating auditing when there is no grounding in evi-
dence [2, 18]. Retrieval-Augmented Generation (RAG) techniques
have emerged as an alternative to ground answers in traceable
sources by combining retrieval of relevant excerpts from controlled
corpora with conditioned text generation [13, 20]. In digital health,
this arrangement is often considered relevant for transparency
and governance, although there is still limited systematization of
RAG and observability practices for institutional decision-making
environments [19, 18].

Convergence and gaps. The literature offers relevant contri-
butions but still presents gaps for the problem addressed in this
paper:
(1) Governance and auditing. Fewworks treat LLMs as auditable

components embedded in formal health-management work-
flows, with recorded context to support decisions [18].

(2) Operational integration. Conversational systems often do
not integrate, within a single pipeline, epidemiological indica-
tors, analytical/predictive models, and institutional normative
documents [19].

(3) Institutional explainability. Part of the literature discusses
clinical or algorithmic explanations; there is less emphasis on
explanations aimed at managers and oversight bodies, with
explicit traceability and provenance [18].

(4) Agent-based orchestration. The combination of specialized
agents, RAG, LLMs, and observability mechanisms is still rarely
described as a structured arrangement for digital health [13,
20].
GISSA GPT positions itself in this space by proposing an ar-

chitecture that integrates governed data (GISSA), analytical ser-
vices (Smart-GISSA), and institutional documents; offers natural-
language conversational interaction mediated by agents; incor-
porates RAG techniques to anchor answers in traceable sources;
and includes observability and auditing mechanisms to support
decision-making in digital health [19, 18, 13].

5 GISSA GPT Architecture
The GISSA GPT architecture was designed to reuse the existing in-
frastructure of GISSA and Smart-GISSA while incorporating Large
Language Models (LLMs) as a conversational interface module and
Retrieval-Augmented Generation (RAG) mechanisms organized
around specialized agents [13, 20]. Its central goal is to support
governance and decision-making in digital health while preserving
traceability, auditability, and alignment with institutional work-
flows [19, 3].

Structurally, GISSA GPT adopts a microservice- and event-
oriented approach, in which relatively independent modules com-
municate through queues, webhooks, and APIs. The architecture
is organized into functional modules: (i) data ingestion and gover-
nance; (ii) analytics and risk services; (iii) the sub-symbolic module
(LLM and RAG); (iv) agent orchestration; (v) natural-language in-
teraction; and (vi) observability and auditing [4, 13].

5.1 Overview
At a high level, GISSA GPT acts as a conversational governance
layer over the GISSA/Smart-GISSA ecosystem:
• it receives natural-language questions and commands from man-

agers and health professionals;
• it identifies intent and task type (indicator query, protocol expla-

nation, summary generation, risk analysis, etc.);
• it triggers specialized agents that query GISSA indicators, Smart-

GISSA predictive models, and institutional documents;
• it uses RAG to ground the answer in verifiable sources;
• it returns an explained response with explicit references to the

origin of data, an audit trail, and the option to record the inter-
action for governance purposes.
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The architecture is agnostic to the LLM provider (it can consume
different models via APIs), but it requires that every generated an-
swer be linked to a set of retrieved evidence and that the interaction
be logged with sufficient metadata for later auditing [19, 13].

5.2 Functional modules
5.2.1 Data and governance module (GISSA). The first module
reuses GISSA as the primary data source:
• extraction bots collect data from the Ministry of Health systems

(e-SUS, CNES, SIM, SINASC, SI-PNI, SINAN, among others);
• the data are integrated into an analytical repository (data

lake/data warehouse), with standardized dictionaries, schema
versioning, and access policies;

• data quality, anonymization/pseudonymization, and aggregation
rules are applied according to current digital-health norms and
data-protection requirements.
This module ensures that any query handled through GISSA GPT

is supported by governed, documented, and versioned data [19, 3].
When applicable, standardization may adopt semantic interoper-
ability references and electronic health record modeling approaches
(e.g., openEHR/ADL archetypes) to maintain consistency over time
and across services [1, 12].

5.2.2 Symbolic module (Smart-GISSA). The second module corre-
sponds to the Machine Learning services developed within Smart-
GISSA:
• predictive models and risk classifiers;
• population stratification services;
• anomaly detection or identification of relevant epidemiological

patterns.
These services are exposed as independent APIs and can be in-

voked by GISSA GPT agents to compose natural-language answers
[9]. Thus, the LLM does not generate predictions autonomously; it
orchestrates and explains results produced by validated models [2,
19].

5.2.3 Sub-symbolic module (LLM and RAG). The thirdmodule orga-
nizes the documentary knowledge relevant for health governance:
• clinical protocols and national guidelines;
• resolutions, ordinances, and technical notes;
• internal manuals, administrative flows, and GISSA documents;
• institutionally validated reports and dashboards.

Documents are processed in an indexing pipeline (for exam-
ple, using LangChain + ChromaDB or equivalent), with chunking,
metadata enrichment (source, date, version, document type), and
creation of vector and symbolic indices [13, 20]. During interaction,
the RAG module:
(1) receives the natural-language query;
(2) generates a vector representation of the question;
(3) retrieves the most relevant passages (documents, protocols,

notes);
(4) provides this context to the LLM, which must cite or explicitly

indicate the sources used.

5.2.4 Agent orchestration module. The fourth module hosts intelli-
gent agents responsible for specific tasks. Examples:

• Epidemiology Agent— queries GISSA indicators, applies filters
(time, territory, age range), and produces analytical summaries;

• Data Quality Agent — checks integrity, completeness, and con-
sistency of requested indicators;

• Governance/Compliance Agent — verifies whether the an-
swer involves protocols, norms, or regulatory risk and injects
additional explanations;

• Explanation Agent — turns numeric and technical outputs into
narratives understandable to non-specialist managers.
Orchestration is performed by an agent manager and a workflow

orchestrator (e.g., n8n), following an event-driven model: the arrival
of a new question, alert, or data update generates events that may
trigger one or more agents. Results are consolidated and sent to the
natural-language interaction module [4, 13].

5.2.5 Natural-language interaction module. The fifth module is the
interface between users and the GISSA GPT ecosystem:
• access channels (web interface, institutional chatbot, integration

with existing systems);
• conversation management module (session, contextual history,

turn control);
• LLM gateway (responsible for sending prompts enriched with

RAG context + agent outputs and receiving responses).
This module implements policies for:

• scope control (types of questions that can be answered);
• response filtering (blocking attempts at individualized diagnosis

or prescription);
• explicit limitations (warnings about decision-support nature and

the need for professional validation).

5.2.6 Observability and auditing module. The sixth module con-
centrates observability and governance mechanisms:
• interaction logs (query, retrieved context, triggered agents, used

sources, model versions);
• usage dashboards (what types of questions are asked, by which

user profiles, with which sources);
• audit trails for safety, quality, and impact assessment;
• alerts for anomalous behavior (e.g., misuse outside scope).

This module is essential to treat GISSA GPT as institutional
infrastructure, enabling retrospective inspection of decisions, work-
flow review, and policy adjustment [19, 3].

5.3 Interaction flow
In simplified terms, a typical interaction flow is as follows:
(1) Input — a manager or health professional formulates a natural-

language question (e.g., “Which neighborhoods show the high-
est risk of dengue outbreaks next month?”).

(2) Classification — the system identifies the task type (indicator
query + prediction + risk explanation).

(3) Agent orchestration — the orchestrator triggers:
• the Epidemiology Agent, which queries GISSA and Smart-

GISSA models;
• the Data Quality Agent, which assesses indicator reliability;
• the RAG module, which retrieves relevant protocols and

documents.
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(4) LLM synthesis— the LLM receives agent outputs and retrieved
document passages and generates a natural-language response,
including:
• an explanation of risk factors;
• source and date indications;
• interpretive cautions when applicable.

(5) Output and logging — the response is delivered to the user,
accompanied by references and, optionally, a formal record in
the auditing module, including the context used to support the
decision.
With this design, the LLM does not replace GISSA or Smart-

GISSA; it acts as a mediation and explanation layer reinforced by
specialized agents and RAG [13, 19].

Figure 3 represents the conceptual GISSA GPT architecture as
a functional chain that integrates conversational interaction, or-
chestration of specialized agents, RAG mechanisms, an LLM-based
generative module, and auditing and governance modules [13, 20].
At the entry point, the user (a manager or health professional)
interacts with a conversational interface (web/chatbot), whose ut-
terance is forwarded to a conversation manager and task classifier
responsible for identifying the interaction goal. This module co-
ordinates queries to GISSA/Smart-GISSA APIs, enabling access to
epidemiological indicators, analytical models, and other preexisting
resources.

Figure 3: Conceptual GISSA GPT architecture.

Structured information is then routed to the agent orchestration
module, which aggregates epidemiology, data quality, governance,
and explanation agents. These agents complement processing with
checks, repository queries, contextualization, and justifications.

The RAGmodule queries two categories of sources: (i) the GISSA
data repository, containing data and analyses; and (ii) institutional
documents, such as guidelines, protocols, and norms. The consoli-
dated result is forwarded to the generative LLM, which produces the
final answer associated with references or retrieved documentary
excerpts [13, 20].

The output is submitted to auditing, logging, and traceability
modules, enabling retrospective inspection, and it can feed dash-
boards and governance mechanisms oriented to decision support
and digital surveillance [19, 3].

6 Concluding remarks
This work presented GISSA GPT, an agent-oriented architecture
for governance and decision support in digital health, built on the
GISSA/Smart-GISSA ecosystem and inspired by lessons from the
Giselle Saúde project [9, 16]. The proposal starts from the diagnosis
that LLMs, while useful as a conversational mediation layer, are
not sufficient to sustain decisions in regulated domains without
additional modules for governance, traceability, and institutional
integration [18].

Conceptually, GISSA GPT contributes by treating virtual assis-
tants not as isolated interfaces, but as components of an institutional
decision-support infrastructure coupled to governed data, validated
predictive models, and normative documents [19, 18]. The combi-
nation of a data module (GISSA), analytical services (Smart-GISSA),
RAG, specialized agents, and observability mechanisms forms an
architectural arrangement that addresses gaps identified in the
literature, such as lack of audit trails, difficulty of operational inte-
gration, and low explainability for managers and oversight bodies
[18, 13].

Technologically, the proposed architecture describes how LLMs
can be repositioned from autonomous answer generators to orches-
trators of evidence and explanations grounded in verifiable sources.
By requiring that each response be anchored in institutionally rec-
ognized indicators, models, and documents, GISSA GPT shifts the
value axis of natural-language interaction toward the ability to
support governance processes in digital health [13, 18].

This work is predominantly architectural and exploratory. It does
not yet provide large-scale clinical or operational validation, nor
systematic metrics of impact on decision quality, response time, or
user trust. These limitations motivate the agenda for future work.

As follow-ups, four main directions stand out:
(1) prototyping and institutional pilots, with controlled deploy-

ment in surveillance and management environments, to evalu-
ate performance, usability, acceptability, and effects on decision
workflows;

(2) integration with Giselle Saúde, exploring scenarios in which
GISSA GPT acts as a governance and explanation module for
aggregated cases, while Giselle remains focused on individual
mental-health interaction with clinical safeguards [16];

(3) a formal governance evaluation, including metrics of trace-
ability, auditability, adherence to norms, and perceived risk by
managers, health professionals, and oversight bodies [18];

(4) generalization of the architecture to other digital health do-
mains and other public administration sectors, where LLMs can
be combined with governed data and institutional rules [19].

In summary, GISSA GPT does not aim to replace health profes-
sionals or automate clinical decisions, but to provide an architec-
tural reference for incorporating Generative AI responsibly into
digital health infrastructure [18]. By articulating data, models, doc-
uments, and agents under a governance logic, this work seeks to
contribute to anchoring the use of LLMs in public policy in re-
quirements of transparency, accountability, and public interest [18,
19].
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Abstract
This article extends our previous publication, which focused on
the user experience of our solution for injecting identity-wallet
attributes into dynamic digital documents. Based on the feedback
collected, we now shift the emphasis toward the challenges of ac-
cess control and usage management associated with this personal
data. To address the identified limitations, our architecture has been
redesigned around a decentralized model, leveraging blockchain
technology to strengthen transparency, traceability, and trust be-
tween parties. This evolution builds on our initial approach and
makes the enforcement of user-defined permissions consistent and
verifiable across wallets. The framework shows that fine-grained
and interoperable access control on identity-enriched documents
is feasible.

CCS Concepts
• Security and privacy→Multi-factor authentication;Access con-
trol; Digital rights management; Privacy-preserving protocols;
Pseudonymity, anonymity and untraceability; Authorization; Social
aspects of security and privacy; Privacy protections; Usability in
security and privacy.
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1 Introduction
1.1 Context and motivation
Digital identity wallets and verifiable credentials (VCs) are emerg-
ing as a promising way to let individuals store and selectively
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disclose certified personal attributes, such as identity data, profes-
sional status, or qualifications. Compared with traditional identity
management systems, these technologies aim to strengthen user
control over disclosure and reduce dependence on centralized iden-
tity providers [2].

However, once attributes are disclosed and integrated into digi-
tal workflows or shared documents, users often lose control over
how these data are accessed, reused, retained, or redistributed. This
limitation highlights the need for fine-grained usage control mech-
anisms that remain enforceable and auditable beyond the initial
disclosure step [14] [15].

1.2 Prior work and identified limitations
In our previous work [12], we proposed a document-centric ap-
proach to integrate personal attributes from digital identity wallets
into dynamic digital documents while allowing users to attach
usage permissions to the disclosed data. In that first solution, a
document was created from a template containing content-control
markers, and users could connect through their identity wallet to
review the available attributes and select which ones they wished
to inject into the document. Users were also able to define the usage
conditions associated with their data before insertion into the final
document.

These permissions were expressed using ODRL, which allowed
us to formalize fine-grained usage constraints such as retention
limits, redistribution restrictions, purpose limitation, or deletion
requirements [6]. An important aspect of the approach was that sev-
eral users could asynchronously contribute their own attributes to
the same shared document. To protect all contributors, the system
aggregated the individual policies and applied the most restrictive
permissions to the resulting document. This made it possible to gov-
ern multi-party documents containing personal data from different
sources within a unified usage-control framework.

In the implemented prototype, ODRL policies were translated
into effective permissions enforced by the document-management
platform, notably through platform-level access-control mecha-
nisms. This demonstrated the feasibility of combining identity wal-
lets, dynamic documents, and IRM-based enforcement to let users
define how their personal data may be accessed, retained, or re-
distributed after disclosure. However, the architecture remained
largely centralized: policy generation, translation, and enforcement
depended on a single platform, providing neither cryptographic
proof of compliance nor immutable audit trails. In addition, the
enforcement of the most restrictive policy at the whole-document
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level could be perceived as too coarse-grained in collaborative sce-
narios. These limitations motivated the decentralized architecture
introduced in this paper.

2 Contributions of this paper
In this paper, we extend our previous document-centric approach
by proposing a decentralized architecture for fine-grained personal
data usage control. Our contribution is threefold:

(1) we identify the limitations of centralized enforcement for
usage policies attached to wallet-derived attributes

(2) we propose a blockchain-based architecture combining smart
contracts, encrypted off-chain storage, and ODRL policy
anchoring

(3) we discuss how this design improves transparency, auditabil-
ity, and trust in multi-party document workflows

3 Related work
Existing blockchain-basedDRMand consent-management approaches
provide useful foundations for transparency, traceability, and de-
centralized policy enforcement. However, they generally do not
address the specific case of wallet-derived personal attributes be-
ing injected into shared dynamic documents, nor the combina-
tion of ODRL-based usage policies, multi-party contributions, and
document-centric enforcement. This gap motivates the architecture
proposed in this paper.

3.1 Blockchain Based DRM
Blockchain-based DRM technologies represent a significant ad-
vancement in the management of digital rights [7]. Platforms such
as Custos Media Technologies and Po.et leverage blockchain to
embed unique watermarks in media files and timestamp content,
ensuring transparent and immutable proof of ownership. Ethereum-
based smart contracts, utilized by SingularDTV and Binded, auto-
mate the enforcement of licensing agreements, providing a secure
and efficient method for managing digital content.

The advantages of blockchain-based DRM include several key
aspects:

(1) Decentralization: Blockchain-based DRM technologies elimi-
nate the need for intermediaries, allowing content creators to
manage their rights directly. This reduces costs and enhances
transparency in the distribution process.

(2) Security and Immutability: Blockchain offers a secure and
immutable way to manage digital rights, protecting content
from piracy and unauthorized use. Transactions recorded on
the blockchain cannot be altered, ensuring the integrity of
the data.

(3) Transparency: Blockchain records are publicly accessible,
allowing easy verification of ownership and usage of content.
This builds trust between content creators and consumers.

(4) Interoperability: Standards like MPEG-Dash and CMAF en-
able different blockchain-based DRM platforms to commu-
nicate and share data effectively, facilitating integration of
various DRM solutions [18].

(5) Automation via Smart Contracts: Smart contracts automate
the enforcement of licensing agreements, ensuring that con-
tent is used according to the granted rights. This reduces

human error and improves the efficiency of rights manage-
ment.

Additionally, cloud-native DRM solutions are becoming essential
for scalability and flexibility as more businesses adopt cloud-based
infrastructures [5].

The future of blockchain-based DRM is promising [3]. The in-
tegration of blockchain technology into DRM systems leverages
its transparency and security for managing and enforcing digital
rights. As these works show, for example: [17]. Recent develop-
ments in blockchain-based DRM focus on enhancing security and
user experience, with AI-enhanced systems and quantum-resistant
encryption. These systems analyze usage patterns, detect anom-
alies, and identify potential security threats in real time. As cloud
DRM and AI DRM technologies continue to evolve, they will com-
plement blockchain-based DRM by providing scalable, flexible, and
intelligent solutions for protecting digital content in an increasingly
interconnected digital landscape [10].

3.2 Blockchain Consent Management
Blockchain consent management offers a decentralized, transparent,
and secure way to handle user data permissions [8]. By recording ev-
ery consent action on an immutable ledger, it ensures users have full
visibility and control over their data. This approach enhances pri-
vacy and accountability, making it ideal for sectors like healthcare
[20] [4] and IoT [13], where precise and customizable permissions
are crucial. Smart contracts automate consent enforcement, reduc-
ing human error and ensuring compliance with user preferences.
Unlike traditional systems, which often operate in silos and offer
broad consent options, blockchain consent management provides a
unified and interoperable solution with granular control over data
sharing [1].

4 Challenges and Requirements for Usage
Control

Beyond the construction of dynamic documents enriched with
identity-wallet attributes, our work has specifically focused on
defining and enforcing access-control and usage-control mecha-
nisms tightly coupled to the personal data injected into the doc-
ument. To support this, we designed a dedicated configuration
interface allowing users to specify the exact permissions they wish
to associate with their data. These requirements are captured by
ODRL policies provided by each contributor (e.g., no redistribution,
delete-before, purpose limitation) that we aggregate and enforce.

A key contribution is that permissions come from data providers,
not from the document issuer. Since several users may contribute
identity attributes to the same document, our solution aggregates
all provided policies and applies the most restrictive permissions
to the final document, a behavior that traditional mechanisms can-
not achieve (the initial document is shared, and users can inject
their respective data asynchronously) [6]. This protects multi-party
workflowswhere personal data from different sources coexist. In the
previous prototype, policies were enforced through file-level ACLs
because platforms such as Nextcloud do not support per-section
permissions. This is a platform constraint rather than a limitation
of ODRL itself.
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Altogether, these contributions demonstrate the feasibility of
attribute-driven, user-centric access control applied directly within
dynamic documents. By relying on IRM technologies and ODRL
policies, the system ensures machine-interpretable governance
across the document lifecycle; however, enforcing these policies
via platform ACLs provides neither cryptographic evidence of com-
pliance nor an immutable audit trail.

5 Proposed Decentralized Architecture
5.1 Limitations of the previous solution
Despite its technical strengths and end-to-end demonstration, our
initial solution exhibited several limitations identified through feed-
back from partners and users involved in the trials. First, the ar-
chitecture remained highly centralized: a single platform collected
the attributes, generated the policies, and enforced the permissions,
creating both a single point of failure and an operator-centric trust
assumption. Several reviewers highlighted a lack of operational
transparency, as users lacked verifiable proof of consistent ODRL
enforcement and immutable traces of data access and use [8] [11].
Policy governance also depended entirely on the central infras-
tructure, particularly the translation of ODRL rules into native
permissions, which made cross-system auditing difficult and hin-
dered strong interoperability across heterogeneous environments.
Finally, applying the most restrictive permission at the level of
the entire document was perceived as overly coarse-grained; some
users expressed the desire for enforcement to be limited to the spe-
cific sections containing their personal data, rather than affecting
the entire shared document. For instance, if only a single personal
attribute (e.g., date of birth) appears in a multi-party document,
applying the “most restrictive policy” at the whole-document level
can unnecessarily block download or sharing for non-sensitive
sections contributed by others.

These observations led us to explore a new approach that de-
centralizes policy evaluation and auditing using distributed ledger
technologies. Under this model, consent and obligations can be
anchored on-chain, while smart contracts orchestrate access verifi-
cation and provide execution proofs—such as timestamped deletions
or recorded refusals to distribute—resulting in immutable traceabil-
ity, operator-independent verifiability, and ultimately increased
transparency and trust.

We distinguish between perceived transparency and crypto-
graphic transparency. Perceived transparency refers to operator-
controlled signals—UI feedback, application logs, and compliance re-
ports—that help users understand how their data is handled. While
useful for usability and trust, such signals are not tamper-evident
and cannot be independently verified. Cryptographic transparency,
by contrast, relies on verifiable artifacts—policy hashes, immutable
on-chain events, timestamped proofs, and digital signatures—that
any party can audit without trusting the platform. Our previous, cen-
tralized prototype largely offered perceived transparency through
platform logs. The decentralized design adds cryptographic trans-
parency by anchoring policy digests and access events on-chain.

5.2 Decentralized Model and Smart Contract
Design

The new solution is built on an Ethereum-based blockchain and
smart contracts written in Solidity, with the goal of shifting trust
away from our centralized platform and ensuring verifiable, trust-
less traceability for all accesses to personal data. As in our previous
approach, the user begins by selecting certain information derived
from verifiable credentials stored in their digital identity wallet.
They then associate this data with specific permissions, authoriza-
tion rules, the Ethereum addresses allowed to access the data, and
corresponding expiration dates. Up to this point, the workflow re-
mains similar to the initial solution. For this proof of concept, we
chose Ethereum and Solidity simply because of their mature tooling,
extensive documentation, and ease of prototyping. This choice was
practical rather than conceptual: the proposed architecture does not
rely on any Ethereum-specific feature, and the same design could be
implemented on other smart-contract platforms (e.g., Hyperledger
Fabric, Substrate, Tezos) as long as they support policy anchoring,
event logging, and basic on-chain verification.

The major difference with previous work emerges when the
user interacts with a smart contract—through a decentralized ap-
plication (dApp) built with ethers.js—to register the set of rules
and data definitions on the blockchain. The contract then records
the necessary metadata along with the list of authorized Ethereum
addresses.

When a third party wishes to access this information, they must
invoke the smart contract themselves. The contract automatically
checks whether the requester’s address is on the user’s allowlist.
If the access conditions are met, the contract returns the corre-
sponding data reference, an on-chain event records requester, data
reference, and timestamp. [16] [21].

Data are encrypted client-side with a symmetric content key (e.g.,
AES-GCM 256). For each authorized Ethereum address, the content
key is envelope-encrypted (e.g., ECIES/X25519) and attached as a
per-recipient key blob [19]. Revocation removes an address from
the on-chain allowlist and the resource is re-published under a new
content key; only current recipients receive the updated envelope.
Rotation follows the same pattern, issuing a fresh content key and
new envelopes.

ODRL policies are hashed and referenced on-chain for integrity
and auditability. The smart contract’s permissions are based on this
ODRL file. On-chain logic enforces identity-based access checks (al-
lowlist, expiry) and emits immutable logs. Obligations that require
side-effects (e.g., delete-before) are executed off-chain by trusted ser-
vices; proof artifacts (time-stamped reports, hashes) are anchored
on-chain via events.

The user who originally shared the information thus benefits
from a decentralized, immutable, and continuously accessible log,
fully independent of the platform retrieving the data. This guar-
antees that every access to their personal data is transparently
recorded, and that no intermediary platform can alter or conceal
these records. Through this mechanism, trust is shifted to the
blockchain infrastructure itself, providing native auditability and
enabling interoperability with any system that handles personal
data.
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5.3 Architecture overview

Figure 1: Sequence diagram of proposed solution

1. Data publication.

(1) The user selects their attestations in the Identity Wallet.
(2) Access rules are defined within the dApp.
(3) The dApp generates cryptographic keys and encrypts the

data locally.
(4) The encrypted data is uploaded to IPFS, which returns a CID.
(5) The dApp registers the corresponding access policy on the

Smart Contract.
(6) The Smart Contract confirms the publication.

2. Access Request.

(7) A Consumer requests access through the dApp.
(8) The dApp queries the Smart Contract.
(9) The Smart Contract verifies whether the access conditions

are satisfied.
• If authorized: the Smart Contract emits AccessGranted;
the dApp retrieves the encrypted data from IPFS, decrypts
it locally, and provides the plaintext data to the Consumer.

• If denied: the Smart Contract emits AccessDenied, and
the dApp notifies the Consumer.

3. Audit.

(12) The user can retrieve immutable access logs from the Smart
Contract.

5.4 Identified limitations and future work
Our work currently presents several limitations. First, no system-
atic evaluation of user experience (UX) or privacy impact assess-
ment has yet been conducted to measure the cognitive load associ-
ated with configuring permissions, the level of understanding of
ODRL policies, or the acceptability of on-chain mechanisms for end
users. Furthermore, although the decentralized architecture has

been specified and demonstrated, we have not yet reported quanti-
tative measurements (latency, gas costs, scalability, browser-side
crypto overhead, IPFS retrieval times).

Additionally, keymanagement and the coupling between on-chain
and off-chain components raise operational challenges, including
revocation, rotation, and selective sharing, which still require appro-
priate tooling. In our next publication, we plan to conduct in-depth
technical evaluations (performance benchmarks, cost assessments,
robustness/scalability analyses and stress tests), a formal security
analysis of the smart contract (including review, property testing,
and possibly verification), as well as a lightweight UX study to eval-
uate how decentralization affects user trust and the comprehensibil-
ity of policies. We also intend to carry out an initial privacy-impact
assessment focusing on traceability, data minimization, and residual
risks.

One of the limitations of our solution stems from the fact that logs
on the blockchain are public and not private (even if pseudonymous
thanks to crypto wallet addresses). One solution would be to use
asymmetric cryptography so that only the data owner can access
the history.

6 Conclusion
In this article, we presented an approach for integrating attributes
from digital identity wallets into dynamic documents, while ap-
plying usage policies expressed in ODRL. Our initial centralized
solution demonstrated the feasibility of combining identity wallets,
usage control mechanisms, and the automatic enforcement of per-
missions. However, user feedback highlighted several limitations,
including a lack of transparency regarding the actual enforcement
of policies, dependence on a single platform, and difficulties in
auditing the circulation of personal data.

These observations prompted us to explore a decentralized ar-
chitecture built on technologies such as blockchain, smart con-
tracts, and distributed storage systems like IPFS. In this new design,
wallet-derived attestations and ODRL policy files could be stored
in a distributed manner, while smart contracts would orchestrate
access control, ensure immutable traceability, and interpret permis-
sions. Nevertheless, certain challenges persist—particularly those
related to the encryption required for storing personal data on IPFS
and the secure management of the keys needed for decryption [9].

Despite these challenges, decentralization offers a more trans-
parent and trustworthy model for governing usage control over
identity data. Our future work will focus on strengthening crypto-
graphic mechanisms and enabling more fine-grained rights manage-
ment, with the goal of further enhancing user sovereignty within
document-centric workflows.
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Abstract
Maintaining security in open-source derivative projects (forks) is
hindered by low synchronization and the lack of automatic propa-
gation of critical fixes from the original upstream project. Highly
divergent forks accumulate independent modifications and indirect
vulnerabilities, making patch identification a manual, error-prone,
and risky task. This paper proposes a systematic and programmatic
framework to track vulnerabilities (CVEs/CWEs), locate their cor-
responding fixes, and verify their presence or equivalence in forked
codebases. The framework integrates automated vulnerability min-
ing with patch similarity analysis and commit-level verification
using cryptographic hashes (SHA). Preliminary results confirm that
vulnerability metadata alone are often incomplete, requiring direct
source-code inspection, which validates the need for a complemen-
tary verification mechanism. The expected outcome is a functional
prototype and structured reports to support risk mitigation in the
open-source software supply chain.

CCS Concepts
• Security and privacy → Software security engineering; •
Software and its engineering → Software maintenance tools;
Software verification.

Keywords
Software Forks. Vulnerabilities. Patch/Fix Verification. Code Propa-
gation

1 Introduction
Security and integrity in the software supply chain are fundamental
elements for the development and sustainability of modern applica-
tions [5]. Many projects critically depend on open-source software
(OSS) and adopt the forking mechanism as a direct strategy for
software reuse and adaptation [9]. However, fork-based develop-
ment often results in divergent forks (hard forks), whose evolution
occurs independently and without expectation of reintegration into
the original (upstream) project [8]. This decentralized nature leads
to documented inefficiencies, such as development redundancy and

low code integration, which accentuates the structural divergence
between projects. The metrics indicate that differences greater than
90% between the fork code and its upstream are common, reinforc-
ing the asymmetry in code evolution [2].

This structural divergence creates a concrete security gap: critical
fixes continuously introduced in the upstream project are not auto-
matically propagated to derivative projects, requiring forkmaintain-
ers to identify and apply each relevant patch manually, a process
that is costly and prone to failure, as evidenced in industrial case
studies, producing complex conflicts, compilation errors, and test
failures [13]. The difficulty is further compounded by the nature of
the patches themselves, as structural fixes require Abstract Syntax
Tree (AST) inspection and cannot be reliably detected by simple
text comparison tools [1]. Beyond the source code, the risk sur-
face is broadened by indirect vulnerabilities introduced through
external dependencies [11], whose updates to patched versions do
not always occur systematically. Adding to this scenario, Williams
et al. [12] document that 63% of security advisories in the GHSA
database and 71% of NVD entries lack patch links, confirming that
metadata incompleteness is a structural property of public vul-
nerability databases and not an incidental limitation, making it
particularly difficult to locate, let alone verify, the application of
security fixes in derivative codebases.

The state of the art points to a lack of programmatic methods
that provide visibility and support for decision-making to verify
the application of security patches in highly divergent derivative
projects [7]. Although the literature presents initiatives to automate
the detection of fix commits [6], a methodological gap persists
for a systematic approach that integrates three essential aspects:
(i) continuous vulnerability mining (CVEs/CWEs), (ii) tracking of
patches applied upstream, and (iii) programmatic verification of the
existence or equivalence of these patches in the code of a highly
divergent fork. Addressing this gap requires going beyondmetadata
and version identifiers toward direct source-code inspection, a need
that becomes especially acute in forks that accumulate hundreds or
thousands of unique commits, making direct merging of upstream
updates structurally impractical [4].
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The risk of silently missing critical patches is particularly pro-
nounced in forks subject to licensing, architectural, or organiza-
tional constraints that prevent direct upstream integration [15]. In
these scenarios, the absence of a programmatic verification mecha-
nism means that security remediation depends entirely on manual
awareness of upstream activity, a condition that scales poorly and
is prone to oversight as divergence grows over time. Williams et
al. [12] explicitly frame this as an open research challenge in soft-
ware supply chain security, identifying the unreliable propagation
of vulnerability fixes across derivative artifacts as the problem of
residual and orphaned vulnerabilities.

Given these challenges, the central proposal of this work is to
develop a framework capable of significantly reducing manual ef-
fort by automating the tracking and verification of the presence
or equivalence of patches [16]. The framework integrates continu-
ous vulnerability mining from widely recognized databases (NVD
and GHSA), automated tracking of patch commits in the upstream
repository, and a two-layer verification mechanism that combines
literal cryptographic hash matching with patch similarity analy-
sis to tolerate the structural evolution characteristic of long-lived
forks.

The general objective of this article is to propose, implement,
and evaluate this systematic and automated framework to track and
verify vulnerability patches in open-source projects forked. The
proposal aims to identify direct and indirect vulnerabilities (CVEs
and CWEs) and analyze their severities according to CVSS. The cen-
tral element of the proposal is the implementation of an automated
verification mechanism to confirm the application or equivalence of
patches in the forked project code, using patch similarity analysis
and literal verification by cryptographic hash algorithms (SHA).
The framework is expected to generate systematic security reports
and metrics that present the patch status of each vulnerability, es-
tablishing a periodic execution strategy for continuous monitoring
of the vulnerability chain and mitigating the risks arising from
development divergence.

2 Related Works
Literature analysis reveals that code similarity detection and secu-
rity patch traceability are crucial areas, but existing efforts tend to
focus on isolated techniques rather than the systematic orchestra-
tion needed for the scenario of highly divergent forked projects.
This section discusses works that address central aspects of the
problem, highlighting the difference of the proposed systematic
framework.

The issue of identifying vulnerable versions and tracing the ori-
gin of flaws is central, as addressed by the work VERCATION: Precise
Vulnerable Open-source Software Version Identification based on Static
Analysis and LLM (2025) [3]. This study focuses on OSS (C/C++) and
uses an innovative approach, combining program slicing with large
language models (LLM) to extract relevant code directly from vul-
nerability patches. Furthermore, it proposes clone detection based
on expanded and normalized Abstract Syntax Trees (ASTs) to locate
the vulnerability-introducing commit (VIC), essential for identify-
ing the affected version range. This methodology reinforces the
need for advanced structural patch analysis techniques to handle
refactorings and code modifications.

In scenarios of structural divergence and software updates, Bi-
nary Code Similarity Analysis (BCSA) is fundamental. The work
Enhancing Binary Code Similarity Analysis for Software Updates:
A Contextual Diffing Framework (2025) [10] addresses the accu-
rate rediscovery of functions in Cross-Version (XV) environments.
The method uses version-specific call graphs and recursive neigh-
borhood matching to improve BCSA accuracy. This technique is
directly relevant to the challenge of tracking patches in binaries
or source code that have undergone structural transformations, a
problem that is accentuated in forks with high divergence.

The propagation of vulnerabilities in derivative and clone projects
is an intrinsic concern in the free software ecosystem. The work
What the Fork? Finding Hidden Code Clones in npm (2022) [14]
addresses the hidden clones (shrinkwrapped clones) in the npm
ecosystem that may contain vulnerabilities that have already been
fixed in the original package but which escape standard auditing
processes. The proposal, UNWRAPPER, automates the program-
matic detection of these clones. This study validates the central
premise of this research: security in derivative projects requires
programmatic mechanisms to identify whether critical fixes have,
in fact, been applied.

Table 1 highlights that existing approaches address isolated as-
pects of vulnerability tracking, while our proposal focuses on a sys-
tematic framework for verifying the application of security patches
in highly divergent forks.

3 Proposed Approach
The proposed approach introduces a systematic and programmatic
framework designed to fill a critical gap identified in the literature:
the reliable verification of the application of security patches in
highly divergent derivative projects (forks). While existing studies
focus on isolated techniques, such as vulnerability version identifi-
cation, binary similarity, or clone detection, they do not provide an
integrated solution capable of tracking, validating, and contextual-
izing security patches across different development histories.

As illustrated in the figure 1, the architecture is composed of
modular and loosely coupled components that operate as a contin-
uous analysis pipeline. The workflow begins with the automated
mining and normalization of vulnerability information from public
databases, such as the CVE and CWE repositories. This step estab-
lishes the set of security issues to be tracked and allows correlation
with the affected software components and versions.

Once vulnerabilities are identified, the framework performs the
discovery of patch commits in the upstream repository. This process
combines metadata-based strategies, such as commit messages and
issue references, with structural analysis of code changes. Given
that vulnerability metadata is often incomplete or inaccurate, the
framework explicitly considers missing or ambiguous links between
vulnerabilities and patch commits.

The main contribution of the proposed approach lies in the verifi-
cation phase, where the presence or equivalence of a security patch
is evaluated in the derived project. Two complementary verification
strategies are employed. First, a cryptographic hash-based literal
check (SHA) is applied to detect exact matches of patched code
regions. Second, when the literal match fails, the framework applies
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Table 1: Comparison of Related Work on Tracking and Verifying Vulnerability Fixes in Derivative Projects

Analysis Dimension VERCATION (2025) Binary Similarity Diff (2025) What the Fork? (2022) This Work

Primary unit of analysis Patches and commit history (source
code)

Binary functions across versions Code clones in derivative packages Patches, commits, and versions in di-
vergent forks

Identification of patch-relevant code Yes (program slicing + LLM) Partial (binary function mapping) No Yes (structural extraction and compari-
son of patches)

Handling of structural divergence Partial (AST-based normalization) Yes (contextual diffing and call graphs) Limited Explicit (refactoring-tolerant similarity)
Explicit support for derivative projects
(forks)

No No Yes (npm ecosystem) Yes (upstream vs. highly divergent fork)

Tracking of vulnerability propagation Yes (VIC/FIC in OSS) No Yes (propagation via hidden clones) Yes (propagation and fixes in forks)
Programmatic verification of patch ap-
plication

No No Partial (detection of unpatched
clones)

Yes (automated verification of fix pres-
ence)

Integration with vulnerability
databases (CVE/CWE)

Limited No Implicit Explicit and continuous (automated
mining)

Scope of the approach Specialized technique Specialized technique Clone-focused tool Systematic and extensible frame-
work

Main objective Accurate identification of vulnerable
versions

Improving binary similarity for up-
dates

Detecting hidden vulnerable clones Tracking and verifying vulnerability
fixes in derivative projects

a patch similarity analysis based on syntactic and structural char-
acteristics, allowing tolerance for code transformations commonly
observed in long-lived forks.

Based on the verification results, each vulnerability is classified
according to its status in the forked source code, such as patched,
unpatched, equivalent patch, or indeterminate. This classification
provides an accurate and reproducible assessment of the security
posture that goes beyond traditional version-based vulnerability
tracking.

Finally, the approach allows for an iterative revalidation pro-
cess. Results classified as indeterminate or inconclusive can be
re-evaluated as new evidence becomes available, such as updates to
the upstream, new vulnerability data, or refinements to similarity
methods. Human review and evidence-based decision-making are
outside the scope of this work but are considered natural extensions
of the proposed architecture.

Within the scope of this study, the focus is on the definition,
implementation, and validation of automated verification and track-
ing mechanisms. Expanding reporting to interactive dashboards,
integrating with formal governance processes, and automating cor-
rective actions are left as directions for future work.

Figure 1: Overview of the proposed structure for tracking
and verifying vulnerability fixes in highly divergent forks.

4 Preliminary Results and Discussion
The preliminary results obtained in the vulnerability mining pro-
cess provide initial empirical evidence supporting the need for
a programmatic verification mechanism for security patches in

derivative projects. By characterizing the vulnerabilities, their un-
derlying weaknesses, and the nature of patching in the upstream
ecosystem, the analysis exposes structural challenges that cannot be
reliably addressed solely through version-based or metadata-based
approaches.

The mining process identified a total of 30 CVEs affecting the
analyzed ecosystem. While the absolute number of vulnerabilities
is moderate for a mature environment with multiple projects, the
distribution of their severity reveals a non-trivial security exposure.
Most vulnerabilities were classified as MEDIUM severity (16 cases);
however a significant fraction corresponds to HIGH (9 cases) and
CRITICAL (2 cases) severity, including vulnerabilities with CVSS
scores as high as 9.8. This distribution indicates that, although
many vulnerabilities may require contextual exploitation, several
represent immediate risks to confidentiality, integrity, or availability
if left unmitigated.

From a vulnerability perspective, the analysis revealed 24 dis-
tinct categories of CWEs (Common Weakness Enumeration), high-
lighting a heterogeneous vulnerability profile. Notably, five CWEs
appear simultaneously on the CWE Top 25 and OWASP Top 10
lists (CWE-287, CWE-20, CWE-434, CWE-306, and CWE-89), un-
derscoring the prevalence of known and high-impact security flaws.
Among them, inadequate authentication (CWE-287) emerged as
the most frequent vulnerability, appearing in four distinct CVEs.
The recurrence of authentication, input validation, and access con-
trol problems suggests persistent challenges in applying robust
trust boundaries, particularly in systems with cryptographic and
distributed communication components.

These findings indicate that the ecosystem is affected not only by
isolated defects but by recurring classes of vulnerabilities that are
known to propagate between projects and versions. Consequently,
identifying only vulnerable versions is insufficient; it becomes es-
sential to verify whether corrective measures have been effectively
applied to the derived codebases. Corroborating this observation
at an ecosystem scale, Williams et al. [12] identify the unreliable
propagation of fixes across derivative artifacts as a structural, not
incidental, challenge in software supply chain security.

The analysis of security patches, conducted by comparing 24
patched CVEs distributed across six distinct projects, reveals
substantial variability in the scale and complexity of the patches.
The number of files modified per patch ranges from 1 to 44, with a
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median of 2.5 files, while the total number of lines changed ranges
from just 2 to 2595 lines, with a median of 48.5 lines. This highly
asymmetrical distribution, observed across SDKs, client applica-
tions, backend services, and cryptographic libraries, reflects the
coexistence of small, localized patches with extensive, structurally
comprehensive changes.

Small patches generally correspond to targeted fixes, such as
conditional checks or parameter validation, which are better suited
to literal verification methods. In contrast, large patches are indica-
tive of deeper architectural refactorings or systemic design fixes,
particularly in core SDKs and cryptographic components. These
extensive changes significantly complicate the task of determin-
ing whether a fix has been propagated to a fork, since structural
divergence and refactoring can obscure direct code matching.

This heterogeneity directly motivates the need for robust patch
verification strategies that go beyond exact matching. In highly
divergent forks, literal approaches based solely on commit hashes
or file-level diffs are prone to false negatives, while version-based
heuristics fail to capture partial or equivalent fixes. The observed
variability in patch size and structure, therefore, reinforces the
central premise of this work: effective security assurance in derived
projects requires combining literal verification with an analysis
that takes similarity into account, capable of tolerating refactoring
and structural evolution.

Taken together, the characteristics of the vulnerabilities and the
complexity of the patches highlight a critical limitation of exist-
ing vulnerability tracking practices. The presence of high-severity
vulnerabilities, recurring weakness categories, and highly heteroge-
neous patches implies that security remediation is neither uniform
nor trivially traceable throughout the project’s history. In this con-
text, forks that cannot directly incorporate upstream changes due to
licensing, architectural, or organizational constraints face a greater
risk of silently missing critical patches.

These preliminary findings corroborate the need for the pro-
posed framework’s main contribution: a programmatic mechanism
to verify the presence or equivalence of security patches in di-
vergent forks. By grounding the framework’s design in empirical
observations of real-world vulnerabilities and patches, this study
establishes a concrete motivation to move beyond metadata-based
tracking toward systematic, evidence-based verification.

5 Conclusion and Future Work
This article focuses on investigating the feasibility of an automated
mechanism to verify the propagation and application of security
patches in divergent derivative projects. To this end, a system-
atic framework is proposed that integrates vulnerability mining,
mapping of patch commits in the upstream, and complementary
verification strategies based on cryptographic hashes and patch sim-
ilarity analysis. The approach was designed to mitigate limitations
observed in existing vulnerability tracking practices, which often
rely on incomplete metadata or insufficient version information to
handle structurally divergent forks.

Within the scope of this work, the focus is on the automated
verification pipeline and the generation of structured reports that
allow for the systematic and reproducible assessment of the status
of security patches in derivative projects. As a natural continuation

of the research, future work includes expanding the verification
mechanism, incorporating continuous revalidation cycles, and us-
ing these reports to support decision-making and governance of
the software supply chain.
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Abstract
Social media platforms propagate massive volumes of semantically
rich data at high speed; however, researchers often face signifi-
cant technical impediments in data collection and a lack of artifact
reuse. Current analysis tools generally rely on monolithic archi-
tectures that hinder collaboration, limit independent scalability,
and compromise data provenance. To address these challenges, we
propose CARAMEL, a microservices-based infrastructure designed
for the scalable and collaborative management of Big Social Data.
The framework utilizes containerization and asynchronous mes-
saging to achieve temporal decoupling between high-speed data
ingestion and multi-stage analysis. We describe the infrastructure’s
architecture, emphasizing its ability to integrate heterogeneous
sources and automate metadata curation to ensure data quality and
traceability. Evaluation through large-scale case studies conducted
during the 2022 and 2024 Brazilian elections demonstrates the via-
bility of the infrastructure, processing millions of data points across
multiple social channels while maintaining resilience under high
demand. The proposed CARAMEL infrastructure contributes a flexi-
ble, standards-based environment that allows research communities
to share, reuse, and scale social data workflows effectively.

Keywords
Social Data Management, Workflow Management, Big Data Infras-
tructure, Scalability, Reproducibility

1 Introduction
Social media analysis has become increasingly relevant for building
an understanding of social behaviors, market trends, and public
opinions [2]. In this context, studies range from user interest iden-
tification to emergency response and the influence of social media
on consumed content [4, 9]. Due to the massive engagement of
citizens in these digital spaces, interaction results in the production
of large volumes of semantically rich data. Nowadays, to analyze
this information, one must collect, store, and manage data that
varies significantly in type (text, video, image) and representation
[5, 7].

In fact, online social interactions have given rise to the concept
of Big Social Data (BSD)—a specialization of Big Data focused on
massive, high-velocity, and heterogeneous datasets used to model
human behavior [10]. However, significant technical challenges per-
sist. Although current systems offer analysis capabilities, most tools
rely on monolithic architectures that centralize all functionalities

[12]. This means that components are difficult to reuse, and inde-
pendent scalability is limited. For example, if a researcher needs
to scale only the data collection module due to a viral event, a
monolithic system often requires scaling the entire infrastructure,
resulting in inefficiency.

Aside from architectural restrictions, data collection strategies
are rarely reused, leading to a waste of effort and resources [7].
Collection mechanisms are often built to serve a single purpose,
and the data, along with the code used to retrieve it, are not shared
among researchers [13]. Consequently, despite their potential to
extract valuable insights, domain experts such as sociologists or
journalists face barriers to performing efficient data collection due
to a lack of specific computational skills.

This paper presents CARAMEL, a microservice-based infrastruc-
ture designed for managing scalable Big Social Data ecosystems.
Our proposal addresses BSD challenges from a software-oriented
perspective by providing a flexible and standardized architecture.
By leveraging modern paradigms such as cloud computing and mi-
croservices, CARAMEL allows researchers to customize data flows
and generate real-time insights from dynamically collected data.

1.1 Relationship with Previous Work
This paper presents a significant evolution of our preliminary re-
search discussed at the Brazilian Symposium on Information Sys-
tems (SBSI 2023) [12]. While the previous work introduced the
initial concept of the CARAMEL architecture and a limited valida-
tion based solely on Twitter data from the 2022 elections, this paper
expands the scope and validation in alignment with the iterative
cycles of the Design Science Research (DSR) methodology. The
specific novel contributions of this work include:

(1) Multichannel Heterogeneity: We implement and vali-
date the orchestration of heterogeneous data sources (YouTube
transcripts, chats, and video statistics), overcoming the
single-source limitation of the previous study.

(2) Complex Scenario Validation: The architecture is stress-
tested in a new, more complex scenario (2024 Municipal
Elections), demonstrating the system’s adaptability.

(3) Advanced Data Pipeline: We provide a deeper technical
evaluation of the temporal decoupling mechanism and in-
troduce a refined data transformation model for cognitive
enrichment.
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2 Methodology
The research challenge of establishing a software infrastructure that
promotes collaboration and reuse in Big Social Data (BSD) research
emerged from a real-world problem within a multidisciplinary re-
search group. Although the group possessed technical expertise,
solutions created for new projects were rarely reused, and non-
technical partners faced significant barriers. Given this practical
context, this research adopted the Design Science Research (DSR)
method [3], which prescribes iterative cycles of problem awareness,
artifact design, development, and evaluation.

2.1 Problem Awareness and Systematic Review
To rigorously ground the artifact design, the first iterative step was
a Systematic Literature Review (SLR). The protocol involved search-
ing across five major digital libraries: Science@Direct, Springer
Link, ACMDigital Library, Web of Science, and IEEE Digital Library.
The initial search yielded 700 studies. We applied a multi-stage fil-
tering process:

(1) Duplicate Removal: 26 duplicate entries were identified
and removed.

(2) Title and Abstract Screening: 612 articles were excluded
as they did not address data ecosystem architectures or
collaborative analysis.

(3) Full-Text Analysis: The remaining 62 articles were ana-
lyzed in depth.

Finally, 21 studies were selected for synthesis. This process revealed
that while theoretical frameworks for ecosystems exist, there is a
distinct lack of implemented, open-source architectures that sup-
port the complete data lifecycle with provenance, guiding the re-
quirements for CARAMEL.

3 CARAMEL Architecture
CARAMEL is designed as a reference architecture based on mi-
croservices, messaging, and containers. The central objective is
to overcome the restrictions of monolithic tools, such as the diffi-
culty in processing large data volumes and the lack of integration
capabilities.

3.1 Microservices and Container Approach
To overcome the limitations of monoliths, CARAMEL distributes
system functionalities (data collection, processing, storage) into
autonomous services. Each microservice is packaged in containers,
ensuring that dependencies are encapsulated. This allows for con-
sistent deployment across different computational environments,
from local development to the cloud.

As illustrated in Fig. 1, the diagram follows a flow from left to
right. The process begins with the Operator injecting necessary
configurations. Specific microservices, such as Tweet Collectors
or YouTube Collectors, use environment variables for connection
and secure extraction. The flow converges to the Messaging Sys-
tem, which acts as a decoupling backbone. All collectors send data
to a central topic, ensuring ingestion does not block processing.
Subsequently, the flow bifurcates into specialized processors, such
as NLP Processors (Sentiment Analysis) and persistence in a Data
Lake.

Figure 1: Architectural flow diagram of CARAMEL microser-
vices: From Collection to Indexing.

3.2 Asynchronous Decoupling via Kafka
Messaging plays a crucial role in CARAMEL, ensuring autonomy
between microservices. We utilize Apache Kafka to create a "Tem-
poral Gap" between collection and processing.

Figure 2: Sequence diagram illustrating temporal decoupling
between collection and processing.

As shown in Fig. 2, the asynchronous behavior occurs in two
distinct phases. In the Production Phase, the Collector fetches
data from an external API and immediately publishes the message
to the Kafka topic. Once Kafka confirms receipt (ack), the Collector
is free and does not wait for data processing to complete. In the
Consumption Phase, which occurs on demand, the Processor
requests data from Kafka via polling, performs heavy processing
(e.g., NLP), and only then confirms completion to Kafka. This mech-
anism ensured the resilience of CARAMEL in high-concurrency
scenarios.

3.3 Data Transformation and Refinement
Regarding the data flow, it is important to clarify the refinement
process, addressing the logical vs. physical view. In the logical archi-
tectural view, "Consumption and Refinement" represents the func-
tional responsibility of cleaning and enriching data—such as stop-
word removal and tokenization. In the physical implementation,
this logic is encapsulated within the NLP Processor microservice.
When the processor consumes a message from the raw data topic,
it internally executes the refinement algorithms before generating
the sentiment analysis and persisting the result. This encapsulation
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ensures that only high-quality, structured data is indexed into the
Data Lake.

3.4 Metadata Curation and Provenance Model
A critical gap identified in BSD tools is the loss of data prove-
nance context [12]. To address this, CARAMEL implements a strict
"Schema Evolution" policy. Unlike simple scrapers that dump raw
JSONs, our architecture enforces a transformation pipeline that
enriches data before persistence.

Fig. 3 illustrates this transformation process. The raw data (left),
often containing unstructured or irrelevant fields from the API,
passes through the Refinement Layer.

Figure 3: Data Transformation Model: Evolution from Raw
API Data to Enriched Ecosystem Artifact with Provenance
Metadata.

As depicted, the resulting artifact (right) is a standardized JSON
injected with a specific caramel_metadata block. This block allows
for the traceability of the data lifecycle, containing:

• Ingestion Context: The timestamp (collected_at) and
the specific collector ID, allowing researchers to debug
potential bias in data collection windows.

• Processing Signature: Tags indicating which normaliza-
tion filterswere applied (e.g., filter: stop-words-removed).

• Cognitive Enrichment: The injection of new semantic
fields derived from the NLP microservices (e.g., sentiment
scores or named entities), which were not present in the
original source.

This mechanism ensures that the Data Lake contains "Smart
Data" rather than just Big Data, facilitating efficient indexing in
Elasticsearch and enabling complex queries based on collection
context rather than just content keywords.

4 Implementation and Evaluation
The framework was implemented on Oracle Cloud infrastructure.
The evaluation was structured into two major experiments to verify
technical viability across different contexts (Volume vs. Heterogene-
ity).

4.1 Scenario 1: High-Volume Real-Time
Processing (2022 Elections)

The first scenario tested CARAMEL’s ingestion capacity during the
2022 Brazilian General Elections. Over 127 consecutive days, eight
collectors executed simultaneous searches every minute.

4.1.1 Stream Processing Implementation. For this high-throughput
scenario, we utilized Quarkus (a Kubernetes Native Java stack)
for the microservices. Quarkus was selected for its low memory
footprint and fast startup times, essential for scaling consumers
dynamically. The pipeline was designed for immediate insight gen-
eration: as data flowed through Kafka, it was consumed by stream
processors that performed sentiment analysis before indexing re-
sults in Elasticsearch. This enabled real-time visualization of public
opinion during critical events, such as the diploma ceremony.

4.2 Scenario 2: Heterogeneity in 2024 Elections
While the 2022 scenario proved volume scalability, the 2024 Munic-
ipal Elections scenario validated the architecture’s ability to handle
variety and complexity. The goal was to integrate heterogeneous
data sources into a single analytical workflow.

4.2.1 Fan-out Pattern for YouTube Data. We developed reusable
Python microservices to collect three distinct data dimensions
from YouTube: video statistics, transcripts, and live chat logs. A
key architectural pattern applied here was the "Fan-out" messaging
strategy. Instead of a monolithic script collecting everything sequen-
tially, a single "Video Discovery" service publishes a video_id to a
Kafka topic. This single message triggers three parallel consumer
groups:

(1) Transcript Collector: Fetches subtitles and time-codes.
(2) Chat Scraper: Retrieves user interactions and timestamps.
(3) Stats Monitor: Logs view counts and likes.

This parallelization significantly reduced the total collection time
compared to sequential processing and ensured that failure in one
dimension did not block the others.

4.2.2 Results and Persistence. This orchestration generated 505
distinct datasets, totaling 1.3 GB of raw data. The persistence
layer utilized a hybrid approach: structured statistics were indexed
in Elasticsearch for fast retrieval, while raw textual logs were stored
in a Data Lake structure for batch NLP processing.

To consolidate the results and demonstrate the evolution of the
framework’s capabilities, Table 1 presents a comparative analysis
of the operational metrics from both scenarios.

5 Related Work
The analysis of social data ecosystems is a broad field, yet practical
engineering solutions are scarce. [8] identified that while BSD lit-
erature is extensive, information remains in silos due to a lack of
shared platforms. Existing infrastructures like SoBigData [6] repre-
sent major ecosystems currently in operation. However, SoBigData
relies on a large-scale, centralized infrastructure that is difficult for
smaller research groups to replicate due to high operational costs.
Another initiative, the DaLiF framework [11], focuses on govern-
ment data lifecycles but remains conceptual in nature, lacking an
open-source reference implementation.
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Table 1: Comparative Analysis: Scalability (2022) vs. Hetero-
geneity (2024).

Metric Scenario 1: 2022 (Presidential) Scenario 2: 2024 (Municipal)
Goal High-volume ingestion & stream

stability.
Heterogeneous, multi-source or-
chestration.

Duration 127 continuous days (Aug-Dec). Post-event targeted windows.
Sources Single: Twitter (X) API. Multi: YouTube (Stats, Chat, Tran-

scripts), Instagram.
Stack Java (Quarkus) for stream con-

sumption.
Python for scraping & batch
tasks.

Pattern Stream: Serial real-time process-
ing.

Fan-out: Single event triggers
parallel collectors.

Throughput ≈ 1.46 million ops. High-concurrency parallel inges-
tion.

Output > 146 million records. 505 datasets (1.3 GB raw).
Storage Immediate indexing

(Elasticsearch).
Hybrid: Data Lake (raw) + Elas-
ticsearch.

From a governance perspective, [1] reviewed architectures for
Big Data ecosystems and concluded that existing solutions for chal-
lenges such as security and privacy are mostly focused on isolated
contexts. Their work explicitly calls for a "distributed and highly
capable framework" to support the data lifecycle. CARAMEL re-
sponds directly to this call by offering a lightweight, distributed,
and replicable architecture based on microservices, specifically de-
signed to foster artifact reuse and preserve provenance in diverse
research communities.

6 Final Considerations
This paper addressed the significant challenges in social media data
analysis related to the collection and processing of continuously
generated massive data volumes. The complexity of this scenario is
aggravated by the lack of integration among heterogeneous tools.
To solve this, we proposed the CARAMEL framework, designed to
support the creation of distributed and scalable BSD ecosystems.

The results from the 2022 and 2024 Brazilian election case studies
confirmed CARAMEL’s capacity to support complex analysis flows.
The integration of different sources (Twitter, YouTube), combined
with processing via Kafka and visualization in Elasticsearch, proved
the system’s flexibility in handling both real-time data and large
historical volumes. The framework exemplifies a well-structured
ecosystem, connecting actors through a technological infrastructure
that facilitates data exchange.

6.1 Limitations
Despite promising results, this study has limitations. Validation
Scope: Experiments occurred in controlled research environments.
The absence of intensive use by an external community prevented
the identification of potential orchestration bottlenecks in large-
scale, highly heterogeneous ecosystems. FAIR Integration: While
the architecture is interoperable, native integration for automated
deposition into formal scientific repositories (like Dataverse) was
not implemented in this version. Usability: Developing new com-
ponents still requires a high technical profile, creating a barrier for
researchers in less technical areas (e.g., journalists).

6.2 Future Work
To mitigate identified limitations, we suggest the following future
research directions:

• FAIR Repositories Integration: Evolving the curation
layer to include automatic connectors with repositories like
Dataverse, ensuring datasets follow open science standards.

• Low-Code Interfaces: Creating abstraction layers to allow
collector configuration without deep coding, democratizing
ecosystem use.

• GenerativeAI Integration: Incorporating Large Language
Models (LLMs) as consumers in the Kafka flow for auto-
matic summarization and narrative discovery.
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Abstract
The rapid expansion of online gambling has increased the demand
for automated methods to identify problematic player behavior.
While psychological research provides clinical criteria for addic-
tion, the computational operationalization of these concepts into
platform-level markers remains underutilized. This short paper
presents a Systematic Literature Review (SLR) of addiction markers
extracted from player tracking data in online betting and casino
platforms. By analyzing 9 empirical studies selected from an initial
pool of 141, we identified 22 distinct markers, ranging from tra-
ditional monetary indicators to platform-interaction signals such
as canceled withdrawals and responsible gambling tool settings.
Our analysis reveals a methodological evolution: while statistical
models remain prevalent, recent studies increasingly leverage ma-
chine learning (e.g., Random Forest, Gradient Boosting) to predict
high-risk user trajectories and behavioral transitions. The review
highlights the need for more standardized definitions and evalua-
tion practices to support the development of data-driven approaches
for early detection of gambling-related harm.

CCS Concepts
• Information systems→ Data mining; • Computing method-
ologies → Machine learning; • Applied computing → Health
care information systems.

Keywords
Online gambling, Sports betting, Addiction detection, Machine
Learning, Behavioral markers, Player behavior analysis, Risk pre-
diction, Player Tracking Data, AI for behavioral analysis
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1 Introduction
Online gambling has experienced a rapid global expansion in the
last decade, driven by increased accessibility, mobile technologies,
and personalized betting systems. While online gambling offers
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convenience and entertainment, it also poses significant risks, par-
ticularly the development of gambling addiction. Problematic gam-
bling behavior is associated with severe psychological, financial,
and social consequences, making early detection a critical public
health challenge.

In response, both researchers and regulators have emphasized the
importance of detecting addiction markers, i.e., observable behav-
ioral, financial, or temporal indicators associated with problematic
gambling. These markers are commonly used to build responsible
gambling tools, player risk scores, and, in some cases, automated in-
tervention mechanisms within online platforms. Prior research has
explored a wide range of potential markers, including betting fre-
quency, loss chasing, deposit escalation, and abnormal play patterns,
often leveraging statistical analysis or machine learning techniques.

However, existing studies are fragmented across disciplines such
as computer science and psychology. Traditional approaches to
assessing gambling addiction are based on self-reported question-
naires and clinical interviews. These methods use questionnaires
such as the DSM-5 and PGSI, which are based on self-reported
psychological and social criteria. They suffer from reporting biases
and limited temporal resolution. Moreover, these approaches are
based on the voluntariness of the user and remain limited in terms
of reliability and coverage, making their effectiveness uncertain.

To date, there is a lack of a systematic synthesis that consolidates
these markers from a computer science perspective, particularly
with respect to platform-level data and computational detection
approaches. As a result, comparing findings across studies is diffi-
cult, and transferring proposed solutions to operational platforms
remains challenging.

To address this gap, this paper presents a Systematic Literature
Review of addiction markers used in online betting and casino plat-
forms. The review is guided by the following research questions:

(1) What addiction markers have been proposed to identify prob-
lematic gambling behavior in online betting and casino plat-
forms?

(2) How are these markers used?

This paper makes three main contributions: (i) a systematic syn-
thesis of addiction markers proposed in previous research, (ii) a
comparative analysis highlighting similarities and differences in
how these markers are implemented, and (iii) the identification of
current gaps and limitations surrounding these markers. By sum-
marizing and comparing existing approaches, this review provides
a clearer basis for the design and evaluation of computational meth-
ods for detecting problematic gambling behavior.
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2 Methods
This review follows established guidelines for conducting system-
atic literature reviews in computer science, adapted from Kitchen-
ham and PRISMA, in order to make the selection process and
comparisons between studies explicit and replicable. A systematic
search was conducted across three academic databases: Springer
Nature Link, Taylor & Francis and AK Journals.

These databases were selected because they cover interdisci-
plinary research at the intersection of behavioral sciences, gambling
studies, and psychology. In particular, they list journals that publish
empirical studies on gambling-related behaviors and indicators of
addiction derived from platform data.

Although other databases, such as IEEE Xplore or the ACM Dig-
ital Library, contain works from a computer science perspective,
they were not included in this study, as it focused primarily on be-
havioral markers of gambling addiction rather than purely technical
or algorithmic contributions.

The search strategy combined several keywords related to online
gambling platforms, addiction or problem gambling, and behavioral
or player account data. An example search query:

(1) Context: (“online gambling” OR “online betting” OR “online
casino”)

(2) Target: (“problem gambling” OR “gambling addiction” OR
“gambling disorder” OR “risk gambling”)

(3) Data Type: (“player tracking data” OR “behavioral markers”
OR “account-based data”)

The search was limited to publications written in English and
published between 2010 and 2025, reflecting the period in which
online gambling platforms and data-driven monitoring approaches
have become prominent.

The study selection process was conducted in three stages: title
screening, abstract screening, and full-text review. Studies were
included if they :

• focused on online betting or casino gaming platforms
• explicitly defined or used addiction-related markers derived
from platform data

• focused on player data
• reported empirical or computational approaches for analyz-
ing markers.

Studies were excluded if they :
• addressed only offline or land-based gambling
• focused exclusively on clinical data or questionnaires with-
out using player data provided by platforms

• focused on the structure of available games/bets rather than
player behavior.

• were not in English
The search results led to 141 publications in total, and the results

for each database were reported as follows: Springer Nature Link
(n = 81), AKJournals (n = 56) and Taylor & Francis (n = 4). After
screening the titles and abstracts, 108 articles were deleted since
they were off-topic. At this point, 33 studies remained for full-text
screening since we could not address inclusion criteria by reading
the abstract. After full-text review and quality evaluation, 12 studies
were selected. Reasons for exclusion included use of questionnaires
only, language barriers, lack of empirical data, or restricted access

to full texts. And we deleted 3 articles because they were duplicates.
Finally, after reviewing the full text, we selected 9 publications for
quality assessment.

For each included study, relevant information was extracted
using a structured data extraction form. The extracted attributes
included: type of addiction marker, data source, detection or analy-
sis method, and evaluation approach.

The comparative analysis was conducted by systematically com-
paring the studies according to these dimensions in order to identify
similarities and differences. Instead of proposing a new taxonomy,
we focus on how comparable markers are operationalized and eval-
uated in different studies

No automation tools were used for data collection. Data were
extracted manually from the text and tables of the included studies.
If multiple reports corresponding to a study were available, we used
the most recent report and resolved any inconsistencies through
discussion.

3 Results
3.1 RQ1: Addiction Markers Used in Online

Betting and Casino Platforms
Across the selected studies, we identified a total of 22 distinct ad-
diction markers derived from platform-level data. These markers
are summarized in Table 1.

This indicates the number of studies in which each marker ap-
pears. Markers are grouped for clarity, for example, “number of
bets” encompasses metrics such as "bets per day", "bets per session",
and "average number of bets".

Monetary markers were the most frequently reported, including
the amount wagered, the number of bets, and the amount deposited
into the account. Other markers like night-time activity and failed
deposits, appeared less consistently and were often combined with
behavioral indicators rather than used in isolation.

The approach proposed in [6] is particularly noteworthy. In ad-
dition to conventional markers such as total amount wagered and
number of bets, the authors consider a range of platform-interaction
indicators, including the number of funding sources used by a
player, the frequency of bonus searches, the number of times re-
sponsible gambling protections are disabled and the number of can-
celed withdrawal requests. These actions complement traditional
financial markers by capturing aspects of users’ self-regulation diffi-
culties and engagement strategies. Several of these markers are also
reported in [7], further supporting their relevance in characterizing
problematic gambling behavior.

In addition, several studies have taken into account control in-
dicators specific to certain platforms, such as contacting customer
service, having multiple accounts, and playing unrelated types of
games [9], which also reflect users’ difficulties in regulating their
gaming behavior. As a result, no single marker is used consistently
across all studies. Depending on the author’s objective, they will
use certain markers and not others.

Overall, the results indicate broad consensus on the types of
behavioral markers associated with problem gambling, but there is
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still considerable diversity in the markers, and efforts are underway
to more precisely redefine certain behaviors (particularly chasing
losses).

3.2 RQ2: Usage of Addiction Markers in Online
Betting and Casino Platforms

The reviewed studies primarily employ addiction markers for pre-
dictive modeling and user classification tasks.

In some studies, markers derived from behavioral, financial, and
temporal data are used as input features for supervised learning
models aimed at categorizing players based on their actions. Train-
ing labels are typically obtained from self-exclusion registries or
survey-based annotations. These studies leverage ensemble meth-
ods such as Gradient Boosting and Random Forests, alongside un-
supervised techniques like K-means, to categorize users based on
risk profiles. [3, 5, 9].

In addition, several studies use addiction markers to anticipate
user categorization and transitions between behavioral groups over
time. [5] Rather than focusing solely on static classification, these
works model how users may evolve from recreational to intensive
or potentially problematic gambling profiles. Addiction markers
are employed to capture early behavioral changes and temporal
dynamics that signal such transitions, enabling predictive analysis
of user trajectories.

Additionally, several studies focus on refining the definition of
specific behaviors by proposing other definitions of complex mark-
ers such as chasing losses. Instead of relying on a single formulation,
researchers experiment with multiple quantitative proxies to cap-
ture this behavior. For instance, someworks introduce an across-day
chasing metric based on the difference between the amount won
and the amount wagered across consecutive days [2], while others
define a chasing proxy using short-term financial activity patterns,
such as more than three deposits within a twelve-hour window
[9]. These diverse formulations illustrate ongoing efforts to empir-
ically ground the measurement of loss chasing and highlight the
exploratory nature of marker design in the literature.

4 Discussion
Our literature review highlights several important observations
regarding the current use of addiction markers in online gambling
research. Across the selected studies, a total of 22 markers are
reported, with monetary indicators being the most prevalent. In
particular, the amount wagered, the number of bets, and the amount
deposited into the account consistently emerge as core markers as-
sociated with problematic gambling behavior. Additional markers,
such as contacting customer service, the number of active gam-
bling days within a given period, and deposit frequency, are also
frequently considered relevant for capturing loss of control and
engagement intensity.

An interesting finding is that several markers appear consis-
tently across studies addressing different objectives, including self-
exclusion analysis [1, 8], loss-chasing definition [2], and user classi-
fication [4]. These general-purpose markers suggest the existence
of a common behavioral foundation underlying various manifesta-
tions of gambling-related harm. At the same time, more specialized

markers are often introduced depending on the specific research
goal, data availability, or modeling strategy adopted by the authors.

The reviewed literature also exhibits notable limitations. All
analyzed datasets originate from European platforms. This lim-
ited domain coverage raises concerns about the generalizability of
current findings to other gambling modalities and geographical con-
texts. Furthermore, platform operators employ heterogeneous data
logging practices and feature definitions, which complicates data
harmonization and poses significant challenges for cross-platform
analysis and large-scale comparative studies.

Three of the nine reviewed studies rely onmachine learning tech-
niques [3, 5, 9], while the remaining works employ more traditional
statistical models. This suggests that machine learning is increas-
ingly explored, but most studies still rely on classical statistical
techniques. The gradual adoption of machine learning nevertheless
reflects a growing interest in this field.

Future work should explore the use of addiction markers for real-
time detection and early intervention, an application that is cur-
rently absent from the reviewed literature. In addition, the develop-
ment of open benchmarks and shared datasets would facilitate sys-
tematic evaluation of predictive models and improve reproducibility
across studies. Finally, continued investigation of evolving mark-
ers, particularly complex behaviors such as loss chasing, is needed.
Combining machine learning techniques with behavioral analysis
could support more robust and theoretically grounded definitions of
these markers, contributing to more reliable and actionable models
of problematic gambling behavior.

5 Conclusion
This paper presented a systematic literature review of addiction
markers derived from platform-level data in online betting and
casino environments. The review identified 22 distinct markers,
with monetary and behavioral indicators being the most frequently
reported across studies. While a shared core of commonly used
markers exists, their definitions and computational formulations
vary substantially, particularly for complex behaviors such as loss
chasing, which remains an active subject of refinement through
alternative metrics and data-driven approaches.

The findings show that addiction markers are primarily used
as features in predictive modeling and user classification tasks,
including the anticipation of user transitions between behavioral
categories. However, their application is largely limited to offline
analysis, and real-time detection or intervention remains unex-
plored in the current literature. Moreover, the reviewed studies rely
on geographically and domain-specific datasets, predominantly
from European casino platforms, and exhibit heterogeneous data
logging and preprocessing practices, which hinder cross-platform
comparability.

In summary, addiction markers play a central role in compu-
tational studies of gambling behavior, yet their definitions, data
sources, and evaluation protocols remain highly heterogeneous.
Advancing toward standardized marker definitions, transparent
reporting practices, and shared evaluation frameworks will be es-
sential for improving reproducibility and enabling meaningful com-
parisons across studies. This would facilitate the development of
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models that are not only more reliable, but also easier to validate
and deploy on real gambling platforms.
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A Appendix
A.1 Tableaux

Table 1: Markers of Addiction in Online Gambling

Marker Definition / Operationalization Reference
Session duration Mean session length (min) [3, 5–7]
Night-time activity Activity between 00:00–06:00 [7]
Rapid play intensity Inter-bet time < threshold [7, 8]
Number of days between two sessions Number of days between two gambling sessions [4]
Number of gambling days Number of days with gambling activity [3–7, 9]
Amount of money bet Total amount of money bet [1–4, 7–9]
Amount of money deposit Total amount of money deposited [1, 3–6, 9]
Session ending with low balance Sessions ending with a low balance [2–4]
Amount won Total amount of money won [1–3, 5, 9]
Amount lost Total amount of money lost [3, 5]
Number of bets Total number of bets placed [1, 3, 5, 5, 8, 9]
Number of deposit Number of deposits made [2, 3, 5–7, 9]
Multiple source Use of multiple payment sources [6, 7]
Failed deposit Number of failed deposit attempts [7]
Cancel withdrawal Number of cancelled withdrawal requests [6]
Visit bonus page Number of visits to bonus pages [6, 7]
Disable protection Number of times protection was disabled [6, 7]
Contact support Number of contacts with support [6]
Loss chasing Increased stake after losses [2, 7, 9]
Self exclusion Number of self-exclusion requests [9]
Active accounts Number of active gambling accounts [9]
Different game Number of different games played [9]

151



D
ra
ft
–
PL
EA
SE

D
O
NO
T
D
IS
TR
IB
UT
EAuthor Index

A. L. Rego Paulo, 140–143
Agoulmine Nazim, 65–72, 120–127
Albuquerque Eduardo, 88–94
Aprosin Konstantin, 57–60
Assis Flavio, 82–87

B. Rodrigues Emanuel, 140–143
Boudaoud Karima, 135–139, 148–151
Bravos Chrystopher, 82–87

Camargo Edson, 3–9, 61–64
Camargo Fabio, 82–87
Campos Eduardo Gomes, 39–49
Campos João R., 27–38
Carvalho Tereza C. M. B., 39–49
Cavalcanti Caio, 95–100
Conradi Hoffmann José Luis, 27–38
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